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Abstracts

This document provides general overview of the XML Digital Signature and XML Encryption
functionality and their use for providing document and message Integrity and Confidentiality for XML
and Web Services based applications. Provided examples demonstrate using XML Signature and
XML Encryption for and together with XACML Request/Response messages and SAML Assertions.
Test programs are parts of the AAAuthreach package that provides simple APl to Apache XML
Security suite.
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1 Introduction

XML Digital Signature and XML Encryption are two standard mechanisms used to provided integrity
and confidentiality of XML documents and messages, in particular. Both of these mechanisms are
integrated into SAML 2.0 and also used in SAML 1.1. Generally, XML Signature and XML Encryption
can be added to any other XML format at the level of XML schema extension or to any valid XML
document instance by using numerous available XML Security packages.

2 XML Digital Signature format and processing

This section provides general information about XML Signature format and some suggestions how it
can be used together with SAML, XACML and XML Web Services in typical XML Web Services
(WSA) and Open Collaborative Environment (OCE) applications.



2.1 XML Digital Signature format and processing

XML Signature has the following structure (see also picture below):

<Si gnature | D?>
<Si gnedI nf 0>
<Canoni cal i zati onMet hod/ >
<Si gnat ur eMet hod/ >
(<Reference URI ? >
(<Transforns>)?
<Di gest Met hod>
<Di gest Val ue>
</ Ref erence>) +
</ Si gnedl nf o>
<Si gnat ur eVal ue>
(<Keyl nf 0>) ?
(<Qnj ect I1D?>)*
</ Si gnat ur e>

There are three types of the XML Signature algorithms:

e Enveloped XML Signature.

An enveloped signature is a signature of either an entire document or a document fragment,
where the XML signature will itself be embedded within the signed document. An enveloped

signature transform is always used to remove the signature structure from the signing
process.

e Enveloping XML Signature

An enveloping signature is a signature where the signed data is actually embedded within the
XML signature structure: The XML signature specification provides the ability for arbitrary
XML structures to be embedded within a signature, for this express purpose.

Detached XML Signature

A detached signature is a signature where the signed entities are separate from the actual
signature fragment. The signed entities can be remote XML documents or remote non-XML
documents. They can also be XML fragments located elsewhere in the same document as
the XML signature.

It is important to mention that WS-I Basic Security Profile for Web Services recommends using
detached signature and strongly discourages enveloping signature use, enveloped signature can be
used but it provides limited functionality for signing the document and managing security
components.
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Figure 1. XML Digital Signature structure

Creation of XML Signature includes the following steps:
1. Determine which resources are to be signed
2. Calculate the digest of each resource

Collect the Reference elements

Signing

Add key information

Enclose in a Signature element
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XML Signatures verification includes the following steps:
* Verify the signature of the <Si gnedl nf 0> element
* Recalculate the digest of the <Si gnedl nf 0> element (using the digest algorithm specified in
the <Si gnat ur eMet hod> element)



Use the public verification key to verify that the value of the <Si gnat ur eVal ue> element is
correct for the digest of the <Si gned| nf 0> element.

If this step passes

Recalculate the digests of the references contained within the <Si gnedl nf 0> element and
compare them to the digest values expressed in each <Ref er ence> element's corresponding
<Di gest Val ue> element. XML Signature standard defines a humber of transformations

required for XML Signature signing and validation:

Canonicalisation
Base64
XPath Filtering

Envelope Signature Transform

XSLT TransformationA canonicalisation is required to ensure the normalised presentation of

the XML document in cases when XML format and schema validation allows options, like in using
character encoding or attributes ordering. The canonical form of an XML document is physical
representation of the document produced by the canonicalisation method that implies the following
changes.

1) Encoding and characters

The document is encoded in UTF-8Line breaks normalized to #xA on input, before parsing
Whitespace outside of the document element and within start and end tags is normalized

All whitespace in character Cw retained (excluding characters removed during line
feed normalization)

2) Elements and references

Character and parsed entity references are replaced
CDATA sections are replaced with their character content
The XML declaration and document type declaration (DTD) are removed

Empty elements are converted to start-end tag pairs

3) Attributes

Attribute values are normalized, as if by a validating processorAttribute value delimiters are
set to quotation marks (double quotes)

Special characters in attribute values and character content are replaced by character
references

Superfluous namespace declarations are removed from each element
Default attributes are added to each element

Lexicographic order is imposed on the namespace declarations and attributes of each
elementXML canonicalisation is defined in terms of the XPath definition of a node-set. If an

XML document must be converted to a node-set, XPath REQUIRES that an XML processor be used
to create the nodes of its data model to fully represent the document. The XML processor performs
the following tasks in order:

normalize line feeds

normalize attribute values

replace CDATA sections with their character content
resolve character and parsed entity references


http://www.w3.org/TR/xml-c14n

The input octet stream MUST contain a well-formed XML document, but the input need not be
validated. The declarations in the document type declaration are used to help create the canonical
form. This is a positive feature of the XML Signature transformation that signing program doesn’t
need to validate a document.

2.2 XML Digital Signature examples

Examples below contain an Enveloped XML Digital Signature that signed the whole XML document
URI = “" and the Subject element URI = “#subject” preserving in this way the document integrity as
whole and the element that contains security token.

<AAARequest xm ns="urn:oasi s: nanes:tc:xacnl : 1. 0: cont ext"
xm ns: xacm ="ur n: oasi s: nanes:tc: xacm : 1. 0: policy"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi : schemalLocati on="xm ns
dat a/ schemas/ aaa- cnl - nsg- xacm - 01- nons- dsi g. xsd" >
<Subj ect |d="subject" Subject Cat egory="urn: oasi s: nanmes:tc: xacnl : 1. 0: subj ect -
cat egory: access-subj ect">
<Attribute Attributel d="urn: oasis: nanmes:tc: xacm : 1. 0: subj ect: subj ect-id"
Dat aType="htt p: // www. w3. or g/ 2001/ XM_Schema#stri ng"
| ssuer="adm n@aaa. col | aboratory.nl ">
<Attri but eVal ue>WHO740@users. col | aboratory. nl </ Attri but eVal ue>
</Attribute>
<Attribute Attributel d="urn: oasis: nanes:tc: xacnl: 1. 0: subj ect:token"
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schema#st ri ng" | d="subj ectt oken"
| ssuer="adm n@aaa. col | aboratory.nl ">
<Attri but eVal ue>2SeDFGVHYTY83ZXxEdsweOP8I ok) y GHxVf HonD0</ At t ri but eVal ue>
</Attribute>
<Attribute Attributeld="urn: oasis: nanmes:tc: xacm :1.0: subj ect:job-id"
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schera#stri ng"
| ssuer="adm n@aaa. col | aboratory. nl ">
<Attri but eVal ue>Jobl D- XPS1- 212</ Attri but eVal ue>
</Attribute>
<Attribute Attributel d="urn: oasis: nanmes:tc: xacm : 1. 0: subj ect:rol e"
Dat aType="htt p: // www. w3. or g/ 2001/ XM_Schema#stri ng"
| ssuer="adm n@aaa. col | aboratory.nl ">
<Attri but eVal ue>cust omer </ Attri but eVal ue>
</Attribute>
</ Subj ect >
<Resour ce>
<Attribute Attributel d="urn: oasis:nanmes:tc: xacnl:1.0:resource: resource-id"
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schera#stri ng"
| ssuer="adm n@aaa. col | aboratory. nl ">
<AttributeVal ue>http://xpsl.resources.collaboratory.nl/Phillips_XPSl</AttributeValu
e>
</Attribute>
</ Resour ce>
<Acti on>
<Attribute Attributeld="urn: oasis:names:tc: xacm :1.0: action:action-id"
Dat aType="htt p: // www. w3. or g/ 2001/ XM_Schema#stri ng"
| ssuer="adm n@aaa. col | aboratory.nl">
<Attri but eVal ue>Contr ol Experi ment </ Attri but eVal ue>
</Attribute>
<Attribute Attributeld="urn: oasis:names:tc: xacnl :1.0:action:action-id"
Dat aType="htt p: // www. w3. or g/ 2001/ XM_Schera#stri ng"
| ssuer="adm n@aaa. col | aboratory. nl ">
<Attri but evVal ue>Vi ewExperi nent </ Attri but eVal ue>
</Attribute>
</ Acti on>
<ds: Si gnature xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xml - c14n-
20010315"/ >
<ds: Si gnat ur eMet hod Al gorithn="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence URI="">
<ds: Tr ansf or ms>
<ds: Transform Al gori t hn="ht t p: // www. W3. or g/ 2000/ 09/ xml dsi g#envel oped-
signature"/>



<ds: Transform Al gorithne"http://ww. w3. or g/ TR/ 2001/ REC- xnl - c14n-
20010315#W t hComment s" / >
</ ds: Tr ansf or ms>
<ds: Di gest Met hod Al gorithm="http://wwmv w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>Hys8QQO t Lj UTasVkV7pS0SOUL6Q=</ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI ="#subj ect">
<ds: Tr ansf or ms>
<ds: Transform Al gori t hn="ht t p: // www. W3. or g/ 2000/ 09/ xml dsi g#envel oped-
signature"/>
<ds: Transform Al gorithne"http://ww. w3. or g/ TR/ 2001/ REC- xml - c14n-
20010315#W t hComment s" / >
</ ds: Tr ansf or ms>
<ds: Di gest Met hod Al gorithm="http://wwmv w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>2DLg3ZBWA2j 971My0hyZAv29Y3w=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>
deN8Cx 8pf eUTC3zi pgnGyWv/ o SYHKf CA2mUJ0@BHRevbt 0OeaAxoCh/ VP1r 2j st 8 M6 Unw Ny VW QG6
Pp2XVH5VQdv 2f 3+n7 X+1z18G Hr BQOhf sqpT96W+Vj hv2c AgSO09GEBNFSqO7gZMI/ i x+kj i qWp10
DUNRuUKF6f Nmx HxanMNo=
</ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>
M | CADCCAVK CBEGX/ FYWDQYJKoZI hvc NAQEEBQAWRz EL MAK GA1UEBhMCTk wx GTAXBgNVBAO TEENV
bGxhYmDy YXRv cnk ubmax HTAbBgNVBAMT FEFBQXV0aHJ 1 YWNol FNI Y3 Vy aXR5NMB4 XDTAOMIEx NTAw
NDYx NFoXDTA1MDI x Mz AMNDYx NFowRz EL MAk GA1UEBhMCTkwx GTAXBgNVBA0O TEENV bGxhYmBy YXRv
cnkubmax HTAbBgNVBAMTFEFBQXV0aHJ1 YWNol FNI Y3VyaXR56M G MAOGCSgGSI b3DQEBAQUAA4AGN
ADCBiI QKBgQDdDr BhVnr 1nD9eqi 7U7mayj | Rxf vj AKv33Epuaj vTKHpKUgLj bcBC3j NJ4F7a0G XQ
cVbuF/ aDx/ ydl UJXQkt vFxKOSnvV 7W/eSel OcLc1hYf USAg4mnudt f sB7r Aj +CzNnVdr 6RLFpS9YFE
| v5pt GaNGSbwHj U02HnAr EGL2K+0AW DAQABMAOGCSqGSI b3 DQEBBAUAAA GBADHKgk OMNPIDv O
bM/f 409 XTt h7yv803Zol 7+nql B9Tqf / bVNLM8vNo5f WRHbpnHI FFgTk31nr Jf 8kEZEof vwAeW\®s
1gQ Yf sloxvs MPKHxFj JDi ZI LkHRVi JI / sl z5a7pkLqgl XLRsPFRzi TksenRXB/ f TBKDzML4pz QZg
H cO
</ ds: X509Certificate>
</ ds: X509Dat a>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Modul us>
3QBWYVZq9Zw XqoulCbuMyEc X74wCr 99xKbnmn70yh6Sl| | C423AQx 4z SeBe2t Bol OHFW hf 2g8f 8
NnSFCVOJLbxcSt Epu+1l XknpdHC3NYWHLEgI QJr nbX7Aebw / gszZ1Xa+kSxaUvWBRIb+abRnj Rkm
8B4 1NNh5WKxBi 9i vt AME
</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ AAARequest >

Listing 1. Exanpl e Envel oped XM. Signhature signed with the RSA private key and
contai ni ng RSA public key.

Example below shows the <ds:Keylnfo> format for the DSA public key:

<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certifi cate>

M | CnTCCAl sCBEG3RI 8wOwYHKoZI zj gEAWUAMDQx Cz AJ BgNVBAYT Ak 5 MMBWDQYDVQQKEWZNYXRyY
aXgx FDASBgNVBAMICOFnZW0I1 FNt aXRoMB4XDTAOMTI xM Ez MTULOVoXDTA1MDMWKM Ez MTULOVow
NDEL MAk GA1 UEBhMCTk wx Dz ANBgNVBA0O TBk 1hdHJ pe DEUMBI GA1UEAX MLQWMI bnQgU21pd Ggwgg G4
M | BLAYHKoZI zj gEATCCAR8Cg YEA/ X9TgR11Ei | S30gcLuzk5/ YRt 11 870QAwx4/ gLZRIm FXUAI

Uf t ZPY1Y+r / F9bowdsubVWe Xg TUAHTRv 8nizgt 2uZUKVWkn5/ oBHsQ sJPu6bnX/ r f GH g7V+f GgKYV
DwT7g/ bTxR7DA] VUELoVWKTL2df QuK2HXKu/ yI gMZndFI Acc CFQCXYFCPFSM.zLKSuYKi 64QL8Fgc
9XKBgQD34aCF1ps93su8glw2uFe5eZSvu/ 0660L5VOW.PQeCZ1FZV4661Fl PSnEHElI GAt EK\W SPo
TCgWE7f PCTKMyKbhPBZ6i 1R8j Sj go64eK7OrdZFuo38L+i E1YvH7 YnoBJDvMpPGHQFGQ ai D3+Fa
578CGkot mXoB7VSVKAUW7/ s9JKgOBhQACg YEAKONKczg5f wvj / 97LLWSI VXwA50j opRWLVSRi ej o
hKoUVpd8QO60kI| kqUDW j MAA208Z6Z++UE7dy 1XOpG8vj solxq4dS Ny CDYt h045hk K+qoN1DRA2
S2Hagt 3Zf RAPL4AN9TDdJkZaCMDH+gZx8URG2V +7vy muvbMiv YvYYcwgwCOwYHKoZI zj gEAWUAAY 8A
MOWCFF54 S0t 1s9vE@BNi uS5R25n41 xNpwAhQ a4j / upl pdLVBdf pxLk5X5q0LQQ==



</ ds: X509Certificat e>
</ ds: X509Dat a>
<ds: KeyVal ue>
<ds: DSAKeyVal ue>
<ds: P>
/ X9TgR11Ei | S30qcLuzk5/ YRt 11 870QAwWx4/ gLZRIm FXUAI Uf t ZPY1Y+r / F9bowdsubVW XgTuA
HTRv8n¥Zgt 2uZUKVWkn5/ oBHsQ sJPubnX/ r f G& g7V+f GgKYVDWT7g/ bTxR7DA] VUE1oWK TL2df Qu
K2HXKu/ yI gMZndFI Acc=
</ ds: P>
<ds: @l 2BQ xUj C8yykr nCouuEC/ BYHPU=</ ds: Q>
<ds: &
9+GghdabPd7LvKt ¢Nr hXuXmr 7v60uqC+VdMCz 0HgmdRW/e Qut RZT+ZxBx CBgLRIFnEj 6 EwoFhC3
zwkyj M mATwMéot Uf | 004KQuHIi uzpnWRbgN C/ ohNWLx+2J6ASQ7z KTxvahRkl nog9/ hWiW BpKL
Zl 6Ael1U ZAFMO 7PSSo=
</ds: &
<ds: Y>
k9nKczg5f wvj / 97LLWEI VXw450j opRwlvsRi ej ohKoUMpd8QO60k!| kqUDW j MAA208Z6Z++UE7d
y1XOp@&Bvj solxq4dG Ny CDYt h045hk K+qoN1DRA2S2Hagt 3Zf RAPL4n9TDdJk ZaCVD H+gZx 8 URG2
v+7vynmuvbMlvYvYYcwg=
</ds: Y>
</ ds: DSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>

Listing 2. Fragnent <ds:Keylnfo> element with the DSA public key.

2.3 XML Signature Implementation suggestions for WSA/OCE:

For the purpose of WSA/OCE security assertions/tickets exchange and managing security context in
the document-centric security model, the enveloped XML Signature provides necessary functionality:

Enveloped signature is always placed under the root of document, however multiple Signatures
are allowed in one document.

* Enveloped Signature can sign document in total and multiple elements defined by multiple
Reference elements

* To protect XML document integrity, it is recommended to sign the whole document with URI =
and other critical security components such as security tokens, subject attributes and conditions
that can identified by element’s ID/Id, xpointer or XPath expressions.

¢ Such voluminous component of the XML Signature element as Keylnfo can be reduced to
KeyName if exchanging systems use pre-installed shared keys or public key certificates.

* The input document (in the form of octet stream or XML object) MUST be well-formed XML
document, but the input needs not to be validated.

¢ XMLSig can be easily combined with the XML document validation what is highly rfecommended from
the security point of view, if we are using the Enveloped XMLSig or providing a single container for the
<ds:Signature> elements in the Detached XMLSig. The XMLSig elements or elements can ignored
during the validation process, or added to the XML document schema.

* When considering use of one of available open source packages, it is important to take into
account the following:

(1) IBM’s xss4j was popular at the early stage of XML Security dissemination but now it is
announced not to be developed further;



(2) Apache XML Security suite is widely used, including Sun’s XML Web Services Development
Pack and Globus Toolkits 3.x

(3) Java XML Digital Signature APl (JSR 105) potentially may become the most preferable
package for processing XML Digital Signature as it implements Java community standard, it
provides rich functionality and strict standards implementation, but its use currently limited by
limited number of usage examples; another limitation is that it is not combined with the XML
Encryption API that is being developed in the frame of JSR 106: XML Digital Encryption APIs
but is not supported by any implementation.

3 XML Encryption

3.1 XML Encryption format and processing

XML Encryption datamodel:

<EncryptedData |d? Type? M neType? Encodi ng?>
<Encrypti onMet hod/ >?
<ds: Keyl nf 0>
<Encrypt edKey>? # extension to XM.Sig Keylnfo
<Agr eenment Met hod>?
<ds: KeyName>?
<ds: Retri eval Met hod>?
<ds: *>? #
</ ds: Keyl nf 0>?
<Ci pher Dat a> # envel opes or references the raw encrypted data
<Ci pher Val ue>?
<Ci pher Ref erence URI ?>? # points to the location of the raw encrypted data
</ Ci pher Dat a>
<Encrypti onProperti es>? # e.g., timestanp

</ Encrypt edDat a> Ci pher Dat a element contains the encrypted octet sequence as base64
encoded text of the CipherValue element, or provides a reference to an external location containing
the encrypted octet sequence via the CipherReference element.
<el ement nanme=' C pherData' type='xenc: C pher Dat aType'/ >
<conpl exType nane=' G pher Dat aType' >
<choi ce>
<el enent name=' Ci pher Val ue' type='base64Bi nary'/>

<el enent ref="'xenc: G pher Ref erence' />
</ choi ce>

</ conpl exType> Figure 2 illustrates EncryptedData element structure. XML Encryption reuses
ds:KeyInfo and ds:Transform elements from the XML Signature definition.



EncryptedData [
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Figure 2. XML Encryption EncryptedData element structure

When encrypting data, for each Encr ypt edDat a and Encr ypt edKey the encryptor must:

1.
2.
3.

Select the algorithm (and parameters)
Obtain and (optionally) represent the key
Encrypt the data

- If the data is an "element” or element “content”, obtain the octets by serialising the data in
UTF-8; any other data must be serialised as octets

* Encrypt the octets using the algorithm and key from steps 1 and 2

< Provide type of presentation to indicate how to obtain and interpret the plaintext octets after
decryption (e.g., MimeType="text/xml” or MimeType="image/png”)

Build the EncryptedType (Encr ypt edDat a or Encr ypt edKey)
Process EncryptedData

« If the Type of the encrypted data is "element” or element “content”, then encryptor SHOULD
be able to replace the unencrypted “element” or “content” with the EncryptedData element.

< If the Type of the encrypted data is "element” or element “content”, then encryptor MUST
always be able to return the EncryptedData to the application.

Decryption processing rules include the following steps:

1.

Locate encrypted data container xenc:EncryptedData that must have an attribute “type” that
indicate may replace the element or

Process the element to determine the algorithm, parameters and ds:Keylnfo element to be used.

If some information is omitted, the application MUST supply it.

Locate the data encryption key according to the ds:Keylnfo element, which may contain one or
more children elements.

Decrypt the data contained in the CipherData element — depending on existence of CipherValue
or CipherReference child elements



5. Process decrypted data of Type 'element' or element ‘content

e Thecl eart ext octet sequence (from step 3) is interpreted as UTF-8 encoded character
data

e The decryptor MUST be able to return the value of Type and the UTF-8 encoded XML
character data. Validation on the serialized XML is NOT REQUIRED.

e The decryptor SHOULD support the ability to replace the EncryptedData element with the
decrypted 'element’ or element ‘content’ represented by the UTF-8 encoded characters

6. Process decrypted data if Type is unspecified or is not 'element’ or element '‘content'.

XML Encryption implementation in Apache XML Security package require some additional JCE
providers that are not normally shipped with the standard JSDK1.4. In this case, we need to use third
party JCE (which is recommended from BouncyCastle at http://www.bouncycastle.org/download/jce-
jdk13-114.jar). More about Java Cryptographic Architecture see Appendix E.

The XML Encryption specification lists a number of required and optional cryptographic algorithms

including:

* Block encryption — TripleDES, AES;

e Stream encryption;

¢ Key transport using public key encryption algorithms — RSA version 1.5, RSA-OAEP (Optimal
Asymmetric Encryption Padding with RSA);

* Key agreement used for derivation of a shared secret key based on a shared secretcomputed
from certain types of compatible public keys from both the sender and the recipient — Diffie-
Helman key value, Diffie-Helman key agreement,

e Symmetric key wrap — Triple DES, AES;

* Message digest used in key agreement method as a part of key derivation, with PSA-OAEP and
with HMAC message authentication code — SHA1, SHA256, SHA512, RIPEMD-160;

* Message authentication uses XML Signature method.

The Base64 encoding algorithm is used for binary encrypted data presentation. Every cipher must be
Base64 encoded before it can be inserted into an XML document to be safely transferred over text
based protocols.

3.2 XML Encryption examples

Examples below demonstrate encryption of the whole document (listing ) content or one of element
determined by its tag name, in our example the Subject element of the generated test AAA:Request
message. an Enveloped XML Digital Signature that signed the whole XML document URI = *" and the
Subject element URI = “#subject” preserving in this way the document integrity as whole and the
element that contains security token.

<l-- Comment before -->
<AAA: AAARequest | d="CNLhashl D#" cnl:attr1="CNL2t est#" version="2.0" xm ns=""
xm ns: AAA="htt p: / / ww. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://ww. telin.nl/ns/#cnl">
<xenc: Encrypt edDat a Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Cont ent "
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithn="http://ww. w3. or g/ 2001/ 04/ xm enc#aes128-cbc"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"/ >
<ds: Keyl nfo xm ns: ds="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#" >
<xenc: Encrypt edKey xm ns: xenc="http://ww. w3. org/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#kw-
tripl edes" xm ns:xenc="http://ww. w3. org/ 2001/ 04/ xm enc#"/ >
<xenc: Ci pherData xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >



<xenc: Ci pher Val ue
xm ns: xenc="http://wwmv. wW3. or g/ 2001/ 04/ xm enc#" >98| mEOGqpYZR5Kae Ant phRPCI j i GAMGHWHU9
nok@/ s=</ xenc: C pher Val ue>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf 0>
<xenc: C pherData xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: G pher Val ue

xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >z5WA7EdgPVXSe6elL| SUSI TI CNPy p8f uBf 3V+
| BXPTUM j y2BeVEz8qp9v QSuGKRYF5Jz Ny CnNr a9
Mk140r 9ZHr x Ui WPJ n2f WaZgnb QuHPpKN+J OHat xni7x S021ghwiUl uAgr OX7py R7 QPhyf ASGEIwLs
hLxot 6Yuar QODk/ b2di N+a+HmgJ C+FRuMb Y68UZpNLL+1VwO Xy/ vLTAOWS! ci M t X ARWQF HXwD
v4h7371B2Pci FDz QzqAE+C/ DAt | i ONyq4sk7NgOwf Y447v/ OFmmr VWUZUWAz c OSf kM 74pl Bu2B
X6Hx0l FX6] ZcebXM ZvgHOKbC10Q QP2CT6VE8TgJ3qoMak11W zx1Bot nyPl nl 2c5sR30XCOK565
Gb+gB31Aj OFWPCUx MbcDas9f 3Ceqcq9i ckr 5b3zwyPHr hzGonUi t BaGHl wChLNJcLi j npbVeDVBZ
200XXc 26 TMk DWMNHHL 1N+/ A64hec SOWbaEBhUozp5G4Es0CaT4l | x YPt ar N2pnAZgSTZx2Fxc+/
/ H62Wak| cOvURT2gr 8LbHi f MKX9Dy Yp77auR1ZoVCTWNaQRCGh9cj sR3ZVWDe6+hDef i Ygnt TzqFl
WDsybVbi KaWYH/ j 5z3HABdbr nALi cr UuD19nqDyr N3t 94/ WonQBRARZBRg05Jr gMMCj sRaaYHMIS
6Juvr uzMNmaKgpNuw/ Hp60I avJ/ ROl MFepLNkygFwSna91s NpHCUqQoKTPoMLFO=</ xenc: Ci pher Val ue>

</ xenc: Ci pher Dat a>

</ xenc: Encr ypt edDat a>

</ AAA: AAARequest >
<l-- Coment after -->

Listing 3. Exanple XML Encryption of the content of the sinplified AAA: Request
message (using shared 3DES secret key for encryption of the data encryption key).

<!-- Comment before -->
<AAA: AAARequest | d="CNLhashl D#" cnl:attr1="CNL2t est#" version="2.0" xm ns=""
xm ns: AAA="ht t p: / / ww. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://ww. telin.nl/ns/#cnl">
<AAA: Subj ect |d="subject" xm ns: AAA="htt p://ww. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://ww.telin.nl/ns/#cnl">Subject elenent will contain the SubjectlD,
Aut hN t oken and Subject attributes
</ AAA: Subj ect >
<AAA: Resource xm ns: AAA="htt p: // www. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://ww.telin.nl/ns/#cnl">Resource el ement defines the target
resource
</ AAA: Resour ce>
<AAA: Acti on xm ns: AAA="ht t p: // ww. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://www. telin.nl/ns/#cnl">Action element will contain the requested
action
</ AAA: Act i on>
</ AAA: AAARequest >
<l-- Coment after -->

Listing 4. Decrypted nessage that is equal to the original one.

<!-- Comment before -->
<AAA: AAARequest | d="CNLhashl D#" cnl:attr1="CNL2t est#" version="2.0" xm ns=""
xm ns: AAA="ht t p: / / ww. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://ww. telin.nl/ns/#cnl">
<AAA: Subj ect |d="subject" xm ns="" xml ns: AAA="htt p://ww. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://ww. telin.nl/ns/#cnl">
<xenc: Encrypt edDat a Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Cont ent "
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithnm="http://ww.w3. org/ 2001/ 04/ xm enc#aes128-
cbc" xm ns: xenc="http://ww. w3. org/ 2001/ 04/ xm enc#"/ >
<ds: Keyl nfo xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<xenc: Encrypt edKey xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithnm="http://ww. w3. org/ 2001/ 04/ xm enc#kw
tripledes" xm ns:xenc="http://ww.w3. org/ 2001/ 04/ xm enc#"/ >
<xenc: Ci pherDat a xm ns: xenc="htt p: //ww. W3. or g/ 2001/ 04/ xm enc#" >
<xenc: Ci pher Val ue
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >qi j 92JgKZp9Ri IxYNLQIANOvhj LISMGVLD/ d
oQ mCsk=</ xenc: G pher Val ue>
</ xenc: G pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf 0>
<xenc: G pherData xml ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
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<xenc: Ci pher Val ue
xm ns: xenc="http://wwmv. wW3. or g/ 2001/ 04/ xm enc#" >SVNt Sy7q1PgxdJH b4zphcL4hxSJI s3Al n/ H
nMZ1x8XvWL4r CZPnl s| WLbg+f LwgQ661 3kN2St HPF
CuMMQLuOi 40JkKKTZYodFpuqQ UnXZ2hzCaz C5j 80OM ATE6GN9Ur x</ xenc: Ci pher Val ue>
</ xenc: G pher Dat a>
</ xenc: Encr ypt edDat a>
</ AAA: Subj ect >
<AAA: Resource xm ns="" xm ns: AAA="htt p: // ww. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://ww. telin.nl/ns/#cnl">Resource el ement defines the target
resource
</ AAA: Resour ce>
<AAA: Action xm ns="" xm ns: AAA="ht t p: / / wwv. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://www telin.nl/ns/#cnl">Action elenent will contain the requested
action
</ AAA: Acti on>
</ AAA: AAARequest >
<!-- Comment after -->

Listing 5. Exanple sinplified AAA Request nessage with the encrypted Subject
el ement (the same encryption scenario).

<AAARequest xm ns="urn:oasi s: nanes:tc:xacmnl : 1. 0: cont ext "
xm ns: xacm ="ur n: oasi s: nanes:tc: xacm : 1. 0: policy"”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi : schemalLocati on="xm ns
dat a/ schemas/ aaa- cnl - nsg- xacm - 01- nons- dsi g. xsd" >
<xenc: Encrypt edDat a Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Cont ent "
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithne"http://ww. w3. or g/ 2001/ 04/ xm enc#aes128-chc"
xm ns: xenc="http://wwm. wW3. or g/ 2001/ 04/ xm enc#"/ >
<ds: Keyl nfo xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<xenc: Encrypt edKey xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithne"http://ww. w3. org/ 2001/ 04/ xm enc#kw-
tripl edes" xm ns:xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"/ >
<xenc: Ci pherData xml ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Ci pher Val ue
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >NxaCzuEaLi zCB8nl oGNBOVCKSt 34W a/ CbP4
MbJEuLA=</ xenc: C pher Val ue>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf 0>
<xenc: C pherDat a xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: G pher Val ue
xm ns: xenc="http://wwmv. wW3. or g/ 2001/ 04/ xm enc#" >FDH hy8HAYnG pl 5zkl | zvQYCU3gh@+T1Jz
Xsowgl uNvMSCNSf Xul ARJGr OPuRu8eBn3vpFSUi
m 4R5/ nJRkV3DSuhvur cTow 14vcRt YkXQAM7XKbpZLat NS5r ECM_11 kqgM2M XCl 9s75g3vI GF3
| x4r GnSKHWPACKFg3y TYghQ7i t | aTbvawOLwT/ gKqVVB94t ml2dgR4shi 83z3xGTVW ygwlxnDIm
YdJ6mul E690KgYPwmtg3ExsA3r e RDhbhKRLMAZI mKybaNpWWePvI cv2ne YbvP8nghkgRRL21Gvs
7V26HzMHCnvNnJj LYLNAzeGF+l +a7S3y6XXFNvSJhl gel mC3DChdRpMeYgZr 2BSAhQvkSB85+gsce
| pXX5ZnFdUSXPGUI Xr eZ1pXYJi d Cl Tzl TOzTf +z5/ eCxcCv23An6MEaGk G7 FZJ NBo RhSKPv ZbNe
Wb YnaHei kx8BTqr UpcoVE8Whui avhxi 6cdt wt XvsFy3gnKqg/ gUZEgw261i | QuBmobLQr Mt 7Gr7 Ut
Huf uxubV5uSxKv389RUROdul D9p6EW 3MUYI ndl gj VSWHZ/ 08 My Yr nEvUOQIZ7ZAt vYMXc/ BRe79
IVWoWGBqAhg2QS1lodL/ a080eK/ YEEW PnBFoRBHM 7et t x22gLed eNWIRI Kj t i nMAI A5d/ C+GN
| CZVnggj | hhFl J6Lr VPBEV +XP+Q95/ x FQASLcPZdIl / SXgk6OHr u4zuUCVEXYz68F41 KEVE201 M4V
WE3y | OY4ZTwsbVTxad458N7hi QuKht snNSeN6OVsr 094dt 5Qn2RFvAgUXUXAueSbFYI 9r TCquYCO
gG& L8ogmnd QBPd5yBvbp9z4+Xj ZgRxeuheK72K8FI Ysma9c At Psqsz Xt G4t ACaNr 2j O4r SNUWLpA
f ked01gj cEyscTTHAUVAPf unSLqJGRN1l GIL99LM T2MhNI UhnRI AeEwrdy K+PhZhsg71nmd UNB8
SO+Ry ONR+Xex +Xyr OGNUuJ VCs Pl WR98I Kx 78s CPnkgv O7Lwu/ LPPj V+7xvej On6Er HCt Zy7Ul M 4
khvbHz X50/ 5/ whTWAUA9PTcWBKA7Hf dzkwbCJIBj w56Bi LzR29RIM | FENKC4AGn/ pdSkFI Das/ J1m
OLTEKS/ r nWWM_qj zI cPALGBVi x21 A9sRghT+6culLf 25gMFLZQR2i Zr SM cHW5e86+K/ | 50 Amw 8HHG
E8vi Tt Ok XPr 6dYl usGZLJ635El x XQYr WBg8nz ol cPNExJj A2z AHvai set HXY32r AX9FV5Ht 4K4r
nzE/ | NGFb408H+F/ sk0YJEQWMHEQK VbPOW qbf Jz6Czdk35] 5MisonChVWRZTE7Ec31 WgNUj j rg
Pt Oprmgr PTNOMAVa9j U+y MrZAi h6 YAvKgzhOrt f Xk7B567Tst g001n+v5eglnJLCexOHNYnRI ari
PNi 4nmyeZk+mUV+UFYyYFI YcuOAx/ Duf J15df vyWRGpY GUj RQIXGLUI 2ki Hz0sT3uUJm THS2DdNa3
I a/ VM zesuLQORgj HPi 00d8R6/ cr USbcJyzWoPy+19t QQCVF i | cHOuk E+Widuj OmAD6 3y Ar ux+wgd
7jj 1r | P8hr eL7xxPdoDd8ugq3f 4t Mz pwf 1i 3r GORBESChv+wGshr wbUhU/ XbE2R5Dhr zuh1dc GQ
2BsRhheAT+8ReBLLbKsZxAt p/ En8eD3j a4@2Y1H6r KW148ZE9nbalL5Lbr epeHP6i h9i onmz0r y AU
5RkyFObRIznt 0+dmhdsZSHLG71RCvZqL4Ty284f ZXI G KwDddPYsr az U BgMkx6vEs63+9di vau
O«WIY+Ui ZEUsVf OEUzz 7TbNsu++y+eP5BDPhC/ sal j 2cy6PQoApcaCOM7ulUor SGN QBKNLR/ | t Lzf
NBCbQoNdf ni cf 94s6t At qOEP+ar RY6P6e/ QF/ koXepYLz YhUBXAU+I 0z T3VXnOXUNc5Hz QG V2v4
4Lbwj cvzg/ YD+91 dxDWNs| E4k Sh68F27 Az Pdx U2J4P3PQO03CD0awm aL0j 2nX2H2J/ G+61 AcWrD
LXj SVI KcaXJmmXVuUA3I JVgz39aDt X6 X0TnZby| KVnpxdMudVVK VI j di hSBmrDWADIK YSI HII f Psx
70379l FYGObRbT5HQoCK4dsBr yod/ 2kj z9VevKww z9YS6wj eDa8oJdG ek TZITf i egpOCgWWLJ



ReFMAL6eqCXRXE5Jj +dEa9H pXhKMAOIDI RnaHKvr i 83Xy ONS2bR5NAHDCTH 1 dgpwnXbv GYYnv Db
ERXk+WTDXQJAZr 79f a5Pj SHi AX93R3gCILgQb0SF+PQYhDRf Okpy6f bzL4NI +Ft Qaxr b6N124dl E
oxEl e+0Swnb5r DnSPgPZYZX6v6VFvXEJHGM d2J1oded4HxahJhC9l g8z XJv+3x1UTsASz3phYNe
NsJCQFTI Wos G\BEbu3ncwf 5t t TpzNeG YuX6UTmACY XwbsPAQ t 6t f gbBkBVhCBj | 6Zf 2WF3j nCZ
1PEvp/ bi 9ZAbHel Di N3SVI Wyx+59myYYBpOVI cnr gde6JpNODVZs| 9NFec28ai gYbKn81uW5BopO
KKuewd' sBTN2I qvzZ1FCGc+0+0ZnSCGR51 Bet ADBg7kkuEi 6sgudzAi sf Vd87BI 8i rr Tp5QzHWdO
| FCxP46eazl 34S111 hqvo/ S2pBsb9f nsl 3af j U z+6dBbk OSDXFk P8nTdnBI Xs+I1 VbpNDnlo3eKz
89JLJ7dbEl AvUeNOgA4YhFOko3j NECpaw0Vt Tp4j SkGSWCnivb 71 wOFPPk Fr | PnRRt uf 3t CA/ k2Jc
r TZ9t Lwegj oCt JQ HEf +i +2Q0XKnp4el4ed/ Wn) SF4kKenf 2vFgl 3R4b/ 6pf TzZW2FG70YI 8ci 5j J
5vZB5MB4I 3j PdcLTBUs806DmibbZ87z/ kQVKulvkb2B7Kx1S7F3kwCgl | / aXy g4MAEOt F+B+ux0S
6EqUI t aK7Bn7B8VW 6j yt y 1Xw6XQr | a08QQU3gXguwRRbkWOWBLVseZaP1ghNf Cr T/ CBhuD9vFUz
edi VRAAOM YROv3VMB5SUTcXCEDZ6UGLt | X7LxJLQZLszo3EMPHIGQ==</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edDat a>
</ AAARequest >

Listing 6. Exanple real XACM. AAA Request nessage with the encrypted Subject
el ement (the same encryption scenario).

<l-- Comment before -->
<AAA: AAARequest | d="CNLhashl D#" cnl:attr1="CNL2test#" version="2.0" xm ns=""
xm ns: AAA="htt p: / / ww. aaaut hr each. or g/ ns/ #AAA"
xm ns:cnl ="http://ww. telin.nl/ns/#cnl">
<xenc: Encrypt edDat a Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Cont ent "
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithn="http://ww. w3. or g/ 2001/ 04/ xm enc#aes128-chc"
xm ns: xenc="http://wwmv. W3. or g/ 2001/ 04/ xm enc#"/ >
<ds: Keyl nfo xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<xenc: Encrypt edKey xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithn="http://ww.w3. org/ 2001/ 04/ xm enc#rsa-1_5"
xm ns: xenc="http://wwmv. W3. or g/ 2001/ 04/ xm enc#"/ >
<xenc: Ci pherData xml ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Ci pher Val ue
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >0Zj 2mJBr B2gzHgXr 77Tl Ej z1yvl pj aczXkwU
car Vehi 7E5woun0k51 D8TTF/ JBYMaJnL4UVHs 4Sd
6/ VPLWGW RPX3NAHWN XuTi WMXVNYg Tz TDWA DBk SG6xW TTSI t 2sgr M.i TWCoOvI QSELUP/ 9cUYr
WYSWbuk X6j 4GBpgADyg=</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf 0>
<xenc: C pherDat a xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: G pher Val ue
xm ns: xenc="http://wwmv. W3. or g/ 2001/ 04/ xm enc#" >4t Si / /| dgNFKI i zTB+CBFr quV+FJBUNnCs/ xEj
szVkvdlqeEq43l 1j KI3P6nmeMlgkwex 8 AEby XCwEz
i 4YeenRs 7A7xwWs5WwDKugf Wural 38eUMaD2A3m+Jj p6oVbGrhbp7Jk2BJeEcQJi OU6/ gBTW U8
P9XsDW t 9215t 4cchj Hcknj 7ThQqpCPcBI OCYa/ j Sf DevHImM ZZxWeod MDxDvPk3l nQacf Fo59YQ
63DKi U9v YMV9/ zHWFSU2LJ4J0I NM bqv2PLVGer gp/ daRCcHNt 38EQ Pt E6bYp/ j 7PRMy1 J7BA+/
ToHKgxWe7QW8t J3GCLMPI n+5wgr 9KIRNAMW f bUkgl S+f 3PTcZAOuRazZydJl uSEu8NFkuzThgi eQ
0@ 7Jn+ThsevzXl KENaZsnmKOT+UORIGBr z1NKgdml050i 32D9f 12JUkC2DbW j 3RKSm+dZ5t aY2c
d4cnQalo4+m+-PUNhk3Ff | EdqbZ2ApCokj Px/ 2n7b7Y1bhl j / NXpdZdpGs| i XLIWK]j KK8t Bxxf TXI
H i 91G ZHqVol koJwxGl i RO1sWy/ FI gEE5r +s SNOpl wihr RQFee COMNOy TsVZf hzVI JL9XCx 3pP
sOpRUXehu13CSEet 7YM kz8nPMYADH2ngt gi n5URI j j 4Da/ ONpWIg30LXt Rl ¢ YJ818MWYyuf hGdOM
91 UQY6AMX/ LKZW 7sb8TJ9SdAPNnFUbs p4XbsD7UCeaxdhOGZVuPNvww7 A/ 2Uwc=</ xenc: C pher Val ue>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edDat a>
</ AAA: AAARequest >
<!-- Comment after -->

Listing 7. Exanple XM. Encryption of the content of the sinplified AAA Request
message (using shared RSA public key for encryption of the data encryption key).

3.3 XML Encryption implementation suggestions for WSA/OCE:

XML Encryption can be used to encrypt sensitive parts of CNL Job description that provides bot BA
and TA for CNL/OCE secure environment. It can also provide a method to exchange shared secrets
like in case of establishing trusted relations between participating in CNL parties or VO members.
Actually, XML Encryption is a part of WS-SecureConversation mechanisms.
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e XML Encryption uses a security paradigm slightly different from XML Signature. XML Signature
uses public key or symmetric crypto algorithm for signing quite straightforward. Major
suggested/recommended XML Encryption procedure uses symmetric data encryption key (dek),
often generated instantly, for encrypting data and next supplies this (instantly generated) data
encryption key in the encrypted form using another symmetric key (kek) or public key of the
recipient. The reason for this is that the symmetric key and data encrypted with the symmetric key
have smaller size.

¢ Recommended in XML Encryption specification and by WS- are the following algorithms: AES as
a data encryption algorithm and key; TripleDES key wrap or RSA version 1.5 key transport for dek
encryption.

* To encrypt XML document or element with Apache XML Security package for Java, it is required
to provide the context document and an element to be encrypted. It important that the DOM
methods used to get the element is namespace aware as both XML Encryption and XML
Sighature are namespace aware. This in particular related to the methods
getElementsByTagNameNS(URI-NS, ElementName) which is namespace aware and
getElementByld(IdString) which is hot namespace aware. However, the element can be identified
by Id by applying ds:Reference URI transformation.

* When considering adding XML Encryption to an application, the XML document validation issues
should be considered. Due to the fact that XMLENc replaces the element or element’s content, the
validation against original document schema may fail. To avoid this situation, the validating parser
should be XML Encryption aware , what in its own turn should carefully analysed from the security
point of view, or the option of the encryption element of content should added to the XML
document schema, as it is done in the SAML 2.0.

* Recommendation regarding existing XML Encryption Java packages are almost the same as for
XML Digital Signature (see section 2.3 above), except that actually choice can be limited to IBM’s
xss4j either Apache XML Security suite, where we can recommend Apache’s one.

4 Java Cryptographic Architecture (JCA)

The Java Cryptographic Architecture (JCA) provides all necessary basic cryptographic services
required for PKI components management and XML security.

Java offers complete support for cryptography. For this purpose, there are several packages inside
J2SE, covering all the main features of security architecture such as access controls, signatures,
certificates, key pairs, key stores, and message digests.

The primary principle of JCA design is to separate cryptographic concepts from algorithmic
implementations, so that different vendors can offer interoperable tools within the JCA framework.

Implementation independence is achieved using a "provider"-based architecture. The term
Cryptographic Service Provider (used interchangeably with "provider” in this document) refers to a
package or set of packages that implement one or more cryptographic services, such as digital



signature algorithms, message digest algorithms, and key conversion services. JCA defines a series
of Engine classes, where each Engine provides a cryptographic function.

JCA Engine classes

An engine class defines a cryptographic service in an abstract fashion (without a concrete
implementation). Engine classes may have different implementation, but at the Engine API level they
are all the same.

The following engine classes are defined in Java 2 SDK:

* MessageDigest: used to calculate the message digest (hash) of specified data.

* Signature: used to sign data and verify digital signatures.

* KeyPairGenerator: used to generate a pair of public and private keys suitable for a specified
algorithm.

e KeyFactory: used to convert opaque cryptographic keys of type Key into key specifications
(transparent representations of the underlying key material), and vice versa.
Note.

* CertificateFactory: used to create public key certificates and Certificate Revocation Lists (CRLS).

e KeyStore: used to create and manage a keystore.A keystore is a database of keys. Private keys
in a keystore have a certificate chain associated with them, which authenticates the corresponding
public key. A keystore also contains certificates from trusted entities.

* AlgorithmParameters: used to manage the parameters for a particular algorithm, including
parameter encoding and decoding.

* AlgorithmParameterGenerator: used to generate a set of parameters suitable for a specified
algorithm.

e SecureRandom: used to generate random or pseudo-random numbers.

e CertPathBuilder: used to build certificate chains (also known as certification paths).

* CertPathValidator: used to validate certificate chains.

e CertStore: used to retrieve Certificates and CRLs from a repository.

Java Cryptographic Extensions (JCE)

All independent (third party) vendor implementations of cryptographic algorithms are called Java
Cryptographic Extensions (JCE). Sun Microsystems has also provided an implementation of JCE.
Whenever we use JCE, we need to configure it with JCA. For this, we need to do the following:

1. Add the address of the jar file to configure the provider (all JCE implementations are called
providers) in the CLASSPATH environment variables.

2. Configure the provider in the list of your approved providers by editing t he j ava. security file.
This file is located in JavaHomel/jre/lib/security folder. The following is the syntax to specify the
priority: security. provi der. <n>=<mast er Cl assName>. Here, n is the priority number (1, 2, 3, etc.).
MasterClassName is the name of master class to which the engine classes will call for a specific
algorithm implementation. The provider's documentation will specify its master class name. For
example, consider the following entries in a java.security file:

security.provider.1=sun.security.provider.Sun

security.provider.2=com.sun.rsajca.Provider
security.provider.3=com.sun.net.ssl.internal.ssl.Provider
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These entries mean that the engine class will search for any algorithm implementation in the above
mentioned order. It will execute the implementation found first. After these simple steps, we are all
set to use JCA/JCE in our XML Encryption application.

Key management

A database called a "keystore" can be used to manage a repository of keys and certificates. A
certificate is a digitally signed statement from one entity, saying that the public key of some other
entity has a particular value. A keystore is available to applications that need it for authentication or
signing purposes.

Applications can access a keystore via an implementation of the KeyStore class, which is in the
java.security package. A default KeyStore implementation is provided by Sun Microsystems. It
implements the keystore as a file, using a proprietary keystore type (format) named "JKS".

Applications can choose different types of keystore implementations from different providers, using
the getinstance factory method supplied in the KeyStore class.

Currently, there are two command-line tools that make use of KeyStore: keytool and jarsigner, and
also a GUI-based tool named policytool. Below are examples how to generate and save RSA key
pair in keystore (changing —keyalg parameter to DSA will generate DSA keys):

1) generate RSA key pair with alias “cnl01”
keytool -genkey -alias cnl 01l -keyalg RSA -dname " CN=AAAut hreach Security,

O=Col | aboratory. nl, C=NL" -keypass xm security -keystore xm sec/keystorelxm sec.jks
-storepass xm security -storetype ¥%BTORETYPE%

2) two step procedure of extracting interesting key from the existing keystorel*, generating X.509
certificate and storing it in a new keystore2*

echo Copying certificate of RSA public key...

keytool -export -alias cnl01l -file xm sec/cnl01.cer -keystore

xm sec/ keyst orelxm sec.j ks -storepass xm security -storetype YSTORETYPE%

keytool -inmport -nopronpt -alias cnl01 -file xm sec/cnl 0l. cer -keystore

xm sec/ keyst ore2xml sec. j ks -storepass xm security -storetype ¥%BTORETYPE%

All these functions are also available programmatically via KeyStore class that supplies well-defined
interfaces to access and modify the information in a keystore.
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