Dictionary of the Computer Security and Incident Response
terms

Tosikoenlii crioeapb MepPMUHO8 Mo KOMNbomepHol 6esonacHocmu u
pea2upoeaHuIo Ha KOMNbOMepHbIe UHYUdeHmMbI 6e3onacHocmu

Compiled by Y uri Demchenko <demch@science.uva.nl>
AIRG, University of Amsterdam

$ access control — koHmposiL docmyna

Protection of system resources against unauthorized access; a process by which use of system
resources is regulated according to a security policy and is permitted by only authorized entities
(users, programs, processes, or other systems) according to that policy.

$ access control list (ACL) — cnucok koHmpons docmyna

A mechanism that implements access control for a system resource by enumerating the identities of
the system entities that are permitted to access the resource.

$ advisory (see security advisory) — pekomeHOayuu (pekomeHdAayuu rno
6e3zonacHocmu)

Security advisories provide timely information about current security issues, vulnerabilities, and exploits. The
term is branded from CERT/CC advisory service.

$ alert — mpeesoza, onoseujeHue

A message from an analyzer to a network (security) manager that an event of interest has been
detected. An alert typically contains information about the unusual activity that was detected, as
well as the specifics of the occurrence.

Alert can aso be used as a synonym to the security advisory as a document providing timely
information about current security issues, vulnerabilities, and exploits.

$ analyzer - ananuszamop

The Intrusion Detection System (IDS) component or process that anal yzes the data collected by the
sensor for signs of unauthorized or undesired activity or for events that might be of interest to the
security administrator. In many existing IDS's, the sensor and the analyzer are parts of the same
component.

$ attack - amaka

An assault on system security that derives from an intelligent threat, i.e., an intelligent act that isa
deliberate attempt (especially in the sense of a method or technique) to evade security services and
violate the security policy of asystem. Attack may consist of one or more steps taken by attacker to



achieve an unauthorised result. Successful attack may lead to intrusion and further escalated as an
incident.

Activevs. passive: An "active attack” attempts to alter system resources or affect their operation. A
"passive attack” attempts to learn or make use of information from the system but does not affect
system resources. (E.g., see: wiretapping.)

Insider vs. outsider: An "inside attack™ is an attack initiated by an entity inside the security
perimeter (an "insider"), i.e., an entity that is authorized to access system resources but usesthem in
away not approved by those who granted the authorization. An "outside attack” isinitiated from
outside the perimeter, by an unauthorized or illegitimate user of the system (an "outsider”). In the
Internet, potential outside attackers range from amateur pranksters to organized criminals,
international terrorists, and hostile governments.

$ attacker - amakyrowut

An attacker may be an insider, an outsider, or an entity acting via an attack mediator. For the
purpose of Incident response/handling, an attacker is described by the computer/network ID, from
which the attack was launched. The organization name and/or physical location of the
computer/network may be used as additional information.

$ authority — yeHmp, ydocmoeepsirowjuli ueHmp

An entity, responsible for the issuance/provision of authoritative information in respect to Incident
or other entity (e.g., organisation, personal, system).

Note. In PK1, aterm “authority” for defining an entity responsible for the issuance of certificates.

$ availability - docmynHocmb

The property of a system or a system resource being accessible and usable upon demand by an
authorized system entity, according to performance specifications for the system; i.e., asystemis
availableif it provides services according to the system design whenever users request them.

$ back door — «4yepHbIl x00»

A hardware or software mechanism that (a) provides accessto a system and its resources by other
than the usual procedure, (b) was deliberately left in place by the system's designers or maintainers,
and (c) usualy is not publicly known. (See: trap door.)

Note. For example, away to access a computer other than through a normal login. Such access
paths do not necessarily have malicious intent; e.g., operating systems sometimes are shipped by
the manufacturer with privileged accounts intended for use by field service technicians or the
vendor's maintenance programmers.

$ brute force — epy6asi cuna

A cryptanalysis technique or other kind of attack method involving an exhaustive procedure that
tries al possibilities, one-by-one.



Note. For example, for ciphertext where the analyst already knows the decryption algorithm, a
brute force technique to finding the original plaintext isto decrypt the message with every possible

key.

$ Common Criteria — O6wue kpumepuu

"The Common Criterid" is a standard for evaluating information technology products and systems,
such as operating systems, computer networks, distributed systems, and applications. It states
requirements for security functions and for assurance measures. [CCIB]

Note. The standard addresses data confidentiality, dataintegrity, and availability and may apply to
other aspects of security. It focuses on threats to information arising from human activities,
malicious or otherwise, but may apply to non-human threats. It applies to security measures
implemented in hardware, firmware, or software. It does not apply to (a) administrative security not
related directly to technical security, (b) technical physical aspects of security such as

el ectromagnetic emanation control, (c) evaluation methodology or administrative and legal
framework under which the criteria may be applied, (d) procedures for use of evaluation results, or
(e) assessment of inherent qualities of cryptographic algorithms.

$ Computer Emergency Response Team (CERT) — enmp
peazupoeaHusi Ha Ype3eblYaliHble cumyayuu 8 KOMIMbOMepHoU
6e3zonacHocmu

An organization that studies computer and network INFOSEC in order to provide incident response
services to victims of attacks,

publish aerts concerning vulnerabilities and threats, and offer other information to help improve
computer and network security.

(See: CSIRT, security incident.)

Note. Currently, term “CERT” isregistered as atrademark in US for the CERT Coordination
Center at Carnegie-Mellon University (CERT/CC). Term CSIRT is encouraged to use worldwide
for defining Computer Security Response Teams.

$ credential(s) — ydocmoeepeHue, MaHOam

Datathat istransferred or presented to establish either a claimed identity or the authorizations of a
system entity.

$ CSIRT (Computer Security Response Teams) — Llenmp Pea2uposaHusi
Ha KomnbromepHsbie MHyudeHmbi 6e3onacHocmu (UPKUB)

CSIRT (Computer Security Incident Response Team) is ateam that coordinates and supports the
response to security incidents that involve sites within a defined constituency. The CSIRT
generates, processes and maintains incident reports.



$ CVE (Common Vulnerability and Exposure) — obwue yssssaumocmu u
cnabocmu (a66pesuamypa Osisi 0OOHOUMEHHOU dupekmopuu)

CVE listisalist of standardised names for Vulnerabilities and other Information Security
Exposures aimed to easy sharing data across separate vulnerability databases and security tools.
The content of CVE isaresult of acollaborative effort of the CVE Editorial Board of many
security-related organizations such as security tool vendors, academic institutions, and government
aswell as other security experts.

$ damage — noepexdeHue, nomepu

An intended or unintended consequence of an attack which affects the normal operation of the
targeted system or service. Description of damage may include free text description of actual result
of attack, and, where possible, structured information about the particular damaged system,
subsystem or service.

$ data compromise — packpbimue 0aHHbIX, HECaHKUUOHUPOBAHHOE
packpbimue OaHHbIX

A security incident in which information is exposed to potential unauthorized access, such that
unauthorized disclosure, alteration, or use of the information may have occurred.

$ data confidentiality — 3aujuma daHHbIX, KOHhuOeHUuUaIbHOCMb
OaHHbIX

The property that information is not made available or disclosed to unauthorized individuals,
entities, or processes [i.e., to any unauthorized system entity].

Note. Theterm SHOULD NOT be used as a synonym for "privacy"”, which is adifferent concept.

$ data integrity — uenrocmHocmb OaHHbIX

The property that data has not been changed, destroyed, or lost in an unauthorized or accidental
manner.

Note. Deals with constancy of and confidence in data values, not
with the information that the values represent or the trustworthiness of the source of the values.

$ denial of service (DoS) — omka3 e ob6cnyxueaHuu

The prevention of authorized access to a system resource or the delaying of system operations and
functions. DoS affects such security service as availability, and conducted viaflooding, etc..

$ distributed denial of service (DDoS) — pacnpedeneHHbIl omka3s e
ob6cnyxueaHuu
Denial of Service attack organised by flooding target system from multiple distributed sources.



$ dictionary attack — cnoeapHasi amaka

An attack that uses a brute-force technique of successively trying all the words in some large,
exhaustive list.

For example, an attack on an authentication service by trying all possible passwords; or an attack
on encryption by encrypting some known plaintext phrase with all possible keys so that the key for
any given encrypted message containing that phrase may be obtained by lookup.

$ eavesdropping — cekpemHoe «nodcnywusaHue»

Passive wiretapping done secretly, i.e., without the knowledge of the originator or the intended
recipients of the communication.

$ eCSIRT (The European CSIRT Network) — Eeponetickasi cemb CSIRT

The European CSIRT Network (http://www.ecsirt.net/) is originated from the European project
resulted in the deployment of new techniques and practices of cooperation between incident
response teams (CERTSs or CSIRTYS) in the exchange of incident related data and collection of
shared datafor statistical and knowledge-base purposes. Part of the project was devoted to set up a
network of 1DS sensors across Europe and collect the data about attacks for further analysis.

The co-operation of the volunteering teams providing the infrastructure support as well as the teams
supporting the network by running IDS sensors in their area of interest is still based on the same
policy and procedural framework, protecting the interest of al participating teams.

$ event (security event) — co6bimue (cobbimue 6e3onacHocmu)

An occurrence in a system or network, which maybe of interest and/or warrants attention. An event
may indicate an attack. An event may also indicate an error or afault or the result of adeliberate
act that is not an attack. For example, the occurrence of three failed logins in 10 secondsis an
event. It might indicate a brute- force login attack. A program failure, network fault, system
shutdown are other examples of event.

$ evidence - ynuka

Evidence isinformation relating to an event that proves or supports a conclusion about the event.
With respect to security incidents (the events), it may include but is not limited to: data dump
created by Intrusion Detection System (IDS), datafrom syslog file, kernel statistics, cache,
memory, temporary file system, or other data that caused the aert or were collected after the
incident happened.

Specia rules and care must be taken when storing and archiving evidence, particularly to preserve
itsintegrity. When necessary evidence should be stored encrypted. The chain of evidence custody
needs to be clearly documented. It is essential that evidence should be collected, archived and
preserved according to local legislation.



$ exploit — akcnnoud, nomeHyuanbHas ys3eumMocms (npu
onpeodesieHHbIX yC/108USsIX)

An exploit isacommon term in the computer security . There are multiple variants of exploits, a
common term is 'remote exploit’, which refers to an exploit that can take advantage of a security
vulnerability remotely, over anetwork. A “local exploit” on the other hand can only increase
privileges on a system where some kind of local accessis already permitted.

Normally asingle exploit can only take advantage of a specific software vulnerability. Often, as
such an exploit is published, the vulnerability is fixed and the exploit becomes obsolete for newer
versions of the software.

$ Federal Information Processing Standards (FIPS) — cmaH3apmbi
HayuoHnanbHo2o Bropo cmaHdapmoe CLUA

The Federal Information Processing Standards Publication (FIPS PUB) seriesissued by the U.S.
National Institute of Standards and Technology as technical guidelines for U.S. Government
procurements of information processing system equipment and services.

$ firewall — cemeeol akpaH, 6paHOMay3p

An internetwork gateway that restricts data communication traffic to and from one of the connected
networks (the one said to be "inside” the firewall) and thus protects that network's system resources
against threats from the other network (the one that is said to be "outside" the firewall).

gateway.)

Note. A firewall typically protects a smaller, secure network (such as a corporate LAN, or even just
one host) from alarger network (such asthe Internet). The firewall isinstalled at the point where
the networks connect, and the firewall applies security policy rulesto control traffic that flowsin
and out of the protected network.

Note. A firewall is not always a single computer. For example, afirewall may consist of a pair of
filtering routers and one or more proxy servers running on one or more bastion hosts, all connected
to asmall, dedicated LAN between the two routers. The external router blocks attacks that use IP to
break security (IP address spoofing, source routing, packet fragments), while proxy servers block
attacks that would exploit a vulnerability in ahigher layer protocol or service. Theinterna router
blocks traffic from leaving the protected network except through the proxy servers. The difficult
part is defining criteria by which packets are denied passage through the firewall, because a firewall
not only needs to keep intruders out, but usually also needs to let authorized users in and out.

$ firmware — 6a3oeoe npoz2pammMHoe obecneyeHue, NocmaeJsisieMoe
emMecme c anapamHbiM obecriedeHuem

Computer programs and data stored in hardware - typically in read-only memory (ROM) or
programmabl e read-only memory (PROM) - such that the programs and data cannot be
dynamically written or modified during execution of the programs.



$ flooding — amaka, HanpaenieHHasi Ha co30aHue rMomoka 3arnpocos,
npesebiwarou,e20 rnpouxeodumesibHOCMb Yyesiegoli cucmemal,
«3abuesaHue» cucmembl

An attack that attempts to cause afailurein (especialy, in the security of) a computer system or
other data processing entity by providing more input than the entity can process properly.

$ Forum of Incident Response and Security Teams (FIRST) — ®opym
CSIRT

Aninternational consortium of CSIRTSs that work together to handle computer security incidents
and promote preventive activities. (See: CSIRT, security incident.)

Note. FIRST was founded in 1990 and, as of June 2004, had nearly 200 members spanning the
globe. Its mission includes:

* Provide members with technical information, tools, methods, assistance, and guidance.

» Coordinate proactive liaison activities and anal ytical support.

» Encourage development of quality products and services.

* Improve national and international information security for government, private industry,

academia, and the individual .
» Enhance the image and status of the CSIRT community.

$ gateway - wnro3

A relay mechanism that attaches to two (or more) computer networks that have similar functions
but dissimilar implementations and that enables host computers on one network to communicate
with hosts on the other; an intermediate system that is the interface between two computer
networks.

(C) In theory, gateways are conceivable at any OSI layer. In practice, they operate at OSI layer 3
(e.g., bridge, router) or layer 7 (e.g., proxy server). When the two networks differ in the protocol by
which they offer service to hosts, the gateway may translate one protocol into another or otherwise
facilitate interoperation of hosts (see: Internet Protocol).

$ honey pot — «cnadkasi» npumMaHKa, «Jiuny4YyKa»

A system (e.g., aweb server) or a system resource (e.g., afile on aserver), that is designed to be
attractive to potential crackers and intruders, like honey is attractive to bears. (Honey pot can be
used as a synonym to “entrapment”.)

$ host - xocm

General computer network usage: A computer that is attached to a communication subnetwork or
internetwork and can use services provided by the network to exchange data with other attached
systems.

Specific Internet Protocol Suite usage: A networked computer that does not forward Internet
Protocol packets that are not addressed to the computer itself.



$ https (S-HTTP)
When used in thefirst part of a URL (the part that precedes the colon and specifies an access

scheme or protocol), this term specifies the use of HTTP enhanced by a security mechanism, which
isusually SSL. (see SHTTP)

$ ICMP flood — amaka, cesizaHHasi ¢ «3abusaHuemM» MOMoKOM
ynpasnsrouwux cuzHanos ICMP

A denial of service attack that sends a host more ICMP echo request ("ping") packets than the
protocol implementation can handle.

$ IDMEF (Intrusion Description and Message Format) — gpopmam 0nsi
ornucaHusi MopXXeHul u coobuw,eHuUll 0 8MOPIKEHUSIX
Intrusion Description and Message Format (IDMEF) is aformat for information exchange between

IDS and Network operation Center or CSIRT. IDMEF isa product of IETF ID WG. Currently
IDMEF iswidely used for integration of IDS and available as a plugin to popular IDS Snort.

$ impact - enusiHue, nocnedcmeus

Impact describes result of attack expressed in terms of user community, for example the cost in
terms of financial or other disruption

$ incident (see security incident) — uHyudeHm, uHUUGeHM
6e3onacHocmu
An Incident is a security event that involves a security violation. An incident can be defined as a

single attack or a group of attacks that can be distinguished from other attacks by the method of
attack, identity of attackers, victims, sites, objectives or timing, etc.

$ incident coordination — koopluHauusi UHUUOEeHmMo8

Incident Coordination normally includes:
» Information categorization - Categorization of the incident related information (logdfiles,
contact information, etc.) with respect to the information disclosure policy.
» Coordination - Natification of other involved parties on a need-to-know basis, as per the
information disclosure policy.

$ incident report — onucaHue uHyudeHma, om4yem o6 uHyudeHme

In CSIRT practice, an Incident Report refers to the information pertaining to an incident. An
Incident Report may have some internal proprietary format that is adapted to the local Incident
Handling System (IHS) and Incident handling procedures. Incident information exchange may use
some proprietary format or developed by IETF Incident Object Description and Exchange Format
(IODEF).



$ incident response — peacupoeaHue Ha uHUuUdeHm 6e3onacHocmu

Incident response usually includes assessing incoming reports about incidents ("Incident Triage™)
and following up on these with other CSIRTS, 1SPs and sites ("Incident Coordination"). A third
range of services, helping alocal site to recover from an incident ("Incident Resolution”), is
comprised of typically optional services, which not all CSIRTs will offer.

$ incident resolution — pas3peweHue/paccnedoeaHue uHyUuUdeHmMa

Usually additional or optional, incident resolution service include:
» Technical Assistance - Thismay include analysis of compromised systems.
» Eradication - Elimination of the cause of a security incident (the vulnerability exploited),
and its effects (for example, continuing access to the system by an intruder).
* Recovery - Aid in restoring affected systems and services to their status before the security
incident.

$ incident triage — (nepsu4Hasi) copmupoeka UHUUOEeHmMoe

Building off of the information available and the assessments in the prior steps, identify and
evaluate options to meet the established goals, define priority steps. This function is often
performed by CSIRT member on duty, or defined by another collective procedure to assess
Incident at theinitial stage.

Incident triage usually includes:
* Report assessment - Interpretation of incoming incident reports, prioritizing them, and
relating them to ongoing incidents and trends.
» Verification - Help in determining whether an incident has really occurred, and its scope.

$ Internet Control Message Protocol (ICMP) — npomokos1 o6meHa
ynpasnsrouwumu coobuwieHussmu 8 UHmepHem

An Internet Standard protocol that is used to report error conditions during |P datagram processing
and to exchange other information concerning the state of the IP network.

$ Internet Draft — HazeaHue Ha4yanbHOU eepcuu (HabpPocku) OOKyMeHmMa,
npeodnazaemMozo kak RFC

A working document of the IETF, its areas, and its working groups. (Other groups may also
distribute working documents as Internet Drafts.) An Internet Draft is not an archival document like
an RFC is. Instead, an Internet Draft is a preliminary or working document that is valid for a
maximum of six months and may be updated, replaced, or made obsolete by other documents at
any time. It isinappropriate to use an Internet Draft as reference material or to cite it other than as
"work in progress.”



$ Internet Engineering Task Force (IETF) — Ha3eaHue gpbopyma
(uH)XeHepHol 2pynna), 3aHUMarouwelcsi paspabomkoli cmaHOapmoe
AnmepHem

A self-organized group of people who make contributions to the development of Internet
technology. The principal body engaged in developing Internet Standards, although not itself a part
of the ISOC. Composed of Working Groups, which are arranged into Areas (such as the Security
Area), each coordinated by one or more Area Directors. Nominations to the IAB and the IESG are
made by a committee selected at random from regular IETF meeting attendees who have
volunteered.

$ Internet Protocol security (IPsec) — Ha3zeaHue 2pynnblI mexHosio2ul
obecnevyuearoujux 6e3nacHocms nepedavyu uHghopmayuu Ha
cemesomM/MlHMepHem ypoeHe

A name for the security architecture and protocols to provide security services for Internet Protocol
traffic defined by a group of Internet standards and RFC.

The IPsec architecture specifies (a) security protocols (AH and ESP), (b) security associations
(what they are, how they work, how they are managed, and associated processing), (c) key
management (IKE), and (d) algorithms for authentication and encryption. The set of security
services include access control service, connectionless data integrity service, data origin
authentication service, protection against replays (detection of the arrival of duplicate datagrams,
within a constrained window), data confidentiality service, and limited traffic flow confidentiality.

$ intruder -

An entity that gains or attempts to gain access to a system or system resource without having
authorization to do so.

$ intrusion detection — o6HapyxeHue emopxeHul

A security service that monitors and analyzes system events for the purpose of finding, and
providing real-time or near real-time warning of, attempts to access system resourcesin an
unauthorized manner. Practically, intrusion detection infrastructure consists of IDS and sensors that
guard virtually security perimeter of an organisation.

$ intrusion detection system — cucmema, npedHa3Ha4YeHHas Osisi
ob6Hapy>xeHuUs1 MoOpKeHul

An "Intrusion Detection System (IDS)" is a system for detecting intrusions into computer system or
controlled security perimeter. Network intrusion detection systems (NIDS) monitors packets on the
network wire and attempts to discover if a hacker/cracker is attempting to break into a system (or
cause adenial of service attack). A typical exampleis asystem that watches for large number of
TCP connection requests (SY N) to many different ports on atarget machine, thus discovering if
someone is attempting a TCP port scan. A NIDS may run either on the target machine who watches
its own traffic (usually integrated with the stack and services themselves), or on an independent
machine promiscuously watching all network traffic (hub, router, probe).



$ IODEF (Incident Object Description and Exchange Format) — HazeaHue
¢ghopmama Osisi onucaHusi UHYUOEeHMoe

IODEF (Incident Object Description and Exchange Format) is aformat developed by IETF INCH-
WG for Incident information exchange between cooperating CSIRT’s. IODEF currently is adopted
by many CSIRT and association including CERT/CC.

$ IRT Object (RIPE NCC Database) — o6bekm e 6a3e daHHbIx RIPE NCC,
codepxawul uHghopmauuro o KOHmakme 6esonacHocmu 0ns
onpedesieHHol epynnbi IP-adpecoe

Theirt object in RIPE NCC Database is used to provide information about a Computer Security
Incident Response Team (CSIRT).

When a computer/network security incident happens, such as DOS (Denial of Service) or spam
attack, or other abuse of services, it isimportant to know whom to contact. The RIPE Database
provides the facility to get administrative and technical contacts for a network where the attack
came from by asimple IP lookup. In many cases such incidents are handled by CSIRTs whose
contacts are different from those listed in "admin-c:" and "tech-c:" attributes. Unfortunately thereis
no easy way to identify which CSIRT is serving any given IP address. Additional information, such
as public certificates of a CSIRT, and query functionality that allows to search for the responsible
team would facilitate prompt incident handling.

$ 1SO17799 ISO/IEC 17799:2000 Information technology - Code of
practice for information security management — cmaHOdapm,
onucbliearoujue pekomeHdayuu no ynpaesieHuUro 6e3nacHocmbio e
op2aHu3ayusix u cucmemax

ISO/IEC 17799:2000 gives recommendations for information security management for use by
those who are responsible for initiating, implementing or maintaining security in their organization.
It isintended to provide a common basis for developing organizational security standards and
effective security management practice and to provide confidence in inter-organizational dealings.

Information security is characterized here as the preservation of:

a) confidentiality: ensuring that information is accessible only to those authorized to have access;
b) integrity: safeguarding the accuracy and completeness of information and processing methods,
c¢) availability: ensuring that authorized users have access to information and associated assets
when required.

1SO17799 security standard is a detailed security standard. It is organised into ten major sections,
each covering adifferent topic or area:

1. Business Continuity Planning

2. System Access Control

3. System Development and Maintenance

4. Physical and Environmental Security

5. Compliance

6. Personnel Security

7. Security Organisation

8. Computer & Operations Management



9. Asset Classification and Control
10. Security Policy

$ ITU-T — cekmop cmaHOapmu3ayuu e obn1acmu mesieKoMyHuUKayuu
npu ITU

International Telecommunications Union, Telecommunication Standardization Sector (formerly
"CCITT"), aUnited Nations treaty organization that is composed mainly of postal, telephone, and
telegraph authorities of the member countries and that publishes standards called
"Recommendations’. (See: X.400, X.500.)

$ malware — 3510HamMepeHHOe npo2pamMmMHoe obecrneyeHue
A contraction of "malicious software".

$ man-in-the-middle — «4yenoeek-nocpeduHe» - mun amaku, cési3aHHbIU
C 803MOXHbIM rnepexeamomM KOHhudeHyuasbHOU UHhopmMayuu,
ucrnosb3yemoli Momom Os1s1 pa3eumusi amaku usu 8 rnpecmynHbIxX
uyesnsix

A form of active wiretapping attack in which the attacker intercepts and selectively modifies

communicated data in order to masquerade as one or more of the entitiesinvolved in a
communication association. (may originate hijack attack, piggyback attack.)

For example, suppose Alice and Bab try to establish a session key by using the Diffie-Hellman
algorithm without data origin authentication service. A "man in the middle" could (a) block direct
communication between Alice and Bob and then (b) masguerade as Alice sending data to Bob, (c)
masquerade as Bob sending data to Alice, (d) establish separate session keys with each of them,
and (e) function as a clandestine proxy server between them in order to capture or modify sensitive
information that Alice and Bob think they are sending only to each other.

$ National Institute of Standards and Technology (NIST) — Ha3eaHue
HayuoHaslbHO20 UHCmMumyma cmaHlapmu3sauyuu CLUA

A U.S. Department of Commerce agency that promotes U.S. economic growth by working with
industry to develop and apply technology, measurements, and standards. Has primary Government
responsibility for INFOSEC standards for unclassified but sensitive information.

$ non-repudiation service — «tHeomnupamenbcmeoy, yciyaa,
npedomepauqafouqaﬂ 803MO)XHOCMb OMKa3a 8 CO8ePUWEeHHbIX
delicmeusix

A security service that provide protection against false denial of involvement in a communication.

Non-repudiation service does not and cannot prevent an entity from repudiating a communication.
Instead, the service provides evidence that can be stored and later presented to athird party to
resolve disputes that arise if and when a communication is repudiated by one of the entities
involved. There are two basic kinds of non-repudiation service:



* "Non-repudiation with proof of origin" provides the recipient of datawith evidence that
proves the origin of the data, and thus protects the recipient against an attempt by the
originator to falsely deny sending the data. This service can be viewed as a stronger version
of an data origin authentication service, in that it proves authenticity to athird party.

* "Non-repudiation with proof of receipt" provides the originator of data with evidence that
proves the data was received as addressed, and thus protects the originator against an
attempt by the recipient to falsely deny receiving the data.

$ notarisation — Homapu3sauyusi, HomapuaJsbHas ycryaa

Registration of data under the authority or in the care of atrusted third party, thus making it
possible to provide subsequent assurance of the accuracy of characteristics claimed for the data,
such as content, origin, time, and delivery.

$ Open Systems Interconnection (OSI) Reference Model (OSIRM) —
6a3zoeass Modesib e3aumodelicmeusi omkpbimbix cucmem (BOC)

A joint ISO/ITU-T standard [17498 Part 1] for a seven-layer, architectura communication
framework for interconnection of computersin networks.

The OSIRM layers, from highest to lowest, are (7) Application, (6) Presentation, (5) Session, (4)
Transport, (3) Network, (2) Data Link, and (1) Physical. OSIRM provides a good methodol ogical
basis for analysing and designing network services and architectures but are not compatible with
TCP/IP model used in the Internet. In contrary OSI Security Architecture is adopted by Internet
community, in particular in PK1 (Public Key Infrastructure).

$ OSI Security Architecture — apxumexkmypa 6e3onacHocmu Ha ocHoge
modesnu BOC

$ password - naponb
A secret datavalue, usually a character string, that is used as authentication information.

A password is usually matched with a user identifier that is explicitly presented in the
authentication process, but in some cases the identity may be implicit.

Using a password as authentication information assumes that the password is known only by the
system entity whose identity is being authenticated. Therefore, in anetwork environment where
wiretapping is possible, simple authentication that relies on transmission of static (i.e., repetitively
used) passwords as clear text isinadequate. (See: one-time password, strong authentication.)

$ penetration test — mecm Ha NpoHUKHO8eHue

A system test, often part of system certification, in which evaluators attempt to circumvent the
security features of the system.



Penetration testing may be performed under various constraints and conditions. However, for a
TCSEC evauation, testers are assumed to have al system design and implementation
documentation, including source code, manuals, and circuit diagrams, and to work under no greater
constraints than those applied to ordinary users.

$ piggyback attack — amaka «mexdy cmpok»

A form of active wiretapping in which the attacker gains access to a system viaintervals of
inactivity in another user's legitimate communication connection. Sometimes called a "between-
the-lines" attack. (See: hijack attack, man-in-the-middle attack.)

$ ping of death — nuH2 «cMepmu», mun amaku, ucnoJsib3yrouuli 0O4eHb
60/1bWOU 3X0-3anpoc C Uenbro rnepezpysums yesieayro cucmemy

An attack that sends an improperly large ICMP echo request packet (a"ping") with the intent of
overflowing the input buffers of the destination machine and causing it to crash.

$ ping sweep — mun amaku, ucnonb3yrouwuli ckaHuposaHue 2pynnbi IP-
adpecoe ¢ yesibro Halimu ysi3euMbili xocm

An attack that sends ICM P echo requests ("pings') to arange of 1P addresses, with the goal of
finding hosts that can be probed for vulnerabilities.

$ port scan — mun amaku, ucnonb3yrowuli CKaHuUpoeaHue rnopmoes ¢
uesiblFo Haumu aKkmueHbIU Mopm U Ucrnosib308amb U38€CMHYHO
ysi3eUMOCMb

An attack that sends client requests to a range of server port addresses on a host, with the goal of
finding an active port and exploiting a known vulnerability of that service.

$ privacy - npueamHocms

Theright of an entity (normally a person), acting in its own behalf, to determine the degree to
which it will interact with its environment, including the degree to which the entity is willing to
share information about itself with others.

Note. Term privacy should not be used as a synonym for "data confidentiality” or "data
confidentiality service", which are different concepts. Privacy is areason for security rather than a
kind of security. For example, a system that stores personal data needs to protect the data to prevent
harm, embarrassment, inconvenience, or unfairness to any person about whom data is maintained,
and to protect the person's privacy. For that reason, the system may need to provide data
confidentiality service.



$ proxy server — npokcu-cepesep, ucnosib3yemMbil KaK Hacmb cemeso20
3KpaHa u ebicmynarow,ull Kak nPoMeXXymo4YHbIU 8 KOMMYHUKayusix
Mex0y eHympeHHel u eHewHell cemsiMu

A computer process--often used as, or as part of, afirewall that relays a protocol between client and

server computer systems, by appearing to the client to be the server and appearing to the server to
be the client.

In afirewall, a proxy server usually runs on a bastion host, which may support proxies for severa
protocols (e.g., FTP, HTTP, and TELNET). Instead of a client in the protected enclave connecting
directly to an external server, the internal client connects to the proxy server which in turn connects
to the external server. The proxy server waits for arequest from inside the firewall, forwards the
request to the remote server outside the firewall, gets the response, then sends the response back to
the client. The proxy may be transparent to the clients, or they may need to connect first to the
proxy server, and then use that association to also initiate a connection to the real server.

A proxy can provide security service beyond that which is normally part of the relayed protocol,
such as access control based on peer entity authentication of clients, or peer entity authentication of
servers when clients do not have that capability. A proxy at OSI layer 7 can aso provide finer-
grained security service than can afiltering router at OSI layer 3.

$ Rainbow Series — HazeaHue 2pynnbl cmaHOapmoe 6e3onacHocmu,
ebinyuwieHHbix NCSC

A set of more than 30 technical and policy documents with colored covers, issued by the NCSC,
that discussin detail the TCSEC and provide guidance for meeting and applying the criteria.

$ replay attack — mun amaku, ucnonbs3yrouwuti noemop
npedeapumesibHO 3anucaHHOU rnpasusibHOU nocrnedoeamesnibHocmMu
coobuweHull ¢ yesnbro Mosy4Yums HeCaHKUUOHUPOBaHHbIU unu
HeyYymeHHbIlU docmyn K cucmeme

An attack in which avalid data transmission is maliciously or fraudulently repeated, either by the

originator or by an adversary who intercepts the data and retransmitsiit, possibly as part of a
masquerade attack.

$ Request for Comment (RFC) — Ha3eaHue cmaHOapmoe MHmepHem,
pa3pabamsbieaembix IETF
One of the documentsin the archival seriesthat is the official channel for 1SDs and other

publications of the Internet Engineering Steering Group, the Internet Architecture Board, and the
Internet community in general.

$ risk analysis — aHanus pucka

A process that systematically identifies valuable system resources and threats to those resources,
quantifies loss exposures (i.e., loss potential) based on estimated frequencies and costs of
occurrence, and (optionally) recommends how to all ocate resources to countermeasures so as to
minimize total exposure.



$ Secure Sockets Layer (SSL) — HazeaHue npomokona 6e3onacHocmu
mpaHcropmHo20 YPOBHS

An Internet protocol (originally developed by Netscape Communications, Inc.) that uses
connection-oriented end-to-end encryption to provide data confidentiality service and data integrity
service for traffic between aclient (often aweb browser) and a server, and that can optionally
provide peer entity authentication between the client and the server.

SSL islayered below HTTP and above areliable transport protocol (TCP). SSL is independent of
the application it encapsulates, and any higher level protocol can layer on top of SSL transparently.
However, many Internet applications might be better served by 1Psec.

SSL hastwo layers: (a) SSL's lower layer, the SSL Record Protocol, islayered on top of the
transport protocol and encapsulates higher level protocols. One such encapsulated protocol is SSL
Handshake Protocol. (b) SSL's upper layer provides asymmetric cryptography for server
authentication (verifying the server's identity to the client) and optional client authentication
(verifying the client's identity to the server), and also enables them to negotiate a symmetric
encryption algorithm and secret session key (to use for data confidentiality) before the application
protocol transmits or receives data. A keyed hash provides data integrity service for encapsulated
data.

$ security (computer security) — 6esonacHocmb, KOMNLOMepPHasi
6e3onacHocmb

Computer security refersto efforts to create a secure computing platform, designed so that agents
(users or programs) should not be able to perform actions that they are not allowed to perform, but
can perform the actions that they are allowed to. Thisinvolves specifying and implementing a
security policy. The actions in question can be reduced to operations of access, modification and
deletion. Different aspects of security include:

(1.) Measures taken to protect a system. (2.) The condition of a system that results from the
establishment and maintenance of measures to protect the system. (3.) The condition of system
resources being free from unauthorized access and from unauthorized or accidental change,
destruction, or loss.

$ security architecture — apxumekmypa 6e3onacHocmu

A plan and set of principles that describe (a) the security services that a system isrequired to
provide to meet the needs of its users, (b) the system elements required to implement the services,
and (c) the performance levels required in the elements to deal with the threat environment.

A security architecture is the result of applying the system engineering process. A complete system
security architecture includes administrative security, communication security, computer security,
emanations security, personnel security, and physical security. A complete security architecture
needs to deal with both intentional, intelligent threats and accidental kinds of threats.



$ security audit — ayoum 6e3onacHocmu

An independent review and examination of a system's records and activities to determine the
adequacy of system controls, ensure compliance with established security policy and procedures,
detect breaches in security services, and recommend any changes that are indicated for
countermeasures.

The basic audit objective is to establish accountability for system entities that initiate or participate
in security-relevant events and actions. Thus, means are needed to generate and record a security
audit trail and to review and analyze the audit trail to discover and investigate attacks and security
COMpromises.

$ security compromise — HapyweHue 6e3onacHocmu

A security violation in which a system resource is exposed, or is potentially exposed, to
unauthorized access.

$ security event — cobbimue 6e3onacHocmu
A occurrence in a system that is relevant to the security of the system. (See: security incident.)

The term includes both events that are security incidents and those that are not. In a CA
workstation, for example, alist of security events might include the following:
» Performing a cryptographic operation, e.g., signing adigital certificate or CRL.
» Performing a cryptographic card operation: creation, insertion, removal, or backup.
* Performing adigital certificate lifecycle operation: rekey, renewal, revocation, or update.
» Posting information to an X.500 Directory.
* Receiving akey compromise notification.
* Receiving an improper certification request.
» Detecting an alarm condition reported by a cryptographic module.
» Logging the operator in or out.
* Failing abuilt-in hardware self-test or a software system integrity check.

$ security incident — uHyudeHm 6e3onacHocmu

An Incident is a security event that involves a security violation. An incident can be defined as a
single attack or a group of attacks that can be distinguished from other attacks by the method of
attack, identity of attackers, victims, sites, objectives or timing, etc.

However we should distinguish between the generic definition of 'Incident’ which is an event that
might lead to damage or damage which is not too serious, and 'Security Incident' and 'IT Security
Incident' which are defined below:

a) Security incident is an event that involves a security violation. This may be an event that violates
a security policy, UAP, laws and jurisdictions, etc. A security incident may also be an incident that
has been escalated to a security incident. A security incident is worse than an incident asit affects
the security of or in the organisation. A security incident may be logical, physical or organisational,
for example a computer intrusion, loss of secrecy, information theft, fire or an alarm that doesn't



work properly. A security incident may be caused on purpose or by accident. The latter may be if
somebody forgets to lock adoor or forgets to activate an accesslist in arouter.

b) An IT security incident is defined according to [9] as any real or suspected adverse event in
relation to the security of a computer or computer network. Typical security incidents within the IT
area are: a computer intrusion, a denial-of-service attack, information theft or data manipulation,
efc.

$ security intrusion — emopxeHue, cesizaHHOe C HapyuweHUem
6e3onacHocmu

A security event, or a combination of multiple security events, that constitutes a security incident in
which an intruder gains, or attempts to gain, access to a system (or system resource) without having
authorization to do so.

$ security mechanism — mexaHu3mMbI 6e3onacHocmu

A process (or a device incorporating such a process) that can be used in a system to implement a
security service that is provided by or within the system.

Some examples of security mechanisms are authentication exchange, checksum, digital signature,
encryption, and traffic padding.

$ security policy — nonumuka 6e3onacHocmu

The predefined, formally documented statement which defines what activities are alowed to take
place on an organization's network or on particular hosts to support the organization's requirements.
Thisincludes, but is not limited to, which hosts are to be denied external network access.

A set of rules and practices that specify or regulate how a system or organization provides security
services to protect sensitive and critical system resources. Security policy can be treated as one of
layers of the security engineering process

$ security service — ycnyza 6e3onacHocmu

A processing or communication service that is provided by a system to give a specific kind of
protection to system resources. For example, according to OSI Security model, security services
include: access control service, audit service, availability service, data confidentiality service, data
integrity service, data origin authentication service, non-repudiation service, peer entity
authentication service, system integrity service. Security services implement security policies, and
are implemented by security mechanisms.



$ S-HTTP (Secure-HTTP, Secure Hypertext Transfer Protocol) —
6e3onacHas eepcusi npomokosia HTTP, ucnonb3yroue2o MexaHU3MbI
6e3onacHOCMu MpaHCNopPMmMHO20 YpPOe8Hsi, HazeaHue 6e30nacHo20
npomokoJia docmyna K eeb-pecypcam

A Internet protocol for providing client-server security services for HTTP communications. S-
HTTP supports choice of security policies, key management mechanisms, and cryptographic
algorithms through option negotiation between parties for each transaction. S-HT TP supports both
asymmetric and symmetric key operation modes. S-HTTP attempts to avoid presuming a particular
trust model, but it attempts to facilitate multiply- rooted hierarchical trust and anticipates that
principals may have many public key certificates.

$ Secure/MIME (S/MIME) — HazeaHue mexaHu3ma obecrneyeHusi
6e3onacHocmu obMeHa no4YmoebIMU cOObWeHUsIMU, M0380JISIIOUW,e20
ucnosib308amb wughpoeaHue u yugpoesyro noonucb coobweHuli ¢
ucrnonb3ogaHueMm cepmugukamos omkpbimbix kiro4deu (COK) no
cmaHdapmy X.509

Secure/Multipurpose Internet Mail Extensions, an Internet protocol [R2633] to provide encryption
and digital signatures for Internet mail messages.

$ sniffing — «ebIHOXUBAHUE», MuUN NaccueHOU amaku, cesi3aHHbIl C
«nodcsiywusaHueMm» e cemu
A synonym for "passive wiretapping".

$ Snort (tm) — HazeaHue ce0600HO pacnpocmpaHsieMoll cucmembi O
ob6HapyxeHuUsi emopkeHull
The Open Source Network Intrusion Detection System (http://www.snort.org/)

$ source — ucmo4Huk, ucnonb3yemcs Ossi onpedesieHUs1 UCMOYHUKa
amaku

The source of an attack. This can be alogical entity (e.g. a user account, a computer process or
data, alogical network or internetwork) or a physical entity (e.g. a computer interface, a router
etc.).

$ spam — cnam, HecaHKUUOHUPOB8aHHas pacchlsika 60/1bUI020
Kosludecmea rnoYymoebix coobuieHul

(1.) Verb: To indiscriminately send unsolicited, unwanted, irrelevant, or inappropriate messages,
especially commercial advertising in mass quantities. (2.) Noun: el ectronic "junk mail”.

Note. In sufficient volume, spam can cause denia of service.



$ spoofing attack — mun amaku, ucnonb3yrouwuli noomeHy IP-adpecos
A synonym for "masguerade attack”.

$ SYN flood — mun amaku, nocbkinarowuli 6osibWoe Kosiu4ecmeo
nakemoe TCP SYN c uenbro nepe2py3ums yesiegyro cucmemy

A denial of service attack that sends a host more TCP SY N packets (request to synchronize
sequence numbers, used when opening a connection) than the protocol implementation can handle.

$ target — yenb, ucnonb3yemcsi 055 0603HaYeHuUs1 yesnu amaku

A computer or network logical entity (account, process or data) or physical entity (component,
computer, network or internetwork).

$ tamper — Hapywamb 6e30nacHocmb Nocpedcmeom
HeCaHKUUOHUPOBaHHbLIX U3MEHEeHULl e cucmeme

Make an unauthorized modification in a system that alters the system's functioning in away that
degrades the security services that the system was intended to provide.

$ TF-CSIRT (TERENA Task Force for CSIRT coordination for Europe) —
crneyuanu3supoeaHHas paboyas epynna npu TERENA, cnyxawas ons
koopduHayuu akmueHocmu CSIRT e Eepone

$ threat - y2po3a

A potential for violation of security, which exists when there is a circumstance, capability, action,
or event that could breach security and cause harm.

That is, athreat is a possible danger that might exploit avulnerability. A threat can be either
"Intentiona” (i.e., intelligent; e.g., an individual cracker or acriminal organization) or "accidenta”

(e.g., the possihility of a computer malfunctioning, or the possibility of an "act of God" such as an
eart hquake, a fire, or a tornado).

$ threat consequence — nomeHyuasibHble rnocsiedcmeust om y2po3bl

A security violation that results from athreat action. Includes disclosure, deception, disruption, and
usurpation.

The following subentries describe four kinds of threat consequences, and also list and describe the
kinds of threat actions that cause each consequence. Threat actions that are accidental events are
marked by "*".

1. "(Unauthorized) Disclosure" (athreat consequence): A circumstance or event whereby an entity
gains access to data for which the entity is not authorized. (See: data confidentiality.) The following
threat actions can cause unauthorized disclosure:



A. "Exposure": A threat action whereby sensitive datais directly released to an unauthorized entity.
Thisincludes:

a. "Deliberate Exposure”: Intentional release of sensitive data to an unauthorized entity.

b. "Scavenging": Searching through data residue in a system to gain unauthorized
knowledge of sensitive data.

c* "Human error": Human action or inaction that unintentionally results in an entity gaining
unauthorized knowledge of sensitive data.

d* "Hardware/software error". System failure that results in an entity gaining unauthorized
knowledge of sensitive data.

B. "Interception”: A threat action whereby an unauthorized entity directly accesses sensitive data
travelling between authorized sources and destinations. This includes:

a. "Theft": Gaining access to sensitive data by stealing a shipment of a physical medium,
such as a magnetic tape or disk, that holds the data.

b. "Wiretapping (passive)": Monitoring and recording data that is flowing between two
points in a communication system.

c. "Emanations analysis': Gaining direct knowledge of communicated data by monitoring
and resolving asignal that is emitted by a system and that contains the data but is not
intended to communicate the data.

C. "Inference": A threat action whereby an unauthorized entity indirectly accesses sensitive data
(but not necessarily the data contained in the communication) by reasoning from characteristics or
by products of communications. This includes:

a. Traffic analysis. Gaining knowledge of data by observing the characteristics of
communications that carry the data.

b. "Signals analysis': Gaining indirect knowledge of communicated data by monitoring and
analyzing asignal that is emitted by a system and that contains the data but is not intended
to communicate the data.

D. "Intrusion™: A threat action whereby an unauthorized entity gains access to sensitive data by
circumventing a system's security protections. Thisincludes:

a. "Trespass": Gaining unauthorized physical access to sensitive data by circumventing a
system's protections.

b. "Penetration™: Gaining unauthorized logical access to sensitive data by circumventing a
system's protections.

c. "Reverse engineering”: Acquiring sensitive data by disassembling and analyzing the
design of a system component.

d. Cryptanalysis. Transforming encrypted data into plaintext without having prior
knowledge of encryption parameters or processes.

2. "Deception” (athreat consequence): A circumstance or event that may result in an authorized
entity receiving false data and believing it to be true. The following threat actions can cause
deception:

A. "Masquerade": A threat action whereby an unauthorized entity gains access to a system or
performs a malicious act by posing as an authorized entity.



a. "Spoof": Attempt by an unauthorized entity to gain access to a system by posing as an
authorized user.

b. "Malicious logic": In context of masquerade, any hardware, firmware, or software (e.g.,
Trojan horse) that appears to perform a useful or desirable function, but actually gains
unauthorized access to system resources or tricks a user into executing other malicious
logic.

B. "Falsification": A threat action whereby fal se data deceives an authorized entity.

a. "Substitution™: Altering or replacing valid data with false data that serves to deceive an
authorized entity.
b. "Insertion": Introducing false data that serves to deceive an authorized entity.

C. "Repudiation”: A threat action whereby an entity deceives another by falsely denying
responsibility for an act.

a. "False denial of origin": Action whereby the originator of data denies responsibility for its
generation.

b. "False denial of receipt": Action whereby the recipient of data denies receiving and
possessing the data.

3. "Disruption” (athreat consequence): A circumstance or event that interrupts or prevents the
correct operation of system services and functions. The following threat actions can cause
disruption:

A. "Incapacitation”: A threat action that prevents or interrupts system operation by disabling a
system component.

a. "Maliciouslogic": In context of incapacitation, any hardware, firmware, or software (e.g.,
logic bomb) intentionally introduced into a system to destroy system functions or resources.
b. "Physical destruction”: Deliberate destruction of a system component to interrupt or
prevent system operation.

c* "Human error": Action or inaction that unintentionally disables a system component.

d* "Hardware or software error": Error that causes failure of a system component and leads
to disruption of system operation.

e* "Natural disaster": Any "act of God" (e.g., fire, flood, earthquake, lightning, or wind)
that disables a system component.

B. "Corruption”: A threat action that undesirably alters system operation by adversely modifying
system functions or data.

a. "Tamper": In context of corruption, deliberate alteration of a system'slogic, data, or
control information to interrupt or prevent correct operation of system functions.

b. "Maliciouslogic": In context of corruption, any hardware, firmware, or software (e.g., a
computer virus) intentionally introduced into a system to modify system functions or data.
c* "Human error": Human action or inaction that unintentionally results in the alteration of
system functions or data.

d* "Hardware or software error": Error that resultsin the ateration of system functions or
data.



e* "Natural disaster": Any "act of God" (e.g., power surge caused by lightning) that alters
system functions or data.

C. "Obstruction”: A threat action that interrupts delivery of system services by hindering system
operations.

a. "Interference": Disruption of system operations by blocking communications or user data
or control information.

b. "Overload": Hindrance of system operation by placing excess burden on the performance
capabilities of a system component. (See: flooding.)

4. "Usurpation” (athreat consequence): A circumstance or event that results in control of system
services or functions by an unauthorized entity. The following threat actions can cause usurpation:

A. "Misappropriation”: A threat action whereby an entity assumes unauthorized logical or physical
control of a system resource.

a. "Theft of service": Unauthorized use of service by an entity.

b. "Theft of functionality": Unauthorized acquisition of actual hardware, software, or
firmware of a system component.

c. "Theft of data": Unauthorized acquisition and use of data.

B. "Misuse": A threat action that causes a system component to perform afunction or servicethat is
detrimental to system security.

a. "Tamper": In context of misuse, deliberate alteration of a system's logic, data, or control
information to cause the system to perform unauthorized functions or services.

b. "Maliciouslogic": In context of misuse, any hardware, software, or firmware
intentionally introduced into a system to perform or control execution of an unauthorized
function or service.

c. "Violation of permissions’: Action by an entity that exceeds the entity's system privileges
by executing an unauthorized function.

$ traffic analysis — aHanu3 mpaghuka

Inference of information from observable characteristics of dataflow(s), even when the datais
encrypted or otherwise not directly available. Such characteristics include the identities and
locations of the source(s) and destination(s), and the presence, amount, frequency, and duration of
occurrence.

$ traffic flow confidentiality — koH¢huOeHyuanbHOCMb/CceKpemHocmsb
mpacghuka
A data confidentiality service to protect against traffic analysis.

$ traffic padding — 3anonHeHue mpacghuka

The generation of spurious instances of communication, spurious data units, and/or spurious data
within data units to prevent statistical traffic wiretapping.



$ Transport Layer Security (TLS) and Transport Layer Security Protocol
(TLSP — mexaHu3m u npomokoJs1 6ezonacHocmu mpaHCrnopmHo20
YPOBHS

TLSVersion 1.0 isan Internet protocol based-on and very similar to SSL Version 3.0. The TLS
protocol operation require upper layer services, i.e., session (OSI layer 4) and application layer.

An end-to-end encryption protocol (SO Standard 10736) that provides security services at the
bottom of OSI layer 4, i.e., directly above layer 3.

$ triage (see incident triage)

$ trojan horse — «mposiHCKUll KOHb», 3aKadKa, KOMNbOMepPHasi
npozpamMma, komopasi uMmeem 3/1I0HaMepeHHbIe byHKUUU, mmMmeroujue
ceoel uesibro ucriosib3o8amb U38eCMmMHbIe ysaA3eUMoCcmu cucmembl

A computer program that appears to have a useful function, but also has a hidden and potentially

malicious function that evades security mechanisms, sometimes by exploiting legitimate
authorizations of a system entity that invokes the program.

$ Trusted Introducer (Tl) — «doeepumenbHbIli peKOMeHOamersiby,
Ha3eaHue ycnyau, ocywecmensrouwel cepmugukayuro CSIRT c uenbro
esedeHUsI Ux 8 «cemb Ao8epusI»

The Trusted Introducer (TI) isan initiative of the European CSIRTSs. To cooperate efficiently and
swiftly when security incidents occur, a certain level of mutual trust is needed between CSIRTS. An
important pre-requisite for mutual trust is shared and accurate operational knowledge about each
other. Tl provides European CSIRTs with a public repository that lists all known European
CSIRTs.

The TI accreditation service is defined for CSIRTSs to be included into web-of trust. Once
"accredited" CSIRTSs gain access to the restricted Tl repository: there they find the details about
their fellow accredited CSIRTS, and severa value-added services like readily downloadable contact
lists and PGP-keyrings, secure discussion fora, automatic RIPE Database IRT-object registration
and so on.

$ victim — xxepmea, ucnonb3yemcs 05151 0603Ha4YeHUs1 nocmpadaswel
CMOPOHbBLI C UHUUOeHme 6e3onacHocmu

Victimisindividual or organisation which suffered the attack which is reported as an incident
report. Typically, victim is described by its network ID, organisation and location information.



$ virtual private network (VPN) — eupymanbHasi npueamHasi cemab,
cmopsiujasicsi Ha ocHoee IPSec

A restricted-use, logical (i.e., artificial or smulated) computer network that is constructed from the
system resources of arelatively public, physical (i.e., real) network (such as the Internet), often by
using encryption (located at hosts or gateways), and often by tunneling links of the virtual network
across the real network.

For example, if a corporation has LANs at several different sites, each connected to the Internet by
afirewall, the corporation could create a VPN by (&) using encrypted tunnels to connect from
firewall to firewall across the Internet and (b) not allowing any other traffic through the firewalls. A
VPN is generally less expensive to build and operate than a dedicated real network, because the
virtual network shares the cost of system resources with other users of the real network.

$ virus — eupyc, 3/1l0HamepeHHasi KOMIMbLOMepPHasi NPo2pPamMma,
umeroujasi ceolicmeo caMo-80crnpou3sedeHuUsl U camMo-
pacnpocmpaHeHusi

A hidden, self-replicating section of computer software, usually malicious logic, that propagates by
infecting.i.e., inserting a copy of itself into and becoming part of another program. A virus cannot
run by itself; it requires that its host program be run to make the virus active.

$ vulnerability - ysazeumocms

A flaw or weaknessin a system's design, implementation, or operation and management that could
be exploited to violate the system's security policy.

Most systems have vulnerabilities of some sort, but this does not mean that the systems are too
flawed to use. Not every threat resultsin an attack, and not every attack succeeds. Success depends
on the degree of vulnerability, the strength of attacks, and the effectiveness of any countermeasures
in use. If the attacks needed to exploit a vulnerability are very difficult to carry out, then the
vulnerability may be tolerable. If the perceived benefit to an attacker is small, then even an easily
exploited vulnerability may be tolerable. However, if the attacks are well understood and easily
made, and if the vulnerable system is employed by awide range of users, then it islikely that there
will be enough benefit for someone to make an attack.

$ web of trust — «cemb doeepusi»

CSIRT community usage: A network of established relations between CSIRT based on individual
contacts or trusted introducer service (for European CSIRTSs provided by Trusted Introducer
service). CSIRT web-of-trust is supported al'so by PGP key web of trust.

PKI1/PGP usage: A trust-file PKI technique used in PGP for building afile of validated public keys
by making personal judgments about being able to trust certain people to be holding properly
certified keys of other people.



$ wiretapping — «noconywueaHue» e cemu

An attack that intercepts and accesses data and other information contained in aflow ina
communication system.

"Active wiretapping” attempts to alter the data or otherwise affect the flow; "passive wiretapping”
only attempts to observe the flow and gain knowledge of information it contains.

Note. Although the term originally referred to making a mechanical connection to an electrical
conductor that links two nodes, it is now used to refer to reading information from any sort of
medium used for alink or even directly from a node, such as gateway or subnetwork switch.

$ worm — cemeeoli Yyepeb, npedcmasnsirowuli coboli eapuaHm eupyca,
pacnpocmpaHsirouje2ocs rno cemu

A computer program that can run independently, can propagate a complete working version of
itself onto other hosts on a network, and may consume computer resources destructively.
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