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Security Services Lifecycle Model Use case: Provisioning Multi-domain Collaborative
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Reservation session binding that provides support for complex reservation process including required
access control and policy enforcement.

Deployment stage begins after all component resources have been reserved and includes distribution
of the security context and binding the reserved resources or services to GRl as a common
provisioning session ID.

Registration&Synchronisation stage (optional) specifically targets possible scenarios with the
provisioned services migration or failover/interruption. In a simple case, the Registration stage binds
the local resource or hosting platform run-time process ID to the GRI as a provisioning session ID.

Operation stage - security services provide access control to the provisioned services and maintain
the service access or usage session.

Decommissioning stage ensures that all sessions are terminated, data are cleaned up and session
security context is recycled.
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Components of the typical e-Science infrastructure involving multidomain
and multi-tier Grid and Cloud resources and network infrastructure.

Composable Services Architecture (CSA)
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fExisting Frameworks in Services Virtualisation and On-Demand Provisioning \

Component Services & Resources i

ITU-T standards seria Y: Global information infrastructure, Internet protocol aspects and Next-Generation Networks (NGN)
* ITU-T REC Y.2232 (01/2008) NGN convergence service model and scenario using Web Services

 ITU-T REC Y.2234 (09/2008) Open service environment capabilities for NGN

* ITU-T REC Y.2701 (04/2007) Security requirements for NGN release 1

e Security requirements to NGN and security services binding to basic NGN interfaces (e.g., UNI, NNI, ANI)

CSA Incorporates the major principles of the Service Oriented Architecture (SOA) and supports
SLM/SSLM services lifcecycle management models

Logical Abstraction layer provides a basis for uniform component services presentation

TMF standardised frameworks, practices and procedures allowing federated cross-domain composite services operation.

* NGOSS — New Generation Operations Systems and Software (including eTOM)
* SDF - Service Delivery Framework
* SLAM - Service Level Agreement (SLA) Management Framework

Open Group Service Integration Maturity Model (OSIMM)

* Provides framework for evaluation and development of the strategy for business model/processes migration to true SOA

* Defines 7 maturity level and 7 dimensions to achieve “Dynamically reconfigured virtualised services”

* To ensure consistency security issues addressed at multiple dimensions: Business, Methods/models, Services. (Information)

GEMBuUs Infrastructure for Composable Services

GEMBus Component Services

Microsoft Security Development Lifecycle (SDL) Framework
* Primarily focused on the product development process by engineers/programmers
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Service Delivery Framework (SDF) by TeleManagement Forum (refactored from[1])
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GEANT3 JRA3 Task 3 — Composable services (GEMBus) - http://www.geant.net/
GEYSERS — Generalised Architecture for Infrastructure services - http://www.geysers.eu/

& [1] TeleManagement Forum Service Delivery Framework (SDF) - http://www.tmforum.org/ServiceDeliveryFramework/4664/home.html J
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