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-~ — Outline

 5G Technologies Overview
— Roadmap, use cases and components
— Architecture and Cloud Native Network Functions
— Network slicing
— Security Architecture (as 5G potentially will become dependable critical infrastructure)

« Concerns in 5G roll-out
— Huawei 5G and security concerns

* Opportunities and Challenges for Secure and Trusted Data Exchange
Infrastructure
— Dedicated E2E network slices for IoT network

— Potentially easy integration with cloud based applications (5G cloud native network and
native cloud applications)

Disclaimer: All images in this presentation are taken from multiple published source.
All right remains at authors of the published sources. All trademarks are acknowledged
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- — 5G Technologies Overview
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* Timeline and basics
 Use cases
* Architecture components
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- — EU and NL involvement into 5G development
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 EU and NL actively participate and play leading
role in 5G development

* The following frequencies will be used in EU
— 700 MHz, 3.5 GHz, and 26 GHz.

* Nederland will additionally use 1.4 GHz and 2.1
GHz

— https://stralingsbewust.info/2019/10/25/50-waar-staan-de-
zendmasten-voor-test-uitzendingen/
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- — EU Project EMPOWER Roadmap Scope
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E 1980s E 1990s E 2000s E 2010s e 2020s 2030s
Wireless Digital Wireless Universal Mobile Mobile Internet Mobile
Telephony Telephony Worldwide Broadband of Everything Inteligence

of Everything

DECT GSM UMATS LTE-A 3GPP 5G NR
AMPS ICT-25 WilAAX 3GPP 5G NR++
Voice
Voice Voice Web Video Verticals Verticals ++
Text
Freq < 2GHz Freq < 6GHz Freq < 100GHz Freg<1 THz
Freq<2GHz
(ITU-R) (ITU-R) (ITU-R) (ITU-R)
[MT-2000 IMT-Advanced INT-2020 |MAT-2030

« Complete roadmap and related scientific areas will be developed in
order to embrace the multi-resource composition (IoT, Wireless,
Cloud/HPC, Data/Al) of the future Internet/digital infrastructures.
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_\\‘//» Baseline Technology Roadmap from a

/1 3GPP-Release perspective

5G LEVO

5G SEVO
(B5G Begins) 3G MEVO »6G?

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

5G NR for >500 GHz and <1 THz

1. 5G NR for>250
| GHz and <500 GHz

2. Flying UEs, cells
and relays

2. Battery-less devices and
networks providing support for
energy harvesting and wireless
power fransfer
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: 3. Wireless Fusion with Al/MLIn
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Rel. 15 I Rel. 16 |

3. Joint sensing and

1. 5G NR Licensed every plane and every layer of

5G SEVO and Unlicensed Rel. 17 communicafion stack including PHY
(RS Seans <92.6GHz 4. In-band ful 4. Integration of communication
duplexi h : ’
5G LAN and NPNs b;ﬁ:f}i(clz?ca where sensing, imaging, and radar

1. 5G NR for>52.6 GHz
and <250 GHz

NR-based V2X

. 5. Cognitive infegrated access
4. URLLC

across heterogeneous
enhancements 2. NPN and NR-Light technologies (€.g. evolutions

of NR, WiFi, and LiFi)
infroduction IAB enhancements

NTN infroduction

RAN Data Collection
for Al/ML enablement

5. Wireless Fusion with
Al/ML in C-plane
and U-plane upper
layers

5G LEVO Rel. 21 Rel. 22 Rel. 23
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'\:— Usage Scenarios
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Usage scenarios of IMT for 2020 and beyond

Enhanced mobile broadband ’ Epc?:dnk?aer?dl\?gl?/ligm

— Incl new Frequencies

Gigabytes in a second « Massive Machine Type
_|—- Communications (MMTC)

080, UHR scxeas - Ultra Reliable and Low
Latency Communications

Work and play in the cloud
Smart home/buikling i (URLLC)
Augmented reality
Industry automation
Voice . ——  Mission critical application
Smarteity —— Self driving car
Future IMT
Massive machine type Ultra-reliable and low latency
comimunications communications
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— Physical Architecture
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Edge Cloud
’é‘
Central RAN -
=
" cu
;((i)) -~
Local RAN -DU SDN Comrolle

Local Edge
Cloud

Enterprise Network Radio Access Network Transport Network
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Sprint is leveraging :
Massive MIMO at 2.5 GHz for G
I-TE Adva nced and SG 32 LTE Massive MIMO Sites at Super Bowl 53

2578 of data on Super Bowl Sunday - 1567% Increase from Super Bowl 52

64T64R Massive MIMO

Massive MIMO
radio & antenna

Traditional 8T8R
radio & antenna




5G Spectrum and Data Speed
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66-71
GHz

High
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3.4-363.6-38 38-42
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Low
700 MHz
§

Spectrum pipeline
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AV (Automotive Vehicles), VR (Virtual Reality), AR
(Augmented Reality)

VR and AR require efficient increase in wireless capacity

Constant up/download on
an all-day wearable

- A

22 _ Downlink/
- 09 Consume
be ™ w
Uplink/Share ! [aa)

Richer visual content

Higher resolution, higher frame rate
Stereoscopic, High Dynamic Range (HDR), 360° spherical content, 6 DoF

2 Mbps

Video conferencing

5 to 25 Mbps

Two-way telepresence

50 to 200 Mbps
Next-gen 360° video (8K, 90+
FPS,_ HDR, stereoscopic)

Bandwidth

2 to 20 Mbps 10 to 50 Mbps 200 to 5000 Mbps

1 Mbps
Image and workflow 3D model and data  Current-gen 360° 6 DoF video
downloading visualization video (4K) or free-viewpoint

i

Critical for immersive experiencesio
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-~ — 5G High-level Technical Architecture (ENISA)
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r/Tenant Tenant Tenant

5G Security Architecture
Network Functions (NF)

Network Slice

- =¥ ]
1]
U
= 0SS / E SDN NFV = :
Virtualized Infrastructure
Physical Infrastructure e
* *
Storage Computing Networking : en;sa
. /
x
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- — 5G High-level Technical Architecture (ENISA)

[\

5G Security Architecture

Network Slice

Main Technological Changes

UE — User
Equipment

r/Tenant Tenant

Tenant

Network Functions (NF)

Virtualized Infrastructure

~ 0SS / B SDN

NFV

Physical Infrastructure

Cloud Layer
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MANO

Storage Computing Networking

5G Tech for Secure Data Infrastructure




‘5«\

oo\o.: ,.'. - é’i”

zlassive loT devices
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. Access node . Cloud node (edge & central) . Networking node ' . . Part of slice

[ref] ENISA Threats Landscape for 5 G Networks, Nov 2019
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-~ — Core network architecture and slicing zoom-in
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« AUSF — Authentication Server
Function

* UDM - Unified Data Manager

* NRF — Network Resource
Function

* NEF — Network Exposure Function

* UDSF — Unstructured Data
Storage Function

* UDR - Unified Data Repository

* SEPP — Security Edge Protection
Function

* AMF — Access and Mobility
Management

* NSSF — Network Slice Selection
Function

* SMF — Session Management
Function

* PCF — Policy Control Function
» UE - User Equipment

* RAN — Radio Access Network
* UPF — User Plane Function

* DN - Data Network

» AF — Application Function(s)

CCl June 2020

AUSF

Nausf

UDM

NRF

NEF

Nnef SEPP

|1

3 Parties

etwork Exposure APls
PR — p—

|
1

r
I
I
I
I

e

Data
Network

Namf Nnssf Nsmf
AMF NSSF SMF
N3 UPF
5G CN

Npcf
PCF
Naf
N6
Network Slice |-
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Dependencies of slices with the generic 5G
architecture components

~\
//,\\

Slice
Management

Os-MaNfvo

Network Slice | |

Generic 5G architecture components

5G RAN 5G Core

[ref] ENISA Threats Landscape for 5 G Networks, Nov 2019
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— Evolution to Cloud Native Ecosystem
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e D CNFs Cam
VNFs N - |
n — VNFs - :
I Kubernetes CNF 5

' | Kub, e ¥ u CNFs uvwﬁ

Hypervisor - | Hypervisor : : : T T
OpenStack OpenStack Kubernetes : : : KubeVirt/Virtlet
: | Kubernetes :
Bare Metal Bare Metal | Bare Metal |
Current Transient Future
pservice T-  Cloud Native: SBA vs SOA
2 — Focus on microservices
- . .
3 >BA — RESTful interface
E - -
% soa [ —————— « SBA - Service Based Architecture
e | | — « SOA — Service Oriented Architecture
grained grained « Kubernetes platform still to advance on
Granularity

network virtualization and isolation

[ref] A5G Americas White Paper. 5G and the Cloud, Dec 2019
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s\ vertical NFV stack into composable SBA services

/ ~ Comparison 4G and 5G SBA Model: Transforming

AF
Naf

L N6—

DN

» 4G vertical stack vs 5G cloud native layering model

[ref] Service Based Architecture for 5G Core Network, Heavy Reading White Paper, Sponsored by Huawei, 2017
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4G Core Using “CUPS” 5G Core Using Service-based Architecture
S2b-Cr sdGyiewl [Gzn
S | B4C gep e S
C T oxeyGa peb L 1 11 NEF | | NRF PCF | | UDM
GnepCH | TTTTT
Nnef|  Nnrf Npef | Nudm
Senving e PDN Nausf Namfl Nsmfl
Gateway-C Gateway-C TOF-C o | T e
Sxa - Sxb - Sxe- . " o
L I Operator's IP /
Serving PDN ( '
Fril i i S N3
U7 | Gatevayl — Gateway-U ] Th TR i ll\ig e = R)AN i
S—— $5/8:U Sol
s1U |
Gn/Gp-U _ _
sl | « 5G User Equipment (UE) — (Radio) Access Network (RAN) — User
Bl i Plane Function (UPF) — Data Network (DN)
* 4G CUPS - Control and User Plane Separation
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- — B5G-3GPP Architecture based on SBA Functions
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NSSF NEF NRF PCF UDM AF » User E_quipment (UE)

= = = — (Radio) Access
Nnssf Nnef NnrfT Npef N“me T Naf Network (RAN)
- . — User Plane Function
Nausfl Namf Nsmf (UPF)
AUSF AMF SMF — Data Network (DN)

 AUSF — Authentication
Server Function

<N N2 N4 « AMF — Access and

Mobility Management
* SMF — Session
UE (R)AN N3 UPF [ —N6— DN H

Management Function

* NSSF — Network Slice Selection Function  NEF — Network Exposure Function

— This module is responsible for selecting the 5G « NRF — Network Resource Function

network slice instance serving User Equipment _ : :
(UE) and which AMF, or list of AMFs, canbe ~ " —F — Policy Control Function
used by a device (UE) « UDM - Unified Data Manager

» AF — Application Function(s)
[ref] A5G Americas White Paper. 5G and the Cloud, Dec 2019
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/Z VMs vs Containers: Test by Cloud Native
71 Computing Foundation (CNCF, 2020)

OpenStack ‘ Kubernetes
Infra deploy time ~65 minutes 16 minutes*®
NF deploy time 3 minutes, 39 seconds < 30 seconds
Idle state RAM 17.8% 5.7%
Idle state CPU 7.2% 0.1%
Runtime NF RAM 17.9% 10.7%
Runtime NF CPU 28.8% 39.1%
Snake case PPS 3.97 million PPS 4.93 million PPS
Snake case latency | ~2.1 milliseconds ~2.1 milliseconds
Pipeline case PPS N/A /.04 million PPS

https://docs.google.com/presentation/d/1nsPINvxOwZZR 7E4mAzr-50eFCBhbCHsmik6DI yFAO/edit#slide=id.g5036f143e9 3 672
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-~ Benefits Cloud Native Approach: Re-

—

7'\ usable/Composable Network Components

/

\

 Service Based Architecture
— Vs Service Oriented Architecture

* Cloud Native approach and tools
— Including DevOps

* VMs vs Containers
— Noisy neighbor factor is known in Kubernetes
— But network infrastructure has known type of workload

CCI June 2020 5G Tech for Secure Data Infrastructure
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Device App

CFS Portal

User App
LCM Proxy

\
-;, — MEC (Mobile Edge Computing) Architecture

Multi Access Edge

Orchestrator

é |
|0ther MEC HOST |
I Sy I
I |OtherMEC | |
| Platform | |
| RN
| == |
(BN V/

MEC HOST

Network Level
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MEC MEC
App App
MEC

MEC PLATFORM

Service registry J

DNS
Handling

MEC Host Level Management

MEC Platform Manager

MEC platform  MEC app rules
element and requests
management

MEC app
life-cycle

management management

Virtualisation

Virtualisation
Infrastructure

Infrastructure Manager

(VIM)

|
|
|
|
|
|
|
Applications |
|
|
|
|
|
f
I

oG |ech Tor Secure Data Intrastructure

System Level

MEC Host Level
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IUser l |Aecess Network I l?ore Network/ Perimeter g
| | | Securty | | Securkty Entities |
Security
I ME I | gNB-CU I ' Monitoring DB
| | | (NFVSecM DB)
I I
I l l — I | VirtuaI.Sec:urity
I I 3GGP ' FunctionVNF
usimMm I Reross I Catalog (V?FVNF
I | I Network | ' CAT
, i el 1 e
AUD-DB)
| | L
| | L
I —— A, S— — o Security
User authentication and authorisation data I . C
I | | [Virtual Monitoring
| I Resource Analytics
I I l Security l System
I | Gateway I l
L___l___— — — I Physical
I I | | l | | Resource
S N A e——— Y ——
[ref] ENISA Threats Landscape for 5 G Networks, Nov 2019
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Access External/Internal
Networks Services and
Apps

Fixed Aicess

Operator
Apps/ -
\.Servlce&/

S
-
Roaming @

L i
O EE S SED S OGS BES SN D SES SIS S B G S SN SED M S SEE SEN SEe SEe S mEe M e S e

2GI3GI4G
/i//
| PLMNs
| NRF NA
|
!
| Untrusted/Trusted
I WiFi
| X ) >
I 4
I

[ref] A 5G Americas White Paper. The Evolution of Security in 5G: A “Slice” of Mobile Threats, July 2019
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2 Building Secure and Trusted E2E Env for loT and
71 Edge with the Trusted Execution Environment (TEE)

« Trusted Execution Environment (TEE) is a secure area of a main processor
that guarantees code and data loaded inside to be protected with respect to
confidentiality and integrity.

— TEE as an isolated execution environment provides security features such as isolated

execution, integrity of applications executing with the TEE, along with confidentiality of
their assets

« TEE is a standard which creates an isolated environment that runs in parallel with
the operating system, providing security for the rich environment.

— Only trusted applications running in a TEE have access to the full power of a device's
main processor, peripherals and memory, while hardware isolation protects these from
user installed apps running in a main operating system.

— Proposed and implemented by ARM as ARM TrustZone firmware utilising both
hardware and software to protect data on terminal devices

— TEE is a derivation of the Trusted Computing Group (TCG) Architecture

« “Hardware root of trust" is used in TEE to prevent simulation of hardware with
user-controlled software.

— Technically this is a set of private keys (so-called "endorsement keys" or "provisioned
secrets") which are embedded directly into the chip during manufacturing.

CCI June 2020 5G Tech for Secure Data Infrastructure 25



/

~

\

— TEE Root of Trust: As used in 5G Security Architecture

REE TEE
:
Client Client | Sharec &1 | ; n?gg? Trusted
application application [rmemony | &) il ".E".‘,) application
5!
» 31
4
w
. 4 41
b - -—-I g o )
A System calls - ] A System calls N

|
. 21

Rich OS components §= Trusted OS components

2
‘ ; =1 :
Fublic device | Communication &l | Communication Trusted device

drivers agent 9 = agent drivers
ry = |

Messages +

Public peripherals

Platform hardware

Trusted peripherals

CCl June 2020
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* TEE - Trusted
Execution
Environment
— Protected by

hardware secrets

« REE — Rich
Execution
Environment (OS)
— Endorsed by TEE

— Ensures
Confidentiality and
Integrity of
application data
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- — Huawei 5G and security concerns
/\

« Facts and studies
« Huawel firmware analysis by Finite State

CClI June 2020 5G Tech for Secure Data Infrastructure 27
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— Huawel 5G security

Controversial security reports about Huawei 5G security
— https://www.ft.com/content/8b48f460-50af-11e9-9c76-bf4a0ce37d49
— Not only Huawei play role in network/infra security

1. Data: It is almost impossible for encrypted communications to be read by
anyone who does not have the encryption keys.
— But in the way wireless telecoms networks are currently structured, much data passes
through the network in unencrypted form.

— Some experts have argued that the risk from Huawei’'s equipment could be minimised
by only using the vendor in the “edge” or “access” networks — the periphery of the
network, which includes the base stations (or masts) that broadcast mobile signal, and
not the “core” network.

2. Attacks on individuals: Base stations can send false emergency alerts, or not
pass on real emergency alerts. Base stations can also launch “man in the middle
attacks”.

3. Attacking the whole network Base stations relay signals between the phone
and the core network, but can also be used to send malicious signals into the
core.

— DoS attacks that jam part or all of the network

— Mr Clancy said that keeping Huawei out of one country’s network would not
significantly reduce Huawei's offensive capabilities. “With their market share, they can
take down the global Internet whenever they want,” he said.

CCI June 2020 5G Tech for Secure Data Infrastructure
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\ |/
_ Huawei security: Half its kit has 'at least one potential backdoor’

https://www.zdnet.com/article/huawei-security-half-its-kit-has-at-least-one-potential-backdoor/

* Recent facts that suspected Chinese state-sponsored hackers broke into telecom giants through
IBM and HPE, researchers have revealed that over half the equipment from China's telecoms
giant, Huawei, has "at least one potential backdoor".

« Huawei equipment assessment by the UK's National Cyber Security Centre (NCSC) over
concerns its 5G gear could be used by China to spy on the country:

— Huawei security was "objectively worse" and "shoddy" compared with that of rivals, which include
Ericsson, Nokia, and Cisco.
* Finite State analyzed 1.5 million files within about 10,000 firmware images that are used across
558 Huawei enterprise networking products.
— More than 55 percent of firmware images have at least one potential backdoor
— The flaws include hard-coded credentials that could be used as a backdoor, unsafe use of
cryptographic keys, and indications of poor software development practices.
— Finite State nonetheless found that on average there are 102 known vulnerabilities in each Huawei
firmware image, along with evidence of numerous zero-day vulnerabilities.

* One of the key problems Finite State found lies in Huawei's use of and failure to update open-
source software components, in particular OpenSSL,

— It found that the average age of third-party open-source software components in Huawei firmware is
5.36 years and says there are "thousands of instances of components that are more than 10 years
old".

— The oldest version of OpenSSL contained in Huawei firmware was released by the open-source
project in 1999. The company said it found 389 binaries on Huawei firmware that were vulnerable
to Heartbleed, the critical bug disclosed in 2014 that allows an attacker to steal email and other
communications that would normally be protected by the Transport Layer Security protocol.

CCI June 2020 5G Tech for Secure Data Infrastructure 29
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https://www.zdnet.com/article/huawei-security-half-its-kit-has-at-least-one-potential-backdoor/
https://www.zdnet.com/article/these-hackers-broke-into-10-telecoms-companies-to-steal-customers-phone-records/
https://www.reuters.com/article/us-china-cyber-cloudhopper-special-repor/special-report-inside-the-wests-failed-fight-against-chinas-cloud-hopper-hackers-idUSKCN1TR1DK
https://www.theguardian.com/technology/2019/jun/07/huawei-must-raise-shoddy-standards-gchq-senior-uk-cybersecurity-official
http://heartbleed.com/
https://www.zdnet.com/article/google-aws-rackspace-affected-by-heartbleed-openssl-flaw-but-azure-escapes/

— Discussion

« 5G technologies for Secure Cyberinfrastructure and
Data exchange

« E2E Iinfrastructure from IoT — Edge — Data Center -
Data Analytics

* Bring cloud experience to 5G core network

* Bring computationally enforceable policies via CNF
cloud native provisioning
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\/ ~ Additional: Mobile devices and smartphone

= —

/I\  security

« Mobile devices security
« Baseband processor architecture
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- — Mobile devices security

« See overview and comparison of the security of mobile platforms:

|OS, Android, Windows
http://meseec.ce.rit.edu/551-projects/fall2015/3-2.pdf
https://crypto.stanford.edu/cs1550ld/cs155-spring15/lectures/17-mobile-platforms.pdf

« Every smartphone or other device with mobile communications
capability (e.g. 3G/4G or LTE) has two processors and runs
two operating systems by design

— Application Processor/OS (Android, i0S, Windows)

— Broadband Processor and proprietary RTOS that manages

everything related to radio, e.g. Qualcomm's Infineon and chip
http://www.osnews.com/story/27416/The second operating system hiding in every
mobile phone

* Implements std protocols GSM, UMTS, HSDPA, etc
* Runs Hayes commands for controlling modem function

 Existing bug allows multiple attacks
https://www.infoworld.com/article/2625180/smartphones/coming-soon--a-new-way-
to-hack-into-smartphones.html
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Figure 3: lllustrative baseband architecture

:

Other radios
Bluetooth, FM,
GPS, WiFi, NFC

. Baseband processor is the digital system for transmitting and receiving data over the radio. Baseband processor

Is divided in two parts - https://www.androidauthority.com/smartphones-have-a-second-0s-317800/

— Modem to modulate and demodulate the radio signal

—  Protocol stack processor which manages the communication between base station and mobile terminal by establishing
connections, managing radio resources, handling errors and packetizing incoming and outgoing data

. Patent https://encrypted.google.com/patents/US9191823
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