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- — Background — Origin of this work

|
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» This work is a result of ongoing development of the Generic
Authentication, Authorisation, Accounting (GAAA) Authorisation
Framework (GAAA-AuthZ) for Grid-based Collaborative Environment
(GCE)

« Typical Grid-based collaborative environment

+ Dynamic - since the environment can potentially change from one
experiment to another

+ Multidomain - may span multiple administrative and trust domains

— must handle different user identities and attributes/privileges that must comply
with different policies (both experiment and task specific, and site-local)

¢ Customer-driven
¢ Human controlled and interactive

14-17 May 2 LasV



\ /

|

- — Background — Contributing projects

|
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 EU project EGEE (Enabling Grid for E-sciencE)
¢ Knowledge and experience of up-to-date Grid technologies
¢ GT4-AuthZ based gLite Authorisation Framework
o Operational security and Grid Vulnerability analysis

« National projects VL-e (Virtual Laboratory for e-Science) and Gigaport-
NG (New Generation)

¢ Architecture and implementation for distributed Access Control infrastructure
 Industry funded project Collaboratory.nl (CNL)
+ Central Authorisation service — architecture and implementation
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. Collaboratory.nl project Overview - Used technologies and
71 development platform

—
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Collaboratory.nl project at its stage CNL3 — industry prototype
 Industry level software and new challenges for research

Development platforms

o GridSphere — extensible portlet based portal framework
+ Create virtual working environment
¢ Manage Instrument

* Eclipse Rich Client Platform (RCP)

+ Extensive range of plugins and libraries for collaborative applications
— chat, whiteboard, videostreaming, etc.

+ Rapidly developing platform
» Aceqi security for Spring
o Interceptor service plugins/callouts (aspect-oriented programming)
— Internal ACL and callouts to external AuthZ modules, e.g. GAAA-AuthZ
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- CNL3 domain model — Resource hierarchy and services context

Facility > Virtual Lab > Experiment > Experiment/Collaborative Session

e Provides context for
¢ Instrument as the access object Resource
o User roles/attributes

» Users as registered users at hosted Facility or member Facility

» Access control policy/rules depend on the domain context and
experiment stage and/or collaborative session

Two solutions/mechanisms to flexibly manage security context
« Experiment workflow
« Context aware Access control infrastructure

14-17 May 2 LasV
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— CNL3 Domain model

CNL3 Domain Model
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CNL3 Experiment-centric security model and using workflow for
security context management

Experiment | | ________ WorkFlow
Description ExprJob i M
: Runtime anager
: Object
* ExperimentlD || | t-------
* Exper. Attributes ||~ ___________
* Exper. Owner 1Security Ctx!
Signed | |b—r-r—7-— @ — T
Order VO Mngnt
* UserDB
Document * User List * User Attrs
* User Attributes * TA3
(B * RBAC Admin
v
. Policy Auth A
* Policy Ref/Attach . ;)II(.:y o cOCr?teﬁl
* TrustAnchor (TA2) o . (TOA%) Service
(TA4)

Experiment Description as a semantic object defining attributes for the workflow/job, user
association in a form of VO, access control policy

Trust domain based on Business Agreement (BA) or Trust Anchor (TA)
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- Moving to Grid/Web Service platform

Ser vices/Resour ces Access Control
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Message-level Security
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SOAP header

Linking dynamically all
components of the access
control system

Policy is attached to any
component of the service
description in WSDL
format
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policy document and apply
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elements, which declared
policy compliance
requirements



Security context management: Changing information and
1. suggested mechanisms

Context dependent information/attributes:
» Service/Resource environment/domain
* Policy
e Trust domains and authorities
« Attribute namespace
e Credential format

Mechanisms to communicate/manage context related information

« Service and requestor/user ID/DN format that should allow for both using
namespaces and context aware names semantics.

« Attribute format (either X.509/X.521 or URN/SAMLZ2.0 presentation).

» Context aware XACML policy definition using the Environment element of the
policy Target element

« Security tickets and tokens used for AuthZ session management and for
provisioned/booked resource/service identification

« Security federations for users and resources, e.g. VO membership credentials
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-~ — GAAA_tk profiles: GAAA-RBAC and GAAA-P

/ A\
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— GAAA-RBAC profile components
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« GAAA-RBAC profile consists of two generic modules: Policy Decision
Point (PDP) for individual policies evaluation and Policy Enforcement
Point (PEP) for policy decision enforcement

 GAAAPI provides all necessary functionality for communication between

PEP and PDP and providing security context for service request
evaluation

o Namespace resolver to define/resolve what policy and what attributes should
be used for the request evaluation

¢ Triage (together with Cache) used for AuthZ tickets/tokens handling and
AuthZ session management

— provides local to PEP service request evaluation

¢ Attribute resolver and Policy Information Point (PIP) provide resolution and

call-outs to related authoritative Policy Authority Points (PAP) and Attribute
Authority Service (AAS)

— May call external Credential Validation Service (CVS)
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-~ GAAA-RBAC for CNL3 and Grid-based Collaborative
710 Environment
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« Experiment-centric domain security model for virtualised GCE
¢ CNL3 domain based security context
+ Experiment workflow for dynamic security context management
« Extended RBAC functionality based on GAAA Authorisation framework

¢ XACML Request/Response messaging
— External callouts using SAML protocol

¢ XACML policy and XACML PDP
« Authorisation service performance optimisation using tickets/tokens
o Proprietary and SAML based AuthzTicket format
o AuthZ Session management
+ Delegation and Session credentials renewal
« Trust domains and credential authorities configuration
+ AuthN service, Attribute Authorities, AuthZ tickets authority, PEP/PDP keys
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— Session management in GAAA-RBAC

A\

Maintaining AuthZ session is a part of the generic RBAC functionality

Session can be started only by authorised Subject/Role
+ Session can be joined by other less privileged users
SessionID is included into AuthzTicket together with other decision
attributes
¢ Signed AuthzTicket is cached by issuing PEP or PDP
If session is terminated, cached AuthzTicket is deleted

+ Note: AuthzTicket revocation should be done globally for the AuthZ trust
domain



- — Tickets/Tokens handling in AuthZ system

y ™
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» AuthzTicket is issued by PDP and may be issued by PEP
» AuthzTicket must be signed

» AuthzTicket contains all necessary information to make local PEP-Triage Request
verification

 When using AuthzTokens, AuthzTickets must be cached; Resolution mechanism from
token to ticket must be provided
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— GAAA AuthzTicket format
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<cnl : CNLAut hzTi cket xm ns: AAA="" xm ns:cnl ="htt p://ww. aaaut hr each. or g/ ns/ #CNL"

| ssuer="urn:cnl:trust:tickauth: pep" PolicyURl s="CNL3policy0l-test"
Sessi onl ndex="sessi onl D- 2006- 03-23-test" Ticketl D="e916c88a86462d0e26cd4f aaelde88ae" >

<cnl : Deci si on
Resourcel D="http://resources. col | aboratory.nl/Phillips_XPS1">Perm t</cnl: Decision>

<cnl:Validity NotBefore="*" NotOnO After="**" renewal =*yes/ no"/>
<cnl : Del egati on> <cnl : Communi ty/ > <cnl : Subj ects/ > </cnl : Del egati on>

<cnl : Subj ect |1d="subject">
<cnl : Subj ect | D>WHO740@user s. col | aborat ory. nl </ cnl : Subj ect | D>
<cnl : Subj ect Confirmati onDat a>I GhAllvwa8. . . WiU=</ cnl : Subj ect Confi r mati onDat a>
<cnl : Rol e>anal yst </ cnl : Rol e>
<cnl : Subj ect Cont ext >Experi ment | D: : CNL2- XPS1- 2006- 02- 02</ cnl : Subj ect Cont ext >
</ cnl : Subj ect >

<cnl : Resource>http://resources. col |l aboratory.nl/Phillips XPS1l</cnl:Resource>

<cnl : Actions> <cnl: Action>Control I nstrunent</cnl : Acti on> </cnl: Actions>

<ds: Si gnat ur e> <ds: Si gnedl nf o> <ds: Si gnat ur eVal ue> </ ds: Si gnat ur e>

</ cnl : CNLAut hzTi cket >

. . _



- XACML Policy format

N

Policy target is defined for the triad
Subject-Resource-Action and may
iInclude Environment

Policy may contain Obligation element
that defines actions to be taken by PEP
on Policy decision by PDP

XACML Policy
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{SRA, B}

PolicySet

Policy
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— CNL3 Authz policy: XACML Policy generation conventions

« Policy Target is defined for the Instrument (containing also CNL domain
information)
» Policy combination algorithm is “ordered-deny-override” or “deny-override”
* Rule Target is defined for the Action and may include Environment checking
¢ Rule’s Condition provides matching of roles which are allowed to perform the Action
« Access rules evaluation
+ Rules are expressed as permissions to perform an action against Subject role
¢ Rule combination algorithm “permit-override”
+ Rules effect is “Permit”

« Subject and Credentials validation — is not supported by current XACML
functionality

+ Credential Validation Service (CVS) — proposed GGF-AuthZ WG development

14-17 May 2 LasV



- — Example CNL2 AuthZ policy: Resource, Actions, Subject, Roles
/ | A\
Actions (8) Roles (4)

o StartSession o Analyst

e StopSession o Customer

e JoinSession  Guest

o ControlExperiment o Administrator

o Controllnstrument o (CertifliedAnalyst)

* ViewExperiment
* ViewArchive
e AdminTask

Naming convention
* Resource - “http://resources.collaboratory.nl/<CNLdomain>/Phillips XPS1”
o Subject — “WHO740@<CNLdomain>.users.collaboratory.nl”
* Roles - “role” or “role@<CNLdomain>.Experiment|D”
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— Simple Access Control table

<Policy Poli XPS1® ‘|

algorithm:deny-overrides'>

.
<Description>Permit access for CNL2 users with specific roles</Description>
<Target>
<Subjects>

<AnySubject/>
ontrExp s

ttributeld="
DataType="hitp://www.w3.0rg/200L/XMLSchemaianyURI*/>
<IResourceMatch>
source>

ontrinstr
lewExp

<Rule Ruleld=" AL trExp”
Effect="Permit">

<Target>
<Subjects>
<AnySubject/>

<Resources>
- <AnyResourcel>
<IResources>
<Actions>
<Action>
DataType=

Atributeld="
DataType="hitp://www.w3.0rg/2001/XMLSchemastring"/>
<IActionMatch>

AdminTsk
StartSession
StopSession
JoinSession

<Condition Functionid=" >
<Apply Functionid= >
DataTyp

</Apply>

DataType="

ributel

Issuer="CNL2Attributelssuer'/>

<ICondition>
<IRule>

<Rule Ruleld="

Effect="Permit">
<Target>
<Subjects>
<AnySubject/>

P PP O R R PR
b O O O = +—» O
R O O O O +—» O
OFrPr OFR RFrLr O PR

<IResources>

Matchld=" qual”>
DataType=

Type=

<lActionMatch>
<IAction>

<IApply>
Attributeld: DataType="

See XACML policy example =>

<IRule>
<Rule Ruleld=" AL
Effect="Permit">

<Target>
<Subjects>
<AnySubject/>

Matchld=" qual”>
DataType=

DataType=
<lActionMatch>
<IAction>
<IActions>
<ITarget>
<Condition Functionl
<Apply Functionid:

urn:oasis:names:tc:xacml:1.0:function:string-bag*>
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. Considering XACML special profiles for flexible policy
71 expression

/ \

—
=

XACML RBAC profile

» defines policies that require multiple Subjects and roles combination to
access a resource and perform an action

« Implements hierarchical RBAC model when some actions require
superior subject/role approval to perform a specific action

 can significantly simplify rights delegation inside the group of
collaborating entities/subjects

XACML Hierarchical Resource profile

» defines policy format for hierarchically organised resources, e.g. file
system or XML-based repositories

XACML3 Delegation profile

Will depend on available XACML/PDP implementation

14-17 May 2 LasV
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~ — Future developments
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 Integration with existing access control tools
o GT4 Authorization Framework
o Aceqi (in context of CNL3+)
« Extending GAAA _tk to support different credentials format and callouts

+ Adding external callouts to Attribute services and Credential Validation
Service (CVS)

+ Adding support for VOMS credentials — to allow VO-based user and
resource attributes management

 Dynamic Security Context management

¢ Extend RBAC/XACML model and redesign GAAA tk components

+ Adding Security features to popular workflow management tools, e.g.
BPEL
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— GAAA _tk: Integration with GT4 AuthZ framework

|
\

GT4 Authorisation Frameworks (GT4-AuthZ) provides access control for Grid services
« Can be applied at the level of container, service, or resource/application

* Implemented access control PDP’s
o Access Control Lists (ACL), gridmap file, identity or host based, simple XACML based PDP

» external policy evaluation callouts using OGSA Authorisation PortType

« Support for different types of secure credentials
¢ X.509 Proxy and Attribute Certificates, VOMS credentials

» Support for WS-Trust based secure communication

Suggested GAAA tk contribution
« Complex XACML policies evaluation
« Authorisation session support using AuthZ tickets and tokens handling
» Flexible request semantics and trust domains configurations and management

Integration can be done in three ways

(1) using GT4 WS/messaging middleware to provide WS-based access to GAAA tk
authorisation service to allow easy GAAA _tk integration into different applications

(2)adding GAAA AuthZ callouts to GT4 AuthZ framework
(3)integrating GAAA AuthZ PDP/GAAAPI into GT4-AuthZ as one of internal PDP’s

14-17 May 2 LasV
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- — Additional information
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« RBAC models and XACML implementation

 Interacting components and entities in the Experiment-centric security
model

» Detailed AuthZ and AuthN ticket and token examples



CNL3: Building integrated manageable Access Control
Infrastructure

* Needs for central/integration point
+ Business Agreement, or
+ Experiment, or
¢ Job
« To allow integration of all security entities and components during the
whole experiment lifetime
o Users (and resources)
¢ Policy
¢ Trust
+ Execution environment and security context
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— RBAC models - Reference

|
/ \

Source Sandhu et al.: Role-Based Access Control Models

http://www.list.gmu.edu/journal papersl.htm

RBACO — flat role-permissions model
¢ One user per session (single or multiple roles)
+ One user can have multiple sessions
RBAC1 - roles hierarchy and capabilities inheritance
+ One user per session (dominant roles can be added)
RBAC2 = RBACO + constraints
+ Enforces high-level (local) policies
¢ Decentralised security model and context -dependent
RBAC3 = RBAC1 + constraints




- PEP/AEF - Policy Enforcement
access . abligations .
requester 2. access request 13. cbligations ST PO| nt

PDP/ADF - Policy Decision Point
PIP - Policy Information Point

J.request 12 response
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~ Trust relations in distributed access control

~Infrastructure
T

s | R S Trust/credentials chain and

Oog ' temmm- - [ . .

o s o . — o delegation between major

Tl T oy JE e | S modules:
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. L o
Obtaining required permissions to perform requested action by the user:
User => Aut hN( HoneOrg. staff(TA2), Job. nenbers) =>
Pol i cy. perm ssi ons) =>

=>

Aut hZ( Menber . r ol es,
=> Resource. perm ssi ons



-~ — CNLAuthzTicket example — 1011 bytes

A N
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<cnl : CNLAut hzTi cket xm ns: AAA="ht t p: / / wwww. AAAar ch. or g/ ns/ AAA_BoD'
xm ns:cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL" | ssuer="http://ww. AAAar ch. or g/ server s/ AAA"
Pol i cyURI s="CNLpol i cy0l1" Sessi onl ndex="JobXPS1-2005- 001"
Ti cket | D="c24d2c7dba476041b7853e63689193ad" >

<l-- Mandatory el enents -->

<cnl : Deci si on
Resourcel D="http://resources. col | aboratory. nl/Philips_XPS1">Perm t</cnl: Deci si on>

<cnl : Val i dity Not Bef or e="2005-02-13T01: 26: 42. 699Z" Not OnOr Af t er =" 2005- 02-
14TO01: 26: 42. 699Z2"/ >

<l-- Additional elenents -->
<cnl : Subj ect |d="subject">
<cnl : Subj ect | D>WHO740@user s. col | aborat ory. nl </ cnl : Subj ect | D>
<cnl : Subj ect Confi r mat i onDat a>SeDFGVHYTY83ZXx EdsweOP8Il ok</ cnl : Subj ect Conf i r mat i onDat a>
<cnl : Jobl D>CNL2- XPS1- 2005- 02- 02</ cnl : Jobl D>
<cnl : Rol e>anal yst @obl D; expert @obl D</ cnl : Rol e>
</ cnl : Subj ect >
<cnl : Resource>http://resources. col | aborat ory. nl/Philips_XPS1</cnl : Resource>
<cnl : Acti ons>
<cnl : Action>cnl:actions: CtrlInstr</cnl:Action>
<cnl : Action>cnl :actions: Ctrl| Exper</cnl: Action>
</cnl : Acti ons>
<ds: Si gnature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"> ... </ds: Si gnature>
</ cnl : CNLAut hzTi cket >
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~ '~ CNLAuthzTicket XML Signature element — 957 bytes
;1\ (total signed ticket 1968 bytes)

<ds: Signature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >

<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm"http://ww. w3. org/ TR/ 2001/ REC- xml - c14n-20010315"/ >

<ds: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa-shal"/ >

<ds: Reference URI ="">

<ds: Tr ansf or ns>
<ds: Transform Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnature"/ >

<ds: Transform Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xm - c14n-
20010315#W t hComent s"/ >

</ ds: Transf or ns>
<ds: D gest Met hod Al gorithm="http://ww. wW3. or g/ 2000/ 09/ xm dsi g#shal"/ >

<ds: Di gest Val ue>nr Nr ZZDi w 2aDnKXFEHSeoi xnsc=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>

<ds: Si gnat ur eVal ue>
0l Zt 9WsJT6an+t | xhhTPt i zt DpZ+i ynx7K7X2Cxd2i BWCUTQON61Szv81DKI | Wsq751 sHf usnnb6

zT3f hKUlzEUsob7p6oM_M7hb42+vj f vNeJu2r oknhl Dzr uM r 6hMDs| f aot URepu7QCTOsADNnDI f

X89Et 55EK SE90E9qBD8=
</ ds: Si gnat ur eval ue>

<ds: Keylnfo> << ... snip ... >> </ds: Keyl nf o>

</ds:Signature>
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22 RSA <ds:KeyInfo> element — 1010 bytes
AN (total signed ticket with KeylInfo - 3078 bytes)

<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>
M | CADCCAVK CBEGX/ FYwDQYJKoZI hvc NAQEEBQAWRz EL MAk GA1 UEBhMCTk wx GTAXBgNVBAO TEENV
bGxhYnBy YXRvcnkubmux HTAb BgNVBAMTFEFBQXV0aHJ | YWNol FNI Y3 VyaXR5NMB4 XDTAOMI Ex NTAw
NDYxNFoXDTALNMDI x Mz AMNDYx NFowRz EL MAk GA1 UEBhMCTkwx GTAXBgNVBAO TEENV bGxhYmBy YXRv
cnkubmax HTAbBgNVBAMTFEFBOQXV0aHJ| YWNol FNI Y3VyaXR5M Gf MAOGCSqGSI b3DQEBAQUAAAGN
ADCBi QKBgQDdDr BhVnr 1nD9eqi 7U7miyj | Rxf vj AKv33Epuaj vTKHpKUgLj bcBC3j NJ4F7a0G XQ
cVbuF/ aDx/ ydl UIXQkt vFXKOSn7 7WeSel OcLc1hYf USAg4nudt f sB7r A +CzNnVdr 6 RLFpS9YFE
| v5pt GaNGSbwHj U02HnAr EGL2K+0AW DAQABMAOGCSqGSI b3 DQEBBAUAA4 GCBADHKgk OMMPIDv O
bM/f 40qXTt h7yv803Zol 7+nql BO9Tqgf / bVNLM8vNo5f WRHbpnHI FFgTk31nr Jf 8kEZEof vwAeV\s
1gQ Yf sloxvsMPKHxFj JDi ZI LkHRVi JI / sl z5a7pkLql XLRsPFRzi TksenRXB/ f TSKDzML4pz QZg
H cO
</ ds: X509Certificate>
</ ds: X509Dat a>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Modul us>
3QBWYVZg9Zw XgoulOsuMyEcX74wWCr 99xKbno70yh6Sl | C423AQx 4zSeBe2t Bol OHFW hf 2g8f 8
NSFCVOJLbxcSt Epu+1l XknpdHC3NYWHLEgI QJr nbX7Ae6bw / gszZ1Xa+kSxaUvV\BRIb+abRnj Rkm
8B41NNh5wWKxBi 9i vt AME
</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf o>



- — CNLAuthzToken example — 293 bytes

A N

<cnl : CNLAut hzToken Tokenl D="c24d2c7dba476041b7853e63689193ad" >

<cnl ;: TokenVal ue>
0l Zt 9WsJT6an+t | xhhTPt i zt DpZ+i ynx7K7X2Cxd2i BWCUTQNn61Szv81DKI | Wq751 sHf usnnb6

zT3f hKUlzEUsob7p6oM.M7hb42+vj f vNeJu2r oknhl Dzr uM r 6hIMDs| f aot URepu7QCTOs ADBI f
X89Et 55EKSE90E9qBD8=

</ cnl : TokenVal ue>

</ cnl : CNLAut hzToken>

CNLAuthzToken is constructed of the CNLAuthzTicket TicketlD and SignatureValue
CNLAuthzToken use requires caching CNLAuthzTicket’s



- — CNLSAMLAuthzTicket example — 2254 bytes

A N

<Assertion xm ns="urn:oasis:nanes:tc: SAM.: 1. 0: assertion" xm ns:sam ="urn: oasi s: nanes:tc: SAM_.: 1. 0: assertion"
xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 1. 0: prot ocol " Assertionl D="c236b047d62db5cecec6b240996bcb90" |ssuel nst ant ="2005- 02-

15T14: 53: 23. 5427" | ssuer="cnl : subj ect: CNLAAAaut hori ty" Version="1.1">
<Condi ti ons Not Bef or e="2005- 02-16T14: 32: 12. 506Z" Not OnOr Af t er =" 2005- 02- 17T14: 32: 12. 506Z" >
<Condi ti on xsi:type="typens: cnl:session-id">JobXPSl-2005- 001</ Conditi on>
<Condi tion xsi:type="typens:cnl:policy-uri">CNLpolicy0l</Condition>
</ Condi ti ons>
<Aut hori zat i onDeci si onSt at ement Deci si on="Permit" Resource="http://resources. collaboratory.nl/Philips_XPS1">
<Acti on Nanespace="urn:oasi s: nanmes:tc: SAM.: 1. 0: action:cnl:action">cnl:actions: CtrlInstr</Action>
<Acti on Nanespace="urn:oasi s: nanmes:tc: SAM.: 1. 0: action: cnl:action">cnl:actions: Ctrl Exper</Acti on>

<Evi dence>
<Assertion Assertionl D="f3a7ea74e515ffe776b10a7eef 0119d7" | ssuel nstant ="2005-02-15T14: 53: 23. 5427"

| ssuer ="cnl : subj ect: CNLAAAaut hority" MajorVersi on="1" M nor Ver si on="1">
<Condi ti ons Not Bef or e="2005- 02- 15T14: 53: 11. 745Z" Not OnOr Af t er =" 2005- 02- 16T14: 53: 11. 745Z2"/ >
<Attri but eSt at enent >
<Subj ect >
<Nanel dentifier Format="urn:oasis:nanmes:tc: SAM.: 1. 1: nanei d- f or nat : emai | Addr ess"
NameQual i fi er="cnl : subj ect">WHO740@ser s. col | abor at ory. nl </ Nanel denti fier>
<Subj ect Confi rnati on>
<Conf i r mat i onMet hod>si gned- subj ect -i d</ Confi r mat i onMet hod>
<Conf i rmati onDat a>
PBLI R0OaZRt dZng979l j 8eDpJ5VT6EBXxXxWBt SApC5BPnI sf HRUc OCOpWQowWXBW2 TnoZd J GNz FWhM nz
XU3/ wSdLj v+si QRIG yZ7WegkMCGqY8Vi zM S5uRuUAsr r 7Al Hv9/ DP1ksJMNDZ5DnGos Me+Zygn
Kogf MjhK+DKgPwWf HF6U=</ Conf i r mat i onDat a>
</ Subj ect Confirmati on>

</ Subj ect >
<Attribute xm ns:typens="urn:cnl" xm ns:xsd="http://wwmv w3. org/ 2001/ XM_Schema" xm ns: xsi ="htt p://ww. w3. or g/ 2001/ XM_Schena-

i nstance" AttributeNanme="AttributeSubject" AttributeNanmespace="urn:cnl">
<Attributeval ue xsi:type="typens:cnl:job-id">CNL2- XPS1- 2005- 02- 02</ At t ri but evVal ue> ====> | evel
<AttributeVal ue xsi:type="typens:cnl:role">anal yst @obl D, expert @obl D</ Attri but eVal ue>

</Attribute>
</ AttributeStatenment>
</ Assertion>
</ Bvi dence>
</ Aut hori zat i onDeci si onSt at ement >
</Assertion>

====» nopved to attr in SAML 2.0

5 el enent



