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* Texnonoruu I'pun
¢ PazButue [ pug 1 OCHOBHBIE ITPOECKTHI
¢ Onpenenenue ['puy

* I'pua v BUpTYaIU3amys pecypcon

# lcnons3oBanue BupTyanbHbix Opranu3anuii 11 CO3AaHus JUHAMUYECKUX
accoluanuii 0e301acHoOCTH B [ 'puj

e OcoOeHHOCTH MOJeNIM Oe30IMacHOCTH B I'puj

¢ Jlunammdeckue ['pua-cepBHCH 1 TpeOOBaHMS K HHPPACTPYKTYpe
0Ee30I1aCHOCTH

& KonTpons noctyna B I'pusi-cucteMax U KOHTEKCT O€30I1aCHOCTH

¢ HCpCHeKTI/IBHBIC HalIPpaBJICHUA HAYYHBIX PICCJ'I@I[OB&HI/Iﬁ
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e OOmas uadgpactpykrypa cepucoB (middleware) - Globus (US) vs gLite (EU)

e LCG (LHC Grid) u EGEE (Enabling Grid for E-sciencE) - EU

o Large Hadron Collider — 3amyck B anpene 2007

+ Yuactue Poccun B EGEE
e OSG (Open Science Grid) Consortium u TeraGrid - US
e Crangaptuzanus B I 'pua

¢ GGF (Global Grid Forum) — ctanmaptsl B ['pua

& OASIS — crangaptel XML u Beo-cepBrcoB

¢ IIpombiniennocts — IBM, Microsoft, Sun, HP, Verisign, BEA
¢ boasmme npoektsl — Globus, EGEE, OSG
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* PaHHHE MapKETUHIOBBIE UJIEU

¢ “Computing power from the tap” — «BbIYHCIUTEIbHAS MOIIHOCTh M3 KPAHUKAa)
e (CX0XH€ KOMMEPUYECKUE UJIEH

¢ Autonomous computing by IBM

+ Utility computing by HP

¢ NET by Microsoft

— JBmxenne Microsoft B CTOpoHy pacnpeaeaeHbIX BeraucaeHuii u I'pua

e KmroueBas ucxoanas texuosorus s I'puag — XML Web Services (WSA)
e JluBuprenuus B WSA npotuB OGSA (Open Grid Services Architecture)

e Konpeprenuus ot OGSI (Open Grid Services infrastructure) Kk WSRF (Web
Services Resource Framework)
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Onpenenenue 1 pun

[ 'pun-cucrema

[To3BoIsI€T KOOPAMHUPOBATH UCIIOJB30BAHHE PECYPCOB, KOTOPBIE HE SBIISIOTCS
O00BEKTOM LIEHTPATU30BAHHOTO YIIPABICHUS

o Buptyanuzanus pecypcoB U I0JIb30BaTEIbCKUX TPy B opMe BUpTyanbHBIX
Opranuzanuii (BO)

JlnHamMuyeckoe pa3BOpauyuBaHUE CEPBUCOB IO TPEOOBAHUIO

¢ IlpenocraBnenune HempusuaibHo2o0 Ka4eCTBa CEPBUCOB B CEPBUC-OPUCHTUPOBAHHOM
cpene (SOA — Service Oriented Architecture)

o Cpena/noMeH 0€3011acCHOCTH ONPEAESIIIETCS TOIb30BaTEIeM
Hcnonb3yeT cTaHIapTHBIE, OTKPBITHIE U YHUBEPCAIbHBIE IPOTOKOJIBI U

uHrepdencel Ha ocHoBe XML Web Services (Beb-cepsucsr), Web Services
Resource Framework (WSRF) u Open Grid Services Architecture (OGSA)

Tuns! ['pun:

¢ Brruucnurensubie I'pun (Computer Grid), I'pua nanssix (Data Grid),
Cemantudeckue ['pujg (Semantic Grid)

16-21, 2006 REL 2
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Cucrema KommiekcHoro Pa3BopauuBanus Pecypcos
(CKPP) — Optical LightPath Provisioning (OLPP)

Local controller 2

]
. | Resource

Local controller 3




- Cucrewmsl kojutekTuBHOM padboTel (CKP) ¢ nnHamuueckum
'\ pa3BOpayHBaHHEM (provisioning)

/
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Experiment | | WorkFlow
Description ! ExprJob 1 M
—» ! Runtime : anager
: i Object !
* ExperimentID to------ !
* Exper. Attributes ||
* Exper. Owner iSecurity Ctx !
Signed | |V4——-—77-—"7-—+ @ T
Order VO Mngnt
* UserDB
T * User List * User Attrs
* User Attributes * TA3
BA/TA1 .
( ) * RBAC Admin
v
: Policy Auth A
* Policy Ref/Attach . ; llc,y o c()clfterssl
* TrustAnchor (TA2) ol (]? Al?;) Service
(TA4)

Experiment Description as a semantic object defining attributes for the workflow/job, user
association in a form of VO, access control policy

Trust domain based on Business Agreement (BA) or Trust Anchor (TA)

. g o Scoui o7
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- — l'pun m BUpTYanusaims peCypcoB U CEpBUCOB

Bupmyanuzayun noooeprcusaem co2iaco8anHvlii 00CMyn K pecypcam Ha MHOMcecmee
2emepo2eHHbIX NAAMPopM, O360J10em ONPedeIAmb OmMooOPaAsCEeHUE MHOICECMEA
JI02UYECKUX IKIEMNIAPOB PECYyPCO8 HA OOUH U mMOm Jce Pu3udecKuil u nomozaem
YRPAeIeHUIo pecypcamu 8 pacnpeoeieHHOl MHO2000MEHHOU cpeoe

e Bupryanuzauus ['pusi-cepBUCOB MO3BOJISIET 0TOOpaKaTh 0011I€€ CEMaHTUUECKOE
MOBEJICHUE CEPBHCOB HA OPUTHHAIBHBIE MEXAHU3MBI TLJIATQOPMBI

e Bupryanensie opranunzamnuu (VO - Virtual Organization) npeactaBisatT coooit hopmy
00bEJIMHEHNE PECYPCOB U T0JIb30BaTENICH, OPUEHTUPOBAHHBIX HAa BHITIOJHEHUE
OMpEICIICHHBIX 3a7a4 U IPEAOCTABICHUE ONPEICTCHHBIX CEPBUCOB

¢ [lo3Bonst0T popMHUPOBATH HOBBIE CEPBUCHI U3 KOMIIOHEHTHBIX PECYPCOB U CEPBHUCOB

¢ BO coznaercst Ha OCHOBE corfiaiieHust ¥ 00s13aTeIbHO BKJIIOYAET MpaBuiia B opMe MOJIUTHKU
BO

& MoryT conepxath crieniupuueckue cepBuchl i Beeir VO

e [l03BOJISIOT CTaHAPTHBIM 00Pa30M OOOWTH OTPAHUYEHUSI CUCTEMbI O€30MMaCHOCTH
IpEeaNPUSITUS

16-21, 2006 REL 2
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— Crpykrypa Bupryansaoit Opranusanuu
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VO users and services

User x1 Service xe

User x4

/ ! 800 / h
/ I 5300 /

; / [ Virtual Organisation X~/ ;
User al i

Service Ac ‘o,
* e

—_—

Service Aa

Organisation A
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VO Context i 1
(VO ID/name) VOMS (VO Membership service)
e Standard-de-facto nnst ciykObI
Requestor Resource
Service xa [ {} "|  Service xd aneHcrsa B BO
v * BO kak nepapxuyeckas CTpyKTypa

\

o e e -

___________ @ -7 Current
- VOMS
functionality

\\(1a) * BO kak uepapxudeckas CTpyKTypa

\
\

(1)

-

I
:
'« ATpuOYTHI NOJb30BATENA
I
I

Authorisation BKIIIOYAIOT TpHUAdY:

Service

Auihentication\
Se_rvice

¢ Group/subgroup

VO Mngnt roles

Policy
UserDB .
Authority

.

+ capabilities

¢ VOMS X.509 Attribute

\ Certificate (AC) BxiroyaeT

‘ Fully Qualified Attribute Name

(FQAN)

VOMS noaaepxuBaeT
PETUCTPALIMIO TTOJIB30BATEIIEH U
aIMUHHUCTPATUBHBIE ()YHKITUN

Accounting

]
1
1
[

]

Organisation B

Organisation A
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* Hcnonp3oBanue KOHUENIMA BupTryaabHbix Opranusanuii

* Mogeanr 0e30aCHOCTH, OPHEHTHPOBAHHAA HA YCJYIM W II03BOJIAIONIAS
acCOLIMMPOBaTh YCIYTM W TOJUTUKY Oe3omacHocTh ¢ ['pua-cepBucaMu uiu
JTAHHBIMU

» IlpencraBinenue B Buje uaeHtudukaropa equoro popmara End Point Reference (EPR)
e Hcnonp3yeT MeXaHM3MbI 0€30IIACHOCTH HA YPOBHE COOOIIEHU

e uH(pOpMAaIMs, OTHOCSIIASACS K O€30IMaCHOCTH, BKIIFOYAETCs B 3arojioBok SOAP
e KonTpoas goctyna ocHoBaH Ha MaHaaTax uaeHTudukanum (Identity Credentials)

C HCIIOJIb30BaHUEM I Heier ayreHtudukauuu (AuthN) crenuansHOro THIa
BPEMEHHBIX MaH1aTOB Mpokcu-cepTudurarTon (X.509 Proxy Certificates)

* HCHOJIb30BaHUE JJIsI eAUHOTO A0cTyna k I'pua-pecypcam (Single-Sign-on)
e JEJErMpOBaHUE MOJIb30BATEIBCKUX MTOTHOMOYMH MIPH 3aIMyCKE PACIPEICTICHHbBIX 3a/1a4

* lcnonp30BaHuE rJ100aJbHON CUCTEMBI YIIPaBJIeHUA J0BepueM st Cucrtembl
OTtkpriThix Kimtoueit (COK, PKI — Public Key Infrastructure) B I'pun

e OcHoBaHa Ha MmexayHapoaHol peneparuu IGTF (International Grid Trust Federation,
http://www.gridpma.org/)

Julx 16—21I 2006 RELARN2006 ﬁim ﬂﬂﬂ mmﬂmﬁ ﬁiiﬂiﬂii ﬁl ] ] ]
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— OcobenHocTr Mojenm Oe3omacHocTa ['puy (2)
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ABTOpHU3AIHS U KOHTPOJb A0CTYNA HCHOJb3YIOT cepTHGHUKATHI aTPUOYTOB, BbITaBACMBbIX
cnyx00i uneHcTBa B BO (tak Ha3piBaembiii VOMS X.509 Attribute Certificate)

Hcnonw3oBanue cranaaptHoro gopmara WSDL (Web Services Description Language) ams
AUHAMHYECKOr0 /100aBJIEHHSI CEPBHCOB H TMOJHMTHKH 0€30MacHOCTM K OCHOBHBIM
CEpBHICaM BO BpeMs pa3BOpauyNBaHMs U KOH(PUTYpAIIUU STHX CEPBHUCOB

B dactHOM ciiydae ocTyna K pacupeacIeHHbIM KOMIIBIOTEPHBIM pecypcaM, MOJEIIb KOHTPOJIS
JIOCTyIIa CTPOUTCS HA OCHOBE MPHUHATOTO B PACHPEACICHHBIX KOMIIBIOTEPHBIX CHUCTEMAaX
AMHAMHYECKOr0 3aIyCKa IM0JIb30BaTEJbCKUX 321a4 OT MMEHHU OJHOT0 U3 CHCTEMHBIX
MmoJib30Barejiel (Tak Ha3bIBaeMbIX pool accounts), Ha3HAYaEMBbIX JUHAMHYECKU HA BPEMS
BBITIOJIHEHUS TEKYIIEH 3aJ1a4u

C ToYKkM 3peHHS CETeBOI 0€30IMaCHOCTH U CETEBBIX dKPAHOB, HEKOTOPHIC I'pHI-CEPBUCHI MOTYT
VCII0JIb30BATh HECTAHJAAPTHBIE CeTeBble MOPTHI U3 JUAINA30HA, KOTOPbIM MHOTHUE CUCTEMBI
O0OHapy>KEHMS aTaK MOT'YT PacliecHUBAaTh KaK BHEIIIHHE aTaKH.

e Hanpumep, oquH u3 Haubosee BaXKHBIX MPOTOKOJIOB 11 0OMEHa OTPOMHBIMU MacCUBaMU JaHHBIX
B I'pua GridFTP moxeT ucnosiap30BaTh OJHOBPEMEHHO HECKOJIBKO MapaljIeIbHbIX TOTOKOB JTAHHBIX

yepe3 MmopThl B JuanazoHe Bbime 1024, KOTOpbld BbIIEICH I CBOOOJHOTO HCHOJIb30BaHUS
CETEBBIMU MTPUIIOKECHUAMU

16-21, 2 REL 2
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TpeboBanmsa Kk JUHAMUYCSCKUM CEPBHCAM
0e30IIaCHOCTH

1) I'mOkast koH(pUrypamusi JTO0BEPUTEJbLHBLIX JOMEHOB M CpPeICTBA MeEK-IOMEHHOI0
YCTAHOBJICHUS J0BEPUTEIbHbIX OTHOILICHUM

2) JluHaMu4ecKoe ypaBjieHue KOHTEKCTOM 0e30MaCHOCTH:

napaMeTphl Cpeibl U aAMUHUCTPATUBHBIX/CTPYKTYPHBIX JOMEHOB CEPBHUCOB HIIH pecypca,;
napaMeTphl CPeJibl U MOJIb30BATEILCKUE MOJTHOMOYHS TEKYIIEH CECCUU aBTOPU3AITUN;
MOJIMTUKA JIOCTYTIA;

MPOCTPAHCTBO UMEH aTpuOyTOoB (Attributes namespaces);

dbopmaT moJIb30BaTENIbCKUX cepTU(DUKATOB U MaHAaTOB (credentials);

JOBEpUTEIbHBIE JOMEHBI U LIEHTPHI yaocToBepeHus (trust domains and authorities)

4) Bo3aMoKkHOCTH 00pa00OTKH U YIIPABJIEHUA NMPOCTPAHCTBAMHU MMEH BCEeMHU KOMIIOHEHTaAMM
HH(PPACTPYKTYPbI 0€30IIACHOCTH

5) I'mOkoe ymnpapjieHHEe MOJMTHKOW JOCTYyINa, BKJIOYas BO3MOXHOCTb MCIIOJb30BaHUS
MHOKE€CTBa ()OPMATOB OMNHUCAHUS IOJUTHUKH, CPEIACTBA KOMOMHUPOBAHWS MHOXECTBA
MOJUTUK, CPEICTBA Pa3pCIICHUs] BO3MOXKHBIX KOH(QJIUKTOB B HEPAPXUUYECKOH U
MHOTOJIOMEHHOM Cpelie KOHTPOJIS JOCTyNa Ha OCHOBE MOJIUTHKH.

6) Ilogaep:xka ceccuu A0CTyNna (MJIM ABTOPU3ALUAHN)

16-21, 2006 REL 2
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/I ITUHAMHUYECKHUX CEPBUCOB

- Pacumpenue moaenu RBAC s noagaepxku

AzReq GAAA-RBAC
< i _PDD._.L. <
AzTicket pOP
------------ : PEP/PDP
PAP | | PIP MasterPDP . Config |
I i
A Ticket
NS | | CtxHandler Triage Cache Authority
Resolver B g
AAS 2 I
AttrResl|
(1dP)  [&——> i d Y«
G PI PEP TTust
R ARAEL e Domains
i AzTicket i| Srv Req
————— P <
Srv Deliv AzTicketi

Resource

RBAC — Role Based Access Control
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= — llepciekTuBHBIEC HAIPpaBJICHUS HAYYHBIX UCCIIEIOBAHUM

* Bupryamusauus pecypcoB U MOJIb30BaTENICH
¢ YpaBliCHUE HEPAPXUUYECCKHUMU IPYINAMU MOJIb30BATENIEH U PECYPCOB
¢ KoopauHanus noJIMTUKY TOCTyNa
& ba3oBsie oneparmonabie Mojienu BO

JlnHamuyeckue [ pua-cepBUchl
¢ J[MHaMH4eCcKUe BUPTyaJIbHbIE aCCOLMALNU — AMHaMudeckue BO
+ Bupryanuzanus HCIIOTHUTENBHOMN cpefibl U O€30MMaCHOCTb
& JluHamMuueckue cepBUCHl 0€30IaCHOCTH U YNIPABIEHUE KOHTEKCTOM O€30MaCHOCTH

NupopMalimoHHbIe yCIyTru B ['pyjl — MOKMCK U KaTeropu3alius pecypcoB

¢ CrangaptHoe onmucanue I'pua-3amad — JSDL (Job Submission Description Language)
CnenuanbHble 001acTH pUMEHeHus [ 'pun

¢ SIO/OBE + ouorexnonoruu, meauunHa, CAITP, mpoMBbIIIIEHOCTD, U JIp.

e PazBopaumBanue y4yeOHBIX Mporpam mno I'pui-TeXHOJIOrusImM

[{es1b — BO3MOXKHOCTh y4acTHsI B M/H ITPOEKTaX U COTPYAHUYECTBA C 3aMaTHBIMU
HAay4YHBIMU KOJUIEKTUBAMU

e ['pun-xkoncopuuymsl, IpoekT EGEE n YanBepcurer AMcrepiaMma 3anHTEPCOBAHEI
p pHOUYMBI, IIP p p p

. i o Sccu .
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- Pabora cuctemMbl KOHTPOIS JOCTyMA B
[ pun/Beb-cepBucax

/

~

Services/Resources Access Control
| AdTicke | , g Hi Rr——— I Message-level Security services
"""" Res/ | PEP L Resource/ 1 § are linked to SOAP header
— === Srv P P Service 1
j Asticket | IEPT i «— > Linking dynamically all
! _ components of the access
: E WSDL interface :-A-ut;lZ--: : : : Contr()l SyStem
o e  Serviee i : Policy is attached to any
'y 1 AuthN Req/Valid [ N bl I TR , .
Lo J N I S N V\éorkﬂolw b component of the service
h < . P! ] ontro il s gt .
n — arregvaid | | . .. B description in WSDL format
H u b e ' i 1! i 1 : . .
V! (1dp) |« 1 T N Lobr P Interacting services can fetch
1 1 I I b ! : ! : 1 .
Vo o | LT B b policy document and apply
: i g PDP i faood Pl g
o Tpn % (Masten AT i restrictions/rules to elements,
! T oy T S which declared policy
I H - ' ) .
: : T & i v compliance requirements
: 1 Security Context
PAP (ext.) i
i A 4 :
i PAP (local) i

16-21, 2006 REL 2



. JIlnHaMHU4YEeCKHM KOHTEKCT 0€3011acHOCTU: MexaHn3MBbl
'\ yHOpaBlcHUS

Context dependent information/attributes:
e Service/Resource environment/domain
e Policy
e Trust domains and authorities
e Attribute namespace
e (Credential format

Mechanisms to communicate/manage context related information

» Service and requestor/user ID/DN format that should allow for both using namespaces
and context aware names semantics.

e Attribute format (either X.509/X.521 or URN/SAML2.0 presentation).

e Context aware XACML policy definition using the Environment element of the policy
Target element

e Security tickets and tokens used for AuthZ session management and for
provisioned/booked resource/service identification

* Security federations for users and resources, €.g. VO membership credentials

. i o Sccu —r



— Dynamic Security Associations

e Session — establishes security context in the form of session key that can be a security
token or simple UID bound to secure credential/context

+ Session may associate/federate users, resources and actions/processes
e Job/workflow — more long-lived association and may include few sessions

& May need to associate more distributed collection of users and resources for longer time
required to deliver a final product or service

+ Job and workflow may contain decision points that switch alternative flows/processes
+ Security context may change during workflow execution or Job lifetime

+ Job description may contain both user and resource lists and also provide security policy and
trust anchor(s) (TA)

* Project or mission oriented cooperation — established for longer time cooperation
(involving people and resources) to conduct some activity
o This is actually the area of currently existing VO associations
» Inter-organisational association or federation — established for long-term cooperation,
may have a wide scope of cooperative areas

o This is the area of inter-university associations
— Shibboleth Attribute Authority Services (SAAS) is designed for this kind of federations

16-21, 2006 REL 2
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- — VO Operational Models
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e User-centric VO (VO-U) - manages user federation and provide attribute
assertions on user (client) request

e Resource/Provider centric VO (VO-R) - supports provider federation and
allows SSO/access control decision sharing between resource providers

e Agent centric VO (VO-A) - provides a context for inter-domain agents
operation, that process a request on behalf of the user and provide required trust
context to interaction with the resource or service

e Project centric VO (VO-G) - combines User centric and Provider centric
features what actually corresponds to current VO use in Grid projects



