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e be3onacHoOCTb U gosepue B [ pna-npunoXxeHmnsax
¢ OTHOweHudA lNonb3oBaTenb-I1poBanaep v daHHblie-KomMmnbloTep

e Mogenb 6e3onacHon BUpTyarnbHM pabdboyen cpeabl ['pua

o [loBeputenbHaa KomnbetotepHas Nnartdopma (OKI) n
LoseputencHbin MNnatdopmeHHsin Moayns (AINTM)

e BbiBOAObLI M ganbHenlee passutue
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BupTtyansbHaa nabopatopua (BJ1/VL) kak popma npegocraBneHus
KOMMEpPYECKNX yCryr
o dakTnyeckun peanunsyet koHuenuwmto Utility Computing
e MoxeT nu npoBangep BJ1 obecneunTtb 4OBEPUTESNBHYIO Cpeay ANa NpoBeaeHUS
9KCMEPMMEHTOB C TOYKN 3PEHNA KITMEHTOB U BU3HEC-COMNEepPHUNKOB

& OKTpemanbHbI crnydan: PewunTtca nn donpma Pepsi 8b1noHsamMb c80U aHaru3bl Ha
obopydoeaHuu KkomnaHuu Coca-Cola?

o 30paBbii cMbicn: Mbl MOXXeM JOBEPATb yAaneHHOW CUCTEME HAaCTOMNbKO HACKOMbKO
Mbl IOBEPSEM CUCTEMHOMY aaMUHUCTPATOPY

[TpoBanaepbl KOHTEHTa (My3blka, BUOEO)

e KOHTEHT, KOTOprI7I NPOUNrpbiIBaeTCA Ha KOMIMbOTEPE NOJSIb30BAaTEI1A, OOJIKEH
ObITb 3aLUULLEH OT KOMnMpoBaHUA UMM UCMNOJ1Ib30BATbCA TaKoOe KOJINYECTBO,
KOTOpOE orJjia4eHo

[MpoBangepbl cepBUCOB/pecypcoB rno TpedboBaHuto (service on demand)

e OOGecneyunTb BbINONbHEHNE A0roBopa Ha npegocTtasneHune yenyr (SLA),
BKItovasi «obbsasatenbctBa» (Obligations), co cTOpoHbI Nonb3oBaTESS

RELARNZ2007 - 6-9 June 2007



\ /

|

N

- — PasHble cTopoHbl BesonacHocTn 1 [loBepus

1
/ \

e CoBpeMeHHas peanusauust yaaneHHblx pacnpenesieHHbIX CEPBMNCOB U
LMPOBOro KOHTEHTA AenaeT OTHOLWEHMSA 6e30MacHOCTN N OOBEPUTESNIBHOCTU
mexay Nonb3oBatenem u lNpoBanaepom bonee CnoXHbIMU

e [lonb3oBaTtens u [NpoBangep — 2 4eNCTBYIOLLNX NN, KOTOPble 03ab04YeHbI
0e30nacHOCTbIO U 3aLMNLLEHHOCTbIO CODCTBEHHbIX AaHHbIX/KOHTEHTa U
OOBEPUTENBHOCTBLIO KOMMNBLIOTEPHBLIX NaTopM Apyr Apyra

e [lBa acnekta 6e3onacHOCTU U JOBEPUTENTBHOCTHU

¢ CoxpaHeHHble gaHHble n ObpabaTbiBaemMble AaHHblE

o Cuncrema BbIKItoveHHas n Cuctema aktmBHas (obpabaTtbiBatoLLas nosnb3oBaTeNbCKyH
3apavy/naHHble)

e KM3HEHHbIN NpuMep obecnevyeHuns cneyuanbHon 6e30nacHOCTH:
o [lunnomamu4yeckul eudum unu eusum llpe3udeHma

User Provider

<~ --- [oBepu(e/TenbHOCTL) =~>»/ System

Trust(worthiness)
— S

Be3onacHocTb/Security




N\

B ~ [JomeHHas opraHu3aunsa pecypcoB B KONMNEKTUBHOW cpeae
| BupTtyaneHon JlabopaTtopun Ha ocHoBe [pna

Qoo ey Siainiaiieiiniiaiaiet [JdnHamnyeckoe cosgaHue
Instrument | ——p! Instrument 1 Instrument | Instrument o
L ! ! ! > Session paboueit cpebl
aKcnepuMeHTa
— : : : Cos3pgaHne gMHaMuU4yecknx
Facility Virtual Experiment Experiment ACCOLIMALMI
—» Laboratory [—» (Project) > Session Hnal .
(TAO) (TAL) TA2 (Security nonb3oBaTenen n pecypcoB
cmm - - A n Context) N3 MHOX€eCTBa JOMEHOB
1 Admin 1} - - - 4 --p Admin 1L oo - - pi Admin |
O r [z A ! dndad : Vcronb3oBaHue forosopa B
n/vnu dKkcnepmMeHTa ans
| Users L Users 5| User/Delegate ynpasrneHna ceaHcamu
| (attrs/roles) (attrs/roles) Session KONMEKTUBHOW paboThl
N a
A A O6beanHeHne NONUTUKN
/ poo T TTTTETT A
e P I ' Collab/AuthZ ! 6esonacHoCTM MHOXeCTBa
' Policy/Restr. 1---p Policy/Restr. '---p| Policy/Restr. £ ---- Ly Session i OOMEHOB
e LR ' LR CE e ' i (AuthzTicket)
_______________________ :_(__________)_: Bo3MoOXXHOCTb AenernpoBaHus
———— = _E Resource Provisioning Session p — — — — — —>

NONTHOMOYUI U npas B
npegernax accounaunmn

[MonHoe onuncanue pecypca B gopme URI/ID —

CNL:Facility:VirtualLab:Experiment:InstrModel
[MoNHbLIN KOHTEKCT CeaHca nonb3oBaTend —

Facility < Virtual Lab < Experiment < Experiment Session < Collaborative Session



KomnoHeHThl [loBeputensHon cpeabl [ pnag ana KonnekTuBHbIX
o NpunoxeHnu

o [loBeputenbHaa koMmnbioTepHas nnatdopma (AKI/TPM)

e Cuncrema BupTyanusauymm pabodero npoctpaHctaea (Virtual
Workspace Service - VWSS)

o (,D,I/IHaMI/I‘-IeCKaFI) CNCTeEMa KOHTPOJIA AO0CTYIra NPpUNoXeHu4

____________________________________________________________________

PC Platform i Grid Virtual WSS (VL) User Applic Env
HTPM a0 ] | TAL | TA2 E TA#
(TPM) : VM/VWSS "] (UC Appl) ' (UserClient)
i ! VM |
PV 08 i Ware | ovme »| Applic || Applic I.-l_-_., User Client
Hosting| | — N (UCSM) | | An/Az | 1SIVReq,
platfrm I | (Xen) E \\ Gteway [+
VMn \| Applic |q i REVE
. (UC srv) ! L
H Mve i E : ! Fmmmmnen
| [ mo ; ; . o Azlicket
H | ! v Bl Erevr et I  Ter—
3-X ypoBHeBas 6e3onacHas : ! Seeuty | |{WSSRea| AUthZ Session
nonb3oBaTenbckada BMpTyarnbHasa cpeja § ) WeeTide] ;
*User Controlled VWSS ; i « Wes s >

(VWSS-UC) B
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e [lnHamMmun4yeckn KoHdUrypmmyemaa UCnonHnTenNbLHaa cpena
ansa guHamumyecknx [ png-npunoxXeHnu -
http://workspace.globus.org/index.html

& Coctount n3 asyx cepsucos: Workspace Factory Service (WFS) n
Workspace service (WSS)

¢ lcnonb3yet VM/Xen kak nnatdopmy ansa sMpTyannsaumm

e [Ipeanaraemast mogenb 6€30NacHOCTN NCNOMb3YET TOSMbKO
KOHTponb gocTtyna npu 3anpoce WFS Ha ocHoBe GT4-AuthZ

¢ Bo3aMOXXHOCTb ncnonb3oBaHns npegBapuTeribHO
CKOH(pUrypupoBaHHbIX obpasos VM

¢ /Icnonb3yeT nosepue k nposangepy I'pna-cepBUCOB Kak K
O0OBEPUTESIbBHOW TPETLEN CTOPOHE



- [HoseputenbHaga KomnbtoTepHaa nnatgopma (AKIT)
. TCG Trusted Computing Platform

[TpegnoxeHa n passuBaeTtca Trusted Computing Group (TCG)

e [lpengocTaBnsieT OCHOBY AN MOCTPOEHUS KOHTPONUpyemor 6e3onacHom cpeabl Ans
MCMNOJTHEHUS 3aa4 N NPUNOXEHUA N 3aLlUULLEHHON 06pabOoTKM AaHHbIX NN KOHTEHTAa

o https://www.trustedcomputinggroup.org/home

o CopaepXuT cTaHgapTbl ANs AOBEPUTESNBHOIO CETEBOr0 COeAVHEHMUS, KIMEHTa, cepBepa, U
MOBOUIIBHOro YCTPOMCTBA

e TMP software stack (TSS) onpenengaet APl/nHTepdenc ana yganeHHoro gocryna,
KOHTpona naeHtndoukaummn nnatgopmbl, PKI/COK, 6esonacHon e-mail, wmndpposaHue
dbannos 1 AUPEKTOPUN, 1 Ap.

KomnoHeHTbl TCG
e [oBeputenbHbiu NMnatdopmeHHbin Moaynb (OMNM, Trusted Platform Module (TPM))
“Curtained memory” B LeHTparibHOM NPOLECCOPHOM YCTPOMNCTBE
e HAnpo 6esonacHocTn B OC 1 aapa 6€30nacHOCTU B KaXXA0M NPUIIOXKEHUN
[MopoepxuBaroLlas MHpacTpyKTypa OHManH cepBepoB nNpomssBoguTenen annapaTtHOro 1
nporpaMMHoro obecneyeHust ona npon3BoacTea, MHCTansauuu n akennyataumm TPM/TCG
Trusted Network Connect (TNC) — nossonsieT npon3BoanTb KOHTPOSIb
AOBEPUTESIbHbIX OTHOLLUEHUN U MHTErpaJibHOCTU I'IJ'IaTCbOprI npun yCtaHoOBJ1IEHNNA
coeanHeHna mexay asymsa nnatgopmamu ¢ 4NMM
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~ HoBeputenbHbin [NnaTtgopmeHHbin Mogyab (AINMM)
| Trusted Platform Module (TPM)

\
/

MI/IKpOL-II/II'I, BCTpOGHHbIIZ B KOMMbKOTEPHYIO CUCTEMY U NMJTACTUKOBYHO KapPTO4KY

e MoxeT ncnonb3oBaTbCs Kak nNnatgopmMeHHada gosepuTtenbHaga npusesska (‘root-of-trust”)
0N 0OBEPUTENBHOM perncTpaunm KOMnNLITEPHOW CUCTEMBI U obecrnevyeHus ee
NHTErpanbHOCTU

ObecneunBaeT Habop annapaTHO peanu3yemMbliX KpunTorpapuyecknx dpyHKUUm
e AnnapaTHas reHepaums HeCUMMETPUYHON Mapbl KItoYen, annapaTtHaga reHepauns
umMdppoBon nognucu, WndposaHne NOCPeaCTBOM OTKPLITOrO UM CEKPETHOIO Krova.

o [logTtBepxpatowmn krod (Endorsement Key (EK))
o Peanuayet “zero-knowledge cryptography”
o [losBonsieT gokasaTtb (akT 3HaHUS cekpeTHoro kntoya TPM 6e3 ero packpbiTus

e [IpoTokon v npoueaypa lNpamon AsToHoMmHOM ATTecTauumn (Direct Autonomous
Attestation (DAA))

¢ [lo3BonseTt 6e3onacHbIM 0bpa3omM nepenasaTb MHPOPMALIMIO O CTaTUYECKOW N AMHAMUYECKOMN
KOH(pUrypaumm nnatdopmbl, KoTopas MoXeT ObITb 3anomMHeHa B TPM B xawwumposaHHOM dhopme

e 3awmra KOMMYHUKauMn mexagy asymoes TPM

e MOHOMUTHBLIN CHETUYUK U Ta|7lmep, KOTOpPble MOTIyT UCnoJib3oBaTbCA AOJ14 KOHTPOJIA
nocregoBaTtesyibHOCTU N BPEMEHHDbIX NMapaMeTpoB KOMMyHI/IKaLI,I/II7I



. besonacHasa nonb3oBaTenbckaa BUpTyanbHasa cpefa —
71 3-X ypoBHeBas Mmoaenb

PC Platform i Grid Virtual WSS (VL) i User Applic Env i
! 1 1
! 1 1
! 1
TPM "3 A0 | TAL E o TA2 ! TA#
TPM i VM/VWSS | (UC Appl) ! (UserClient)
! 1 1
i ! !
| 1
CPU 0S ! VM ! :
| Ware VM1 : » Applic | | Applic| .Li___ | User Client
Hosti | > ' (UC Srv) An/Az | 1SIVReq!
osting| | ; N | T
platfrm ! q (Xen) : \I\ IS
1 - 1] rm=m===
| VMn | || Applic | o ] ' TPM |
| — i | | csw) : L
! ' 1 1
1 ! 1 ! 1
Me | : | ; | Fm=mm==n
mo | : i : g ZUEET
ry : : ) === < " >
! Security 'WWSSReq ;" AuthZ Session
: Gateway |q-=-=-=~" ;
! 1 P p—— 1
I/O-Network i i | WssTicket : i
l D . : >
! : WSS Session !
1

_____________________________________________________________________

*Trust Anchors: TO (TPM) — TA1 (VM/VWSS) — TA2 (Application) — TA# (User)
*WVSS session and Application AuthZ sessions
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KomMmnbloTepHaa nnatdopma cogepxawad TPM
e http://www.tonymcfadden.net/tpmvendors.html

ba3oBoe nporpammHoe obecrnedverHue ana TCG/TPM, pa3spabaTtbiBaemMmoe B
paMKax MHOXXeCTBa MPOEKTOB

e Daonity (HP), OpenTC (EU), npoektbl B Germany, Czech Republic,
NHMUMaTMBHbIE UccnenoBaHua B npoekte EGEE n UVA

[TonynapHasa cpena suptyanusaumm Xen v3.0 nmeet Tak-HasbiBaembin Virtual
TPM moaynb

e http://www.cl.cam.ac.uk/Research/SRG/netos/xen/readmes/user
Grid Virtual Workspace Service (VWSS) — GT4 candidate component
e http://workspace.globus.org/

[MporpammHbin nakeT GAAAPI ana nogaepXku ceaHca aBTopm3annm
(Authorisation session)

e lcnonb3yet kBuTaHUMn astopusaumm (AuthZ Ticket) Ha ocHoBe XML nnn SAML

- i e s i _


http://www.tonymcfadden.net/tpmvendors.html

- — BblBOAbI U AanbHeliLee pa3BuUTme

e TCG nossongaeT pacwmpuUTb 30HY JOBEPUTESNTIBHOCTU ANS BbIMNOSIHEHUSA
Nonb30BaTENbCKMX 3ada4 U 006paboTKM AaHHbIX

e [loBeputenbHasa nnatdopma MOXeT NCNOSMb30BaTbCA A9 UCXOOQHOro
obMeHa aoBepuTenbHbIMU cepTUdMKaTamMm C LESbIO NOCNeayoLero
yCTaHOBINEHUs 6e3onacHoro kaHana/cpeabl Mexay KOHEeYHbIMU
cucrtemamm lNonb3oBatens u [NpoBangepa (aka end-to-end)

o [lpeanoxeHa moaenb nogaepXkn AMHaMmMYeCcKUxX accoumaumm Ha OCHOBE
ceaHca aBTopusauun ¢ ncnonb3osaHmnem AuthZ Ticket

e Heobxoaumo ganbHeWLlee pasBuUTUE N TECTOBOE BHEOPEHNE
o O6cyxneHmne B pamkax OGF Virtualisation WG

e Paspabomka moolesnu yripassieHUss OUHaMu4ecKUMU OMHOWEHUSMU
dosepumesibHocmu 07151 MHO20-O0OMEeHHbIX 8Upmyariu308aHHbIX
pecypcos ¢ TPM



— Additional information

o AuthZ service components in GAAA-AuthZ and gJAF/GT4-AuthZ
e AuthZ session management and AuthZ ticket format
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GAAA-AuthZ/GAAAPI components to support dynamic security
1. context management (1)

AzReq GAAA _tk profile
. Resource
< L4

AzTicket [ | L oaocioo.- vt

: ! { PEP/PDP |

PAP e liy PP  __Config

; — E
[} 1 .
X (S O ] [ R e e ;
AAS ! ¥ A Ticket |1
(1dP) ; NS Cache &p| Authority |!
R Resolver ‘ :
; - T s
T l b —— . emimmp L !
CcVS : AttrReslv : |
. GAAAP| | ; PEP ;| Trust o
R - i S ; Domains | ;
i AzTicket i| Srv Req et i - |\ T - __ a
S S —— > < »
Srv Deliv | AzTicket i

e GAAAPI is a collection of components to support PEP and PDP interaction,
implemented in Java

e Needs Trust Anchor configuration in a distributed multidomain infrastructure



GAAAPI| components to support dynamic security context
management (2)

= —

e Context Handler (CtxHandler) that calls to a namespace resolver (NS
Resolver) and attribute resolver (AttrResolver), which in its own can call
to external CVS or Attribute Authority Service (AAS) fo validate
presented attributes or obtain new ones

e Triage and Cache to provide an initial evaluation of the request, including
the validity of the provided credentials

+ Used for handling AuthZ tickets/tokens, and also for AuthZ session
management by evaluating service requests versus the provided AuthZ
ticket/token claims

o Ticket Authority (TickAuth) generates and validates AuthZ tickets or
tokens on the requests from PEP or PDP

o to support AuthZ session, tickets are cached by TickAuth directly or by
PEP/PDP

e Policy Information Point (PIP) that provides resolution and call-outs to
related authoritative Policy Authority Points (PAP)



Grid Service/Resource

Srv Request

Service Gateway

- - gJAF — Proposed Extensions for AuthZ Session Management

Config Ticket Cache

— (SO—f\f’_l\_/If?_lr_lt_e_rceptor) Manager Authority [«—{ (AzTick)
i _PEP i I I

' Context Handler “ _ _ _ _ oo

PDP chain

AuthZ Decision Combination

!

PDP
XACML

!

Ext PDP
Callout

Call from P P [
SrvGw or Msg PIP chain | !
" ercip ori Bootstrap Lo
+» PIP |e>» PIP |¢e»| PIP |¢—1>
| .
AuthZz | 7'y P
Attr/Data | i i
1 User/Local VO Attr ! | :
| Attr i | Triage
e 1___ i | | PDP
External :
Attr Call

TICket 1 :
Authr 1|

i Ext. AttrAuth | |
| (e.g. Shibboleth) |
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(Obligations)
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- — AuthZ Session management in GAAA-AuthZ

!
/ A\

e AuthZ session is a part of the generic AAA-AuthZ functionality

e Session can be started only by an authorised Subject/Role
+ Session can be joined by other less privileged users
+ Session permissions/credentials can be delegated to (subordinate) subjects
e Session context includes Request/Decision information and may include
any other environment or process data/information

¢ AuthZ Session context is communicated in a form of extended AuthZ
Assertion or AuthZ ticket

+ SessionlD is included into AuthzTicket together with other AuthZ Ctx
information

+ Signed AuthzTicket is cached by PEP (Policy Enforcement Point) or PDP
(Policy Decision Point)

e If session is terminated, cached AuthzTicket is deleted

+ Note: AuthzTicket revocation should be done globally for the AuthZ trust
domain
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— AuthZ session Tickets/Tokens handling in AuthZ system

I'r T
" R 4
SrvReq (AzTick/AZTOK) ——]- ReqPolicyDecision -
Requestor PEP POP
atlff—SrvDeliv (AzTickiAzTok) ReturnDecision
.
o _..l + ~ - \ J
A ~ |
. . - ““.'
Htrildv: Sv;ck VernReq Conflfval et “-. EacheTlcket

Requestor
Cache ReqTickifToken ——jm-
(tickets/ Request Cached
cookie) Triage ReturnTicket Tickets

e AuthzTicket is issued by PDP and may be issued by PEP
e AuthzTicket must be signed

e AuthzTicket contains all necessary information to make local PEP-Triage Request
verification

e When using AuthzTokens, AuthzTickets must be cached; Resolution mechanism from
token to ticket must be provided




~ AuthZ ticket/assertion for extended security context
| management — Data model (1) - Top elements

/
N

/ A\
Required functionality to support
B attributes multidomain provisioning scenarios
|| 1ssuer e Allows easy mapping to SAML and
- XACML related elements
TicketlD _ _
Allows multiple Attributes format
e (semantics, namespaces)
AuthzTicket [T Establish and maintain Trust relations
— AAA:Conditions between domains
. AAA:Subject ' ¢ Including Delegation
Y Ensure Integrity of the AuthZ decision
—EEl—--—: AAA:Resources
B T — o Keeps AuthN/AuthZ context
-4 AAAActions [  Allow Obligated Decisions (e.g.
R XACML)
r-- AAA:Delegation

it LT E Confidentiality

-1 AAA:Obligations [] e Creates a basis for user-controlled
Secure session

- i e s i _
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-~ — AuthZ ticket Data model (2) - Mandatory elements

A
!

/ \
B attriputes r—— _l
AAA:DecisionsType . .
. I : E===x| « TicketID attribute
Lecisionlype
| : I I  Decisions element and
| [annesision £ N ResourcelD attribute
. 1.0 | | ”
| |  Conditions Element and
'r— ____________________ - validity attributes
] I  Extensible element
I | ConditionAuthzSession
: e Any AuthZ session related
 renewal | | data
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~ — AuthZ ticket Data model (3) — Subject and Delegation elements

1
/ \

.
= « Subject element to keep AuthN

security context and Subject
Attributes

« Delegation element to allow

| permissions/AuthZ decision
delegation to other Subjects or
groups/community

| attributes
— T
!l i

AuthzTicket - | _______________

| AAA:DelegationType

| B attributes

|
|
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: - AuthZ ticket main elements

A\

<Decision> element - holds the PDP AuthZ decision bound to the requested resource or
service expressed as the ResourcelD attribute.

<Conditions> element - specifies the validity constrains for the ticket, including validity
time and AuthZ session identification and additionally context

<ConditionAuthzSession> (extendable) - holds AuthZ session context

<Subject> complex element - contains all information related to the authenticated Subject
who obtained permission to do the actions

<Role> - holds subject’s capbilities
<SubjectConfirmationData> - typically holds AuthN context

<SubjectContext> (extendable) - provides additional security or session related information,
e.g. Subject’s VO, project, or federation.

<Resources>/<Resource> - contains resources list, access to which is granted by the
ticket

<Actions>/<Action> complex element - contains actions which are permitted for the
Subject or its delegates

<Delegation> element — defines who the permission and/or capability are delegated to:
another DelegationSubjects or DelegationCommunity

e attributes define restriction on type and depth of delegation

<Obli1gations>/<Obl1gation> element - holds obligations that PEP/Resource should
perform in conjunction with the current PDP decision.

RELARNZ2007 - 6-9 June 2007
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~ AuthZ ticket format (proprietary) for extended security context
1~ management — 3-10KB

<AAA:AuthzTicket xmlns:AAA="http://www.aaauthreach.org/ns/#AAA" Issuer=""urn:cnl:trust:tickauth:pep"”
TicketlD=""cba06d1a9dt148ct4200ef8f3e4Td2b3"">

<AAA:Decision ResourcelD="http://resources.collaboratory.nl/Philips_ XPS1">Permit</AAA:Decision>
<I-- SAML mapping: <AuthorizationDecisionStatement Decision="*" Resource="*"> -->

<AAA:Actions>
<AAA:Action>cnl:actions:CtrlInstr</AAA:Action> <l-- SAML mapping: <Action> -->
<AAA:Action>cnl:actions:CtrlExper</AAA:Action>

</AAA:Actions>

<AAA:Subject Id="subject'>
<AAA:SubjectID>WHO740@users.collaboratory.nl</AAA:SubjectlID> <I-—- SAML mapping: <Subject>/<Nameldentifier> -->
<AAA:SubjectConfirmationData>1GhAl1vwa8YQomTgB9Ege9JRNNI1d84AggaDkOb5WW4U=</AAA:SubjectConfirmationData>
<!-- SAML mapping: EXTENDED <SubjectConfirmationData/> -->
<AAA:Role>analyst</AAA:Role>
<I-— SAML mapping: <Evidence>/<Assertion>/<AttributeStatement>/<Assertion>/<Attribute>/<AttributeValue> -->
<AAA:SubjectContext>CNL2-XPS1-2005-02-02</AAA:SubjectContext>
<I-—- SAML mapping: <Evidence>/<Assertion>/<AttributeStatement>/<Assertion>/<Attribute>/<Attributevalue> -->

</AAA:Subject>

<AAA:Delegation MaxDelegationDepth=""3" restriction="subjects'>
<l-- SAML mapping: LIMITED <AudienceRestrictionCondition> (SAML1.1), or <ProxyRestriction>/<Audience> (SAML2.0) -->
<AAA:DelegationSubjects> <AAA:SubjectlD>team-member-2</AAA:SubjectlID> </AAA:DelegationSubjects>

</AAA:Delegation>

<AAA:Conditions NotBefore="2006-06-08T12:59:29.9127" NotOnOrAfter="2006-06-09T12:59:29.9127" renewal="no">
<l-- SAML mapping: <Conditions NotBefore="*'" NotOnOrAfter="*"> -->
<AAA:ConditionAuthzSession PolicyRef="PolicyRef-GAAA-RBAC-test001" SessionlD="JobXPS1-2006-001">
<l-- SAML mapping: EXTENDED <SAMLConditionAuthzSession PolicyRef="*" SessionID=""*"> -->

<AAA:SessionData>put-session-data-Ctx-here</AAA:SessionData> <!-- SAML EXTENDED: <SessionData/> -->

</AAA:ConditionAuthzSession>

</AAA:Conditions>

<AAA:Obligations>
<AAA:Obligation>put-policy-obligation(2)-here</AAA:Obligation> <!-- SAML EXTENDED: <Advice>/<PolicyObligation> -->
<AAA:Obligation>put-policy-obligation(l)-here</AAA:Obligation>

</AAA:Obligations>

</AAA:AuthzTicket>
<ds:Signature> <ds:SignedInfo/> <ds:SignatureValue>e4E27KkNwWEXoVdnXIBpGVjpaBGVY71Nypos. . .</ds:SignatureValue></ds:Signature>
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— AuthzToken example — 293 bytes

\

<AAA:AuthzToken TokenlID="'c24d2c7dba476041b7853e63689193ad">

<AAA:TokenValue>
O1Zt9WsIT6an+tIxXhhTPtiztDpZ+1ynx7K7X2Cxd21BwCUTQON61Szv81DKI IWsq751sHfusnm56
zT3ThKU1zEUsob7p6oMLM7hb42+vjfvNeJu2roknhIDzruMrr6hMDs I faotURepu7QCTOsSADMOI T
X89Et55EKSE90E9(QBD8=

</AAA:TokenValue>

</AAA:AuthzToken>

AuthzToken is constructed of the AuthzTicket TicketID and SignatureValue
AuthzToken use suggests caching AuthzTicket's
AuthzToken can be used as cookie in Web/portal based applications
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