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Cloud Computing — HoBasi TexHonorus
nnn MapkeTUHroBbIN NpUemM?

e [lepBble MaccoBble ynomuHaHua HadnHasa ¢ 2007-2008
¢ Amazon clouds — Elastic Computer Cloud (EC2), Elastic Storage (ES2)
e [lepBoe cBODOOAOHOE NporpamHoe obecneveHne — Eucalyptus (2008)
o B HacTosILLEee BpeMs - MHOXECTBO

e Tenepb nocrie 2-x NeTHero MapkeTUHroeoro byma — “obnaka” sesge u
Bce B “‘obnakax”

o bonblune Kommepyeckne opraHmsaunm Hanbdonee akTUBHbI, UCNOMNb3YS
BO3MOXXHOCTb fyyLlen yTunmnsaumm cBob60oaHbIX KOMMNbIOTEPHbBIX PECYPCOB U
obcnyXnBaHMs LUMPOKOM MacCbl MeNKUX NoTpebutenemn

e BosneueHune yHusepcutetoB B Clouds — Ha4nHasa ¢ koHua 2009
+ Bxniovaa YHuBepcutet AMcTtepgama
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-~ — Cloud Computing — OnpeaeneHue
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e Onpepnenenue Cloud Computing B gaokymeHTe NIST
http://csrc.nist.gov/groups/SNS/cloud-computing/cloud-def-v15.doc

*

¢ Cloud Computing asnseTca mogenbto ansa ygobHoro ceteBoro gocTtyna ro-
TpeboBaHMIO K pa3gensaemMbiM KOMMbIOTEPHBLIM pecypcam (Hanpumep,
CeTeBbLIE PECYPChI, CEPBEPLI, 3anOMUHaKLLME YCTPOUCTBA), KOTOPble MOryT
ObITb ObICTPO NpeaocTaBreHbl C MUHUMANbHLIMU agMUHUCTPATUBHBIMA
3aTpaTtaMmu UM B3auMoLencTBMemM C nposangepom

e [lpeanoxxeHHoe onpegeneHne BKIo4YaeT 5 CyLEeCTBEHHbIX
XapakTepucTuk/npusHakos, 3 mogenu/Tuna ycnyr, 4 Moaenv BHeapeHns
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-~ — Cloud Computing — 5 npusHakos

/ \

e On-demand self-service — NoTpedbutenb MOXeET CaMOCTOATENBHO
3anpocuTb HeobxoauMmble PECYPChI, TAKNE KaK CEpPBEPHOE BPEMS,
3anoMuHaoLme yCTPoOMCTBa, KOTopble DyayT aBTOMaTUYECKU
CKOH(UrypupoBaHbl C MMHUMAarbHbLIM YENOBEYECKUM Y4aCTUEM.

e Broad network access — Pecypchl 1 cepBUCbI AOCTYMHbI MO CETU C
NCNonNbL30BaHNEM YMNPOLLEHHOIo NHTepdenca (No3Bonss NCNOSib30BaTb
pasnun4yHble thin unu thick kNnueHTLl, Hanpumep, pabovne cTaHuun,
HOyTOYKM, PDA, MOOUIbHbIE YCTPOUCTBA)

e Resource pooling — obbegnHeHne MHOXeCTBa MHAUBUAYIbHbIX
pPecypcoB 1 ncnonb3oBaHne obLero nHTpedenca

e Rapid elasticity — BO3MOXHOCTb YBeNnuU4eHna Bbl4eSIeHHbIX PECYPCOB
6e3 nepekoHdUrypaunm npegoctaBfieHHON MHPPACTPYKTYpPLI

e Measured Service — KOHTPOIb Ka4ecTBa 1 y4eT npenocraBidemMblX
yCcnyr



- — basosble Mmogenu npegoctasneHus ycnyr B Clouds

e SaaS — Software as a Service
e PaaS — Platform as a Service

e |aaS — Infrastructure as a Service

+ PaHee HasbiBanacb Hardware as a Service (HaaS) nnu Utility Computing
(ewe go Mpua)

e Heobxooumble TeXHONOrMYeCKNe peLleHuns
¢ Jlornyeckas abcTpakuus pecypcos
o ArperatmpoBaHue, pparmeHTaums, KOMNO3NLNA PecypcoB
¢ BupTtyanusauus

& YNpaBneHne XN3HeHHbIM LUUKITOM NpeaocTaBnsieMbIX No TpedoBaHUto
pecypcoB 1 cepBnUCOB
— CocTosiHKne
— Yyet

— YCTOMYMBOCTb, HaaeXHOCTb, 6e30nacHOCTb
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-~ — Cloud Computing — 4 Mogenu BHeapeHus
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e Private cloud - IudpacTtpyktypa Cloud, cosgaHHas ansi ueneu
NpeanpuaTa; MOXET ynpaBnsaTbCA CaMOW opraHu3aumen nnmn TpeTben
CTOPOHON, NPUHagNeXxaTb caMoMy NPeanpUATUIO UNN TPETbLEN CTOPOHE.

e Community cloud - NIHppacTpykTypa Cloud, co3gaHHas rpynnowu
npeanpusaTum n odcnyxmnearoLlas onpegeneHHoe coobLLecTBo,
nmMmetoulee obLune uenun nnun 3agadun (Hanpumep, NPOEKT, YPOBEHb
6e30nacHOCTN); MOXET CYLLLECTBOBATb KaK YacTb NpeanpusiTum-
Y4YaCTHUKOB UKW NPeaoCTaBnATLCA TPETbEU CTOPOHOMN.

e Public cloud - MHdpacTpykTypa Cloud, goctynHaa ansa Wwnpokou macchl
nonb3oBaTesien, BKIOYaAA KPYNHYH NPOMBbILLIEHHOCTb U
nHauBmMayanbHbIX nonb3oBaTernen. Kak npasuso, nyonnyHble ycnyru
cloud npegocTtaBnsaTCA cneuuann3opoBaHHbIMU NpoBangepamu.

e Hybrid cloud — rubpmnaHaa mogenb, KOTopas MOXET BKIOYaTb
pasfiM4yHble TUMNbI UHPPACTPYKTYPHLIX KOMMNOHEHTOB
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-~ — CranpgapTtusauus (1)
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e NIST (National Institute of Standards and Technology)

o NlveeT cneumanbHyo padboyyto rpynny u N3BeCTEH CBOUM KOHLIENTYanbHM
onpeaenennem Cloud Computing

e DMTF — Distributed Management Forum/Task Force
o CtaHpapTtusauma B obnactn BupTyannsaunm KOMNbOTEPHbIX PECypCcoB
e ITU-T — New Generation Network (NGN) 1 Mmogenb KOHBepreHumnm
KOMMYHUKALMOHHbIX YCIYyr/MHPaCTPYKTYPbl N KOMMbIOTEPHbLIX PECYPCOB
& Y-seria standards
e TeleManagement Forum (TMF)

¢ NGOSS — New Generation Operations Systems and Software (former eTOM
— Telecommunications Operations Model)

¢ SDF — Service Delivery Framework

— YnpaBrieHue XN3HEHHLIM LIMKITOM pecypcoB 1 cepBmcoB — Request, Reservation,
Deployment, Operation, Decommissioning

¢ SLA Management Framework



~ — Crangaptusaums (2) - ITU-T Y-seria NGN Recommendations

e ITU-T REC Y.2232 (01/2008) NGN convergence service model and
scenario using Web Services

e ITU-T REC Y.2234 (09/2008) Open service environment capabilities
for NGN

e ITU-T REC Y.2012 (09/2006) Functional requirements and architecture
of the NGN release 1

e ITU-T REC Y.2011 (10/2004) General principles and general reference
model for Next Generation Networks

e ITU-T REC Y.2201 (04/2007) NGN release 1 requirements

e ITU-T REC Y.2701 (04/2007) Security requirements for NGN release 1

o Security requirements to NGN and its interfaces (e.g., UNI, NNI, ANI) by
applying X.805
o Uses trust model based on NE supporting the functional Y.2012 entities
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- CraHgaptusaums (3) - TMF Service Delivery Framework (SDF)

Main goal — automation of the whole service delivery and operation process (TMF,
http://www.tmforum.org/), including
e End-to-end service management in a multi-service providers environment
e End-to-end service management in a composite, hosted and/or syndicated
service environment

e Management functions to support a highly distributed service environment,
for example unified or federated security, user profile management,

charging etc.
e Any other scenario that pertains to a given phase of the service lifecycle
challenges, such as on-boarding, provisioning, or service creation

Service Delivery Lifecycle
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SDF Service
Repository (ISS)

SDF Service Design
Management (ISS)

Deploy

SDF Service
Deployment
Management (ISS

Metadata
Coordination (ISS

Operate

B .

Composite Services
provisioned on-demand

SDF Service Lifecycle

® >
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SDF Service
Lifecycle Metadata
Repository (ISS)

R e e

SDF Service Resource
Monitor (ISS)
SDF Service Resource !
Usage Monitor (ISS

1 — Service Instance
2 - Service Management Interface
3 — Service Functional Interface

4 - Management Support Service (SDF
MSS)

8 - Infrastructure Support Service (ISS)
DESIGN stage
9 - Service Repository

10 - Service Lifecycle Metadata
Repository

16 - Service Design Management
DEPLOYMENT stage

10 - Service Lifecycle Metadata
Repository

11 - Service Lifecycle Metadata
Coordinator

17 - Service Deployment Management
OPERATION stage

5 - Service Provisioning Management

6 - Service Quality/Problem Management
7 - Service Usage Monitor

12 - Service State Monitor

13 - Service Resource Fulfillment

14 - Service Resource Monitor

15 - Resource Usage Monitor
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- — CraHpaptusauus (4) — Open Grid Forum (OGF)
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e OCCI WG - Open Cloud Computing Interface

¢ OnybnukoBaHbl psag AOKyMeHTOB, onpegensowmx XML-copmat 3anpoca
BbinonHeHus 3agad B Cloud

+ basosbiM npoTokonom asnssetcd REST (B otnuume ot SOAP,
ncnonsdyemoro B Web Services)
e ISOD RG (nnanmpyemasi) — On-Demand Infrastructure Services
Provisioning
o CosgaHve uccnegoBaTenbCKoOM rpynnbl MIHALUMMPOBAHO NPOeKTamMm
GEYSERS, GEANT3, NOVI — Bce ¢ yyactnem YHusepcuteta Amcrepgama

¢ byneTt paccmaTtpuBaTb BONPOCHI BUPTYyanmsaumm MHPPacTpPyKTYPHbIX
cepBucoB
— ®dakTtnyecku peanusauma mogenu Infrastructure as a Service
¢ /lccnenoBaHune cyuwlecTBYOWNX CTaH4APTOB U peLlleHnn aAnga co3gaHuns

6a30BON apXUTEKTYPbI U KOMNOHEHTOB AN BUPTYyanusaumm
pacnpeneneHHoOn MHPaCTPYpbl CETEBbLIX U KOMMLIOTEPHbLIX PECYpPCOoB
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-~ — OcHoBHble EBponeickne npoektbl no Clouds
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e RESERVOIR — Buptyanmsaumns KOMNbIOTEPHbIX PECYPCOB U cOo3aaHne
OTKpbITOro 6asoBoro norpammHoro obecne4veHusa ans Clouds
(middleware)

¢ OpenNebula — Cloud middleware
o Claudia — Service Manager/Services Layer middleware
o 4AWARDS — Buptrnanumsaymsa ceteBbiX pecypcoB

e GEANT3 JRA3 Task 3 — Composable Services
o Composable Services Architecture (CSA)
+ BupTtyanusauus ycnyr u pecypcos anst EBponenckmx HayyHblX ceTen

e GEYSERS
¢ PacwmnpeHHoe BHegpeHne CSA
¢ [lpepgnoxeHa agantauua TMF Service Delivery Framework (SDF)
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-~ — GEYSERS Project — Llenb n 3agaun
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GEYSERS - Infrastructure provider’s view

e “Today’s telecom operators face the need for providing users with dynamic high
capacity and high-performance optical networks connectivity services tightly
bounded with IT resources”

HoBas apxutektypa, no3sonstoLlas

° KOOp,EI,I/IHI/IpOBaHHOG n onTMmMmmn3npoBaHHoOEe COBMeECTHOE MnpeaocTtaBsJjieHne
OMNTUHECKNX KaHaloB N KOMIMbKOTEPHbLIX pECYPCOB

¢ Paktnyeckn, peanusaumnsa mogenu laaS Clouds

e [lpegocraBneHne ycrnyr KOHe4YHbIM NOSib30BaTENAM K pacnpenernieHHbIM MHOro-
OOMEHHbIM pecypcam, BKioYasi OT MHOXXeCcTBa NpoBanaepoB

e Peanunsauusa HoBon BU3HeC-mMoaenn co3gaHus u paboTtel NpoBangepoB um
onepaTtopoB BMpTyasnbHbIx pecypcos (VIP — Virtual Infrastructure Provider, VIO -
Virtual Infrastructure Operator)

e Enhanced GMPLS/PCE control plane for dynamic control and re-planning of
infrastructure resources (Net + Any IT) based on End Users and Network
Operator requirement and SLA

o OnTuMn3aumns sHepronoTpebeneHus



GEYSERS Architecture (1) Roles

Application
/service
Provider

Application Interface

Network

Extended GMPLS Extended GMPLS Operator

Logical Infrastructure Composmon Layer

Infrastructure
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: o X \\\\\\ ‘\\\ \\\ ,””’ \\\\\ 5/',’/\\\\‘,{ /,l 7 ://,;’, l’,
: \\\\\\:\\\\\ ,\\’\”\ / hS f < / l’
| o \Z\%: ! RS ]
T Infrastructure ,/"\ ‘twork Infra u%:ture / “~~___ITInfrastrugture
@% I e \ SO O 4m Resources
Storage Optical infrastructure Computing

Slide from the GEYSERS Project presentation (Courtesy Sergi I_:iguerola)




GEYSERS Architecture (2)

GEYSERS

Service Consumer

NIPS UNI

Network Control Plane (NCP)‘/‘

Virtual Infrastructure

__________________________

Infrastructures (Optical + Any-IT)

Application Service
Provider (ASP)

Application Service
Provider (ASP)

Virtual Infrastructure
Operator (VIO)

Virtual Infrastructure
Provider (VIP)

Physical Infrastructure
Resources Provider (PIP)
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tecture (3)
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GEYSERS — OCHOBHble TEXHOSIOrM4YecKkme rnpobdnemol n
TpeboBaHus

e OOLlaga (abcTpakTHaa/nornyekckasa ) Mogesib CETEBbIX U KOMMIOTEPHbIX
pecypcoB
+ Bo3amoxHOCTb KOMOMHMpPOBaHWA 1 pasgeneHna pecypcos (Pooling,
Partitioning, Aggregation, Composition)
e YripaBrieHME XNIHEHHbIM LIMKIIOM NpeaocTaBnseMblX rno TpedoBaHunto
pecypcoB
+ BO3MOXHOCTb «3M1aCTUYHOIO» N3MEHEHNSA PECYPCOB
¢ bbicTpoe BoccTaHOBMNEHNE Nocne coos nnn Mmurpaunst pecypcos

¢ Co3gaHne guHammnyeckmx accoumnaumnm d6esonacHocTtn (Security Federations)
n doegepaTmBHbIN OOCTYN K pecypcam (Federated Access)

e [3onsauma norndecknx/BupTyarbHbIX pecypcoB, paboTatowmx Ha OgHON
donsnyeckon nnatdopme

¢ [1pobnema 6e3onacHOCTN 1 KOHTPONS gocTtyna
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-~ — GEYSERS Service Delivery Workflow
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" Services | Geysers SDF supports
Provisioning
Workflow : both
Service Request/ ! . )  Geysers
. Service Request/ .
SLA Negotiation
Proemime . | SLA Negotiation | infrastructure
5 \ development and
_\i/_- ( \
"/—R TeeL Composition/ | | _._._. _. iieploymgnts, and
{ planning + \_Planning/Design Reservation | | ~---~----. « its operation for on-
» planning | Re- |
! | compo ! demand
; i .|z sitio -~ Infrastructure
A Deployment .
Deployment services
e (Instant& %egistr&Synchr}ﬁ"" """""" g provisioning by VIO
emtmea onfig&Synchr \_ ) Bt N
 Recovery/ Network+T \ | Recovery/ !
«. Migration .’ Services f _ A ' Migration )
e Soaion Provisioning Ope_ratl_on S R N
i Workflow
......... - &Monitoring _ (Monitoring)
(by VIO) I}
. [Decommissioning]
Decommissioning
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-~ — Composable Services Layered Model
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e Application Layer hosts application

Application Layer related protocols
e GEMBus Messaging Infrastructure (GMI)
Virtualisation Layer includes
¢ Messaging Layer
Composition & Orchestration Layer ¢ Virtualisation

(Composition&Orchestration) Layer
e Network&Transport Layer should allow

_ using/binding to standards
Messaging Layer communication and security protocol

Logical Abstraction Layer

Network&Transport Layer e Composable services are defined as
“dynamically re-configured virtualised
services” according to OSIMM model
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Applications and User Terminals

A A

A

\ 4

\4

Composable
Control & Management Services
(Orchestration, < > Middleware |« >
Operation) (GEMBuSs)

Composition Layer
(Comp. Services)

A

\ 4

i

Logical Abstraction Layer for Component Service

s and Resources

Storage

Network Infrastructure
Resources

Compute
Resources

Component Services & Resources

- Composable Services Architecture (CSA) —
Version 0.11 — Simplified/Deprecated

GEMBUus provides common
dynamically configurable
messaging infrastructure for
Composable services
communication.

GEMBus is an ongoing
development in the GN3

JRA3 Task 3 “Composable
Services” activity
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- — Composable Services Architecture — Version 0.13
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Applications and User Terminals Composable
User | .
Client ' ot s mm s mm s e s e s s M s M R M R M 8 M § M f M f M M M M M R M R M § M § M § M f M f M M M M R M R M R M R M F M § M M M M M M s M f M f M h M s mm h SerVIceS
L Proxy (adaptors/containers) — Composed/Virtualised Services and Resources : IlfeCyCIe/ provisioning
LR Ry I el e e e L L LR R e e e e e e e ;-.-}T --------- —‘rv Stages
. i (1) Request
e — (2) Composition/
Control & Composable Services Middleware Reservation
Management [<—) (GEMBuUS) | Layer/Serv (3) Deployment
Plane .
y ! (Reservation (4) Operation
(Operation, : I | I I : Nes(l)_tgm) (5) Decommissioning
Orchestration) ! MD SLC| |Registry | [Logging | |Security ' L
1 1
1 1
L im i mim e ﬁ ................... J @
<:> Logical Abstraction Layer for Component
II Services and Resources

Storage Compute Network Infrastructure
Resources Resources

<:> Control/
Mngnt Links
Component Services & Resources .
Lt ot o ot ot e e o e et o e e e e e e e i ) —p Data Links

Cloug compui _
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- — Composable Services Lifecycle/Provisioning Workflow
/ | \
- 2 Main stages/phases
Service Request/ : : :
SLA Negotiation [~~~ - o Serwc_e Request (including SLA
L ) negotiation)
L \ e Composition/Reservation (aka
4 o R /ﬂﬁ design)
................. |~ Composition <---__3| Service e Deployment, including
______ v . Reservation Lifecycle . . C
' \ Reqistration/Synchronisation
! Re-Compo N / Metadata _ _ _ o
! sition ! /./ J/ Service e Operation (including Monitoring)
N e s >[ ' (SL MD) e Decommissioning
REREE LI 7 mm- - Deployment ] .
7 i ) ) Additional stages
/ . e Re-Composition should address
fomomemm s > Registr&Synchro : :
i ol J) | incremental infrastructure changes
E Fﬁ/iccr);ﬁgg E | Provisiong ! e Recovery/Migration can use SL-MD
! J : > , Session . to initiate resources re-
N e mmmpmmmm— - ’ ; ' Managnt . . .
N T Operation o) i synchronisation but may require re-
(Monitoring) e ! CompOSItlon
— :
i . The whole workflow is supported by the
Service Lifecycle Metadata Service
Decommissioning - (SL MD)




~/Z Composable Services Architecture — Version 0.13
| Lifecycle stages workflow

— Composable
Services
User , Serv Applications and User Terminals Serv| | Sewv lifecycle/provisioning
Client
:.._._._._._._._._._._._._._._. .................. . ._._' ........ T T T sy Stages
— Proxy (adaptors/containers) — Composed/Virtualised Services and Resources i (1) Request
ﬂ 1 ‘- (2) Composition/
é: <7 \3 v s Reservation
; ; Composition (3) Deployment
Control & Composable Services Middleware )
L Management [ (GEMBuUS/GESB) | Layer/sew (4) Operation
Plane _ (5) Decommissioning
v ! (Reservation

[ : I I I f ! SLA _
(Operation, i 2 : i Negotiatn) MD SLC — Service
Orchestration) : MD SLC|{ |Registry | [Logging | |Security ! Lifecycle Metadata

1
. !

; GEMBus — GEANT

@ Multidomain Bus

<:> Logical Abstraction Layer for Component 2 GESB — Geysers ESB
. Services and Resources
>
v

Proxy (adaptors/containers) - Component Services and Resources -

L e s ;e m e R I S A S e, S

i 3 !

i L 4 ﬁ t ﬁ i ﬁ i

! \ 1

: Storage Compute Network Infrastructure i <:> Control/

i Resources Resources ; Mngnt Links
! Component Services & Resources ! <«—— Data Links




— CSA functional elements interaction

(1) Request
e User Client -> Control and Management

(2) Composition/ Reservation
e Control&Mngnt -> Reqistry -> Composition/Reservation Serv -> (Logical
Abstract -> Resr Adapters) -> LC Metadata Serv
(3) Deployment
e Control&Mngnt -> Composition/Reservation Serv -> (Logical Abstract ->
Resr Adapters) -> LC Metadata Serv -> User Client
(4) Operation
e User Client -> Control&Mngnt (Orchestration) -> Rsr Adapters ->
Virtualised/Composed Applications

(5) Decommissioning
e Control&Mngnt -> LC Metadata Serv -> (Logical Abstract -> Resr Adapters)

seLazo Cloud Compui |



GEMBus Component Services

Service 1 Service 2 Service 3 Service4 | ! Message Handling ;
(CSrvID, (CSrvID, (CSrvID, (CSrviD, i i

SesID) SesID) SesID) SesID) i | Routing i

i " i

5 .

! !

' e Configura :

: tion :

) o IETERERERERES e L ) i !
a e -
i GEMBUS < _le—»| Interceptors | ;
; i (AspOrient) i
; i !

Composition & Security Service Logging Service

Orchestration

GEMBus
Registry

GEMBus Infrastructure Services

GEMBus provides common dynamically configurable messaging infrastructure for
Composable services communication

S |



- — Example Service Composition — Service NX

Role and place for
Composition and
Orchestration

Composed Service NX !

Service 4 (CSIvID,SesID)

(CSrvID,SesID)

. * Composable

UserClient Service 3 Service 1 Service 2 services or
: (CSrvID,SesID) (CSrvID,SesID) (CSrvID,SesID) GEMBuUS
(CSrvID,SesID) : infrastructure
i service
1

Service 4 Composed Service NX
(CSrvID,SesID) (CSrvID,SesID)
User
Interface
UserClient Frontend Service 3 Service 1 Service 2

CompSrvNX S (CSrvID,SesID) (CSrvID,SesID) S (CSrvID,SesID)
(CSrvID,SesID)

(CSrvID,SesID)

CSrvID, SeslID — bind component services into the on-demand provisioned Composed
service NX

ReLanaoi Cloud Compui |



Bo3amoxHble TeMbl Anda Hay4vHbIX nccrnegosadun B Cloud
Computing
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e ApXUTEKTypa AJ11 COBMECTHOro NpeaocTaBneHnst CETEBbIX U
KOMMBbIOTEPHBIX PECYPCOB MO TPeboBaHUIO

e YnpaBneHne }XNM3HEHHbIM LIMKNOM YyCnyr, npegocTaBnsemMblX No
TpeboBaHMIO

e VHpacTpykTypa be3onacHoCTU Ans pacnpeneneHHbiX AMHaMUYeCKUX
ycnyr

e Ob6Llee onncaHme pecypcos, NogaepKmBatoLLee BECb 3BONHOLMOHHDLIN
KU3HEHHbIN LUK

o Physical Resource (PR) — Logical Resource (LR) — Virtual Resource (VR)
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e ITU-T NGN Architecture
e Security Services Lifecycle Management Model

e GEMBUuUSs functional model details
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~Y.2011 General principles and general reference
. model for NGN
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/ Management plane

Control plane

Lser plane

NGN mervice stratum

/ Management plane

/ Control plane
/ Lzar plane

NGN trapsport stratum

Ui e

NGN Basic Reference Model (NGN BRM)



'~ Y.2011 General principles and general reference

model for NGN
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NGN

Service
management functions

Transport
management functions
NGN
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Transfer functional area
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Y.2011 General Functional Model
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-~ — Proposed Security Services Lifecycle Management Model

/ \

Security Service request and generation of the GRI that will serve as a provisioning session identifier
and will bind all other stages and related security context.

Reservation session binding that provides support for complex reservation process including required
access control and policy enforcement.

Deployment stage begins after all component resources have been reserved and includes distribution
of the security context and binding the reserved resources or services to GRI as a common
provisioning session ID.

Registration&Synchronisation stage (optional) specifically targets possible scenarios with the
provisioned services migration or failover/interruption. In a simple case, the Registration stage binds
the local resource or hosting platform run-time process ID to the GRI as a provisioning session ID.

Operation stage - security services provide access control to the provisioned services and maintain the
service access or usage session.

Decommissioning stage ensures that all sessions are terminated, data are cleaned up and session
security context is recycled.

gerwce geserv Dep'fg' gir?clziro Operatn Decom-
equest ession men A mision
(GRI) Binding RsrBind (Opt) “oESS




'~ Relation between SSLM/SLM stages and supporting general and
1. security mechanisms
/ \
SLM Request Design/Reservation Deployment Operation Decomissioni
stages Development ng
Process/ SLA Nego tiation | Service/ Resource | Composition Orchestration/ Logoff
Activity Composition Reservation Configuration Session Accounting
Management
Mechanisms/Methods
SLA V \Y
Workflow (V) \V/
Metadata vV \Y \Y \Y
Dynamic (V) \Y \%
Security
Associatn
AuthZ Session V (V) V
Context
Logging (V) (V) \Y \Y




— Relation between SSLM and general SLM

a .

f'Se)rvices Service Design Deployment Operate Decom-

Lifecycle Request Development Maintain / /mision

Stages (GRI) Reservation

gje)raigl;my SecServ Rese_rv Deploy- Registr Operatn Decom-
) Request Session ment & Synchro ACCESS mision

g'tf:g)e/gle (GRI) Binding RsrBind (Ext)

e Service Request stage may include SLA negotiation
& Security service instantiation may use SLA security context
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