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Outline

v' Security requirements to Open Collaborative Environment
(OCE)

v' Job-centric security model for OCE Security Architecture

v Using Generic AAA Authorisation framework and Role Based
Access Control (RBAC) for fine grained access control

= Optimised push-pull-agent model using AuthZ tickets and tokens
v' GAAAPI and implementation details — Collaboratory.nl
project
v' Summary - Used technologies and new developments
v' Additional materials (technical)
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OCE specific security requirements and
common problems

v' Open Collaborative Environment specific security
requirements

= Dynamic and multidomain

= Customer driven

» Human controlled and interactive

» Data protection: personal, experimental data and metadata
v' Common problems addressed

= Authorisation service performance

» Using XML based ticket/token — integrity and secure
context management

= Key management and trust relations in distributed access
control infrastructure

= Compatibility and integration with existing access control tools

» Policy formats mapping for flexible policy exchange and
combination
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OCE/ CNL Security built around Job
description

Job Description Job Manager
(Scheduler)
* JoblD
* Job Attributes EE—Y
* Job Priority
* Job Owner
Signed
Order
Document | * User List
< . :
(BA/TAL) * gg\ég&?ﬁf r(]as Access Control
System
* UserDB
p| * Policy
* Policy Ref/Attach * AuthN/Z context
* Trust Anchor (TA2)

e Job Description as a semantic object defining Job attributes and
User attributes
v" Requires document based or semantic oriented Security paradigm
e Trust domain based on Business Agreement (BA) or Trust
Agreement (TA) via PKI
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Major interacting components and entities
In the Job-centric security model

_______________ , Site Services/Resour ces
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B S LT TR UserDB » ?gg . PEP

v ! AuthnTkt ! TR6 ! i TR2
Users [ — ] n H—t
| 7y
> R B

G

_____________________

TA — Trust Anchor; TR# - trust path from root (resource); RAM — Resource
Allocation and Management; UserCT — User Collaborative Tools
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Site Authorisation service implementing RBAC
and combined pull-push model

Site Services/Resour ces
' AzTicket | [ SvReq | F----- \
Requestor | ===="="" [ . PEPL PEP2 Resourcef
€ — login % Service
Srv Deliv | 1 AzTicket ! IF
=T T Py O R R
A R 1 '
; AuthN Req f I‘, A4|
el I POP | [} | —
A ———— s Al
FED L 4 cal ||} PDP
esp r=---- ""'."] ==-=7 [ :
AuthN } AuthN Reg/Valid | ", | Az (local) ,  PDP |
and «— " B : //V: (Secondary)
IdentMngt A I -~~~ 1 chan !
IR A 5 ] |
— 7wt royeoopo-o-- P iy
--Z = Ext | pOP |17 LT PDP oo oe .
ARz | (e 3 o > (secondary) [~ e
\E —> (Master) o (Secondary) ' PDP !
— + chain 44--4 chain |
______ | S
v \ 4
Attribute ir'&t_tr_é‘;q;\;‘;”_d_i (lF;ﬁalP)
Authority |q—————J-"""°°
PAP PAP
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Implementation suggestions for OCE/CNL

« PDP and PAP must share common namespace

 Policy and respectively PAP should be referenced in the request
message explicitly or known to PEP and PDP a priory

« Every PEP in the chain of policy enforcement should take care of
the whole request evaluation/enforcement by calling to a single
(master) PDP.

v' PEP should not do multiple decision combination.
« Only one PDP should provide a final decision on the whole

request

v" However, PEP may have a possibility to request different PDP types based on
request semantics/namespace and referred policy

« When using ticket/token based access control model, the PEP

should understand and have a possibility to validate the AuthZ
ticket issued by trusted PDP

v' The AuthZ ticket should have validity and usage restriction and
contain information about the decision and the resource.

 For the further validation of the AuthZ tickets/token, the PEP may
cache the ticket locally to speed-up the validation procedure.
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Before deploying security infrastructure

e Design conventions and agreements

v' Key distribution and trust establishing
= Currently, in search of simple consistent model
v Policy definition and format including subject,
attributes/roles, actions semantics and namespaces
= Compatibility with existing formats, e.g. SAML, XACML
= Policy format defines/defined by the PDP implementation
v' Secure credentials/tickets format
» Standard vs proprietary
v' Protocols and Messages format
= SOAP + XACML Request/Response
= SOAP + SAMLP + XACML
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Authorisation Service operation in a CNL2
Demo system

JNLP — Java
Network
Launch Protocol
CHEF —
Collaborative
Web 5,10 startSession() Instrument tool
Collaborative
2 INLP 4. getJobinfo() 6,9 startSs Workspace
12,13 checkAuthZ$ environment
7,8 requestDecision()
Note: we assume SSL TCP connectionsall over.
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CNL2 AuthZ policy: Resource, Actions,
Subject, Roles

e Actions (8)

v

RS RAR

StartSession
StopSession
JoinSession
ControlExperiment
Controllnstrument
ViewEXxperiment
ViewArchive
AdminTask

e Roles (4)
v' Analyst
v' Customer
v Guest
v Administrator
v (CertifiedAnalyst)

e Naming convention
v' Resource - “http://resources.collaboratory.nl/Phillips  XPS1”
v' Subject — “WHO740@users.collaboratory.nl”
v" Roles - “role* or “role@JoblD”
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Tickets/Tokens handling in AuthZ system

(‘ ™

ﬁ
2rvReq (AzTick/AzTok) ReqPdicyDecision 4
Requestor PEP POP
al——"SrvDeliv (AzTickiAzTok) ReturnDecision
,
\ J ~ . J
.
.

RirTick  SvTick VerReq Conflfval S

CacheTicket

Requestor
Cache

Request Cached

(tickets/ ,
Triage Tickels

cookie)

v' AuthzTicket is issued by PDP and may be issued by PEP
v' AuthzTicket must be signed

v' AuthzTicket contains all necessary information to make local PEP-Triage
Request verification

v' When using AuthzToken, AuthzTicket must be cached; Resolution
mechanism from token to ticket must be provided
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Session management in CNL2 AuthZ
system

e Maintaining session is a part of generic RBAC
functionality

e Session can be started only by authorised
Subject/Role
v' Session can be joined by other less privileged users

e SessionID is included into AuthzTicket together
with other decision attributes
v' Signed AuthzTicket is cached by PEP or PDP

e |f session is terminated, cached AuthzTicket is

deleted

v' Note: AuthzTicket revocation should be done globally for
the AuthZ trust domain
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Mapping between CNLAuthzTicket, XACML
Request/Response and SAML Authorization Assertion

CNLAuthzTicket

VL-e Workshop

XACML Request oD
{Subj ect} I ssuer
SubjectID @
AuthnToken Decision
JoblD
{Roles}
e Validity
ResContent "b
{ ResAttribs}
Action Subject
{ActionAttrs \’ SubjectiD
Environment S~/ AuthnToken
{EnvirAttrs} \, J0bID
T (Roes
XACML Response R
Result ——PI Resourcel D
Action
’I {Actions}
Decision Obligations
Status "—’l { Obligation}
StatusMsg
StatusDetail
Obligations
{Obligation}

SAML 20AuthzAssertion

| ssuer

Subject

|| SubjNamelD

~__—» SubjConfirm

Conditions

VaIidityTimeb

AudienceRstr

Proxy/1Time

p| {Condition}

Advice

{ Assertions}
Otherinfo

H SAMLAuthzStatm

I~

Action
O » {ActioniD}
\\ Evidence
\\§=
AttrAssertion
L { Assertions}
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Using SAML 1.1/2.0 for AuthzTicket
expression

SAML 2.0 vs SAML 1.1

e Better security features

e |Issuer and Subject are top level elements

e Encrypted elements for Subject, Attributes, Evidence
e Special profile for XACMLAuthzStatement

General problems for Authorisation assertion

e Attributes can be placed only as deep as 5 level down:
Assertion/AzStatemt/Evidence/AttrAssert/Attr/AttrValue

e Ambiguous location for PolicyURIs and SessionID

e SAML1.1 ConfirmationData element is an extensible type —
compatibility problems

e XACML Obligation element
v' Can be mapped to SAML Condition element or SAML Advice element

VL-e Workshop GAAA AuthZ Framework for OCE Slide_14
5 April 2005, Amsterdam




CNLAuthzTicket example — 1011 bytes

<cnl : CNLAut hzTi cket xm ns: AAA="ht t p: / / ww. AAAar ch. or g/ ns/ AAA BoD"
xm ns:cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL"
| ssuer="http://ww. AAAar ch. or g/ servers/ AAA" Pol i cyURI s="CNLpol i cy0l"
Sessi onl ndex="JobXPS1- 2005- 001" Ti cket | D="c24d2c7dba476041b7853e63689193ad" >

<l-- Mandatory elenents -->

<cnl : Deci si on
Resourcel D="htt p://resources. col | aboratory. nl/Philips_XPS1">Perm t</cnl: Decision
>

<cnl :Validity NotBefore="2005-02-13T01: 26: 42. 699Z" Not OnOr Af t er =" 2005- 02-
14TO1: 26: 42. 699Z2"/ >

<I-- Additional elenents -->
<cnl : Subj ect |d="subject">
<cnl : Subj ect | D>WHO740@user s. col | aboratory. nl </ cnl : Subj ect | D>
<cnl : Subj ect Confi r mati onDat a>SeDFGVHYTY83ZXxEdsweOP8I ok
</ cnl : Subj ect Confi r mati onDat a>
<cnl : Jobl D>CNL2- XPS1- 2005- 02- 02</ cnl : Jobl D>
<cnl : Rol e>anal yst @obl D; expert @obl D</ cnl : Rol e>
</ cnl : Subj ect >
<cnl : Resource>http://resources. col | aboratory. nl/Philips_XPSl</cnl: Resource>
<cnl : Acti ons>
<cnl : Action>cnl :actions: Crllnstr</cnl:Action>
<cnl : Action>cnl :actions: Ctrl Exper</cnl:Action>
</cnl: Acti ons>
<ds: Signature xm ns:ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#"> ... </ds: Signature>
</ cnl : CNLAut hzTi cket >
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CNLAuthzToken example — 293 bytes

<cnl : CNLAut hzToken Tokenl D="ed9d969e1262bald3a7f 33dbd670dd94" >

<cnl : TokenVal ue>

Ol Zt 9WJT6an+t | xhhTPt i zt DpZ+i ynx7K7X2Cxd2i BWCUTQOn61Szv81DKI | Wsq 751 sHf usnnb6
zT3f hKUlzEUsob7p60M_.M/hb42+vj f vNeJu2r oknhl Dzr uM r 6hIVDs| f aot URepu7QCTOs ADnBI f
X89Et 55EKSE90E9qBD8=

</ cnl : TokenVal ue>

</ cnl : CNLAut hzToken>

v" CNLAuthzToken is constructed of the CNLAuthzTicket TicketID and
SignatureValue

v CNLAuthzToken use suggests caching CNLAuthzTicket
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Summary - Used technologies and new
developments

v Job-centric security model that responds OCE dynamic
distributed requirements

= Job description format — to be compatible with WS-Agreement
and GGF JSDL (Job Submission Description Language)

v Extended RBAC functionality based on GAAA Authorisation
framework
» AuthZ/Resource Session management
v GAAA tk as RBE and AAA policy expression
= XACML Request/Response messaging
= Migration to XACML based policy exchange and combination

v Proprietary and SAML based AuthzTicket format including
SAML2.0 extensions

v XML Signature and XML Encryption for JobDescription and
AuthzTicket security

v' Contribution to XACML, SAML and GT4 development
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Summary - Future development

e Common policy expression and exchange format
based on XACML

e GAAAPI/GAAA tk profile for multidomain AuthZ
and pushing policy

e Integrating with existing Access Control and other
tools

v’ GT4 Authorization Framework
v EGEE gLite Authorisation Framework

e Binding Policy to WSDL service description
v' Using WS-Security Framework and OGSA/WSRF

e Adding VO and VOMS functionality - for user and
resource attributes management

e AuthN and ldentity management
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Additional information

v" Binding Policy to WSDL with WS-PolicyAttachment

v' XACML AuthZ Request and Response messages format and
example
v' Detailed AuthZ and AuthN ticket and token examples
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Traditional Access Control model —
setting up trust and authority relations

v' Policy, attributes semantics and namespaces are known a
priory to all participating parties
o0 A requestor knows what information to present to adhere to a
specific policy and in what format (although PEP may act as

ASM)
v PEP and PDP locations are known and interacting parties
are known
v Trust relations between PDP, AA and resource are
established

0 Resource trusts PDP’s decision that can be delivered to a
Resource in a form of AuthzTicket or based on default trust
between PEP and Resource

o0 Root of policy enforcement hierarchy, like in real life, belongs
to the resource owner

v' This approach is not sufficient for effective Service
Oriented Architecture (SOA)
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Open policy enforcement model in WSA/SOA
using WS-PolicyAttachment mechanisms

Services/Resour ces
B
oo i Resource/
Requestor PEP .
€ — Service
e e 1 l Ll
<
% 7y
y y
o
by An
Vo Ry | oL,
Loy Resp ! AuthN Reg/Valid |
! ] AuthN | SR q------- !
I |
. D T
P ! Attr Req/Valid |
I AttrAuth '“"T'"“"
| al
1 : hl
I
| 1
| : -------- .
H ' AzReq !
: : [ 1
| lococcocoooooooococccomcocononnoomd
e e
I AzZTicket !
________ | [
i PolicyReq ! p 7
________ PAP (ext.)
<
Pty v
1 PolicyResp ! Pooossos 1
R i ; PolicyReq | PAP
L 1
)
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GAAA AuthZ Framework for OCE

Linking dynamically all
components of the
access control system

Policy is attached to
any component of the
service description in
WSDL format

Interacting services
will fetch policy
document and apply
restrictions/rules to
elements, which
declared policy
compliance
requirements

Provides a basis for
mutual authorisation
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Attaching policy to WSDL - Example

<definitions xm ns="http://schemas. xm soap. org/ wsdl /"
< ... snip long nanespace declaration .. >
xm ns: wsp="http://schemas. xm soap. or g/ ws/ 2002/ 12/ pol i cy"
xmns:cnl="http://cnl.telin.nl/cnl" xmns:policy="cnl-policy-schenma. xsd"
t ar get Namespace="http://cnl.telin.nl/cnl">
<nessage nane="Vi ewkExperi nent Request" wsp: Pol i cyURI s="cnl -policy-
02exanpl e. xm ">
<part nane="coordi nateX" type="xs:string"/>
<part nane="coordi nateY" type="xs:string"/>
<part nane="zoont type="xs:int"/>

</ message>

<<< sni p >>>>
<wsp: Poli cyAttachnent ... >

<wsp: Appl i esTo>
<x: Domai nExpr essi on/ > +
</wsp: Appl i esTo>
( <wsp: Policy>. ..</wsp:Policy> |
<wsp: Pol i cyRef erence>. .. </ wsp: Poli cyReference> ) +
<wsse: Security>...</wsse: Security> ?

</wsp: Pol i cyAtt achnent >
<wsp: Usi ngPol i cy wsdl : Requi red="true"/ >

</definitions>
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(1) Generic AAA Architecture by AIRG (UVA)

Request/Response

e Policy based Authorization
decision

Generic AAA
RBE

v Reqg {AuthNtoken,
Attr/Roles, PolicyTypeld,
ConditionExt}

v" RBE (Req + Policy) =>

=> Decision
{ResponseAAA, ActionExt}

v ActionExt = {RegAAAEXt,

ASMcontrol}

v ResponseAAA =

Policy ﬂ

*Defined by
Resource owner

VL-e Workshop
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{AckAAA/RejectAAA,
ASM RegAttr, RegAuthN, BindAAA
(Resource, Id/Attr)}

*Translate LogDecision => Action
*Trandate State => L ogCondition
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(2) RBAC: main components and dataflow —
XACML model

obligations
Service

13b. obligations

e PEP/AEF - Policy
Enforcement Point
(authorisation
enforcement function)

Service

atcess . o
2. Bccess request PEP 13a. access decision (provider) o PDP/ADE - Pol icy

J.request 12 response

Decision Point
(authorisation decision

' | req“eﬁt fu nction)
S atiiuie e PIP - Policy Information
PDP E'qilérf:ie—l* context 9, resource Resource . y
| ——10. attribites ey Nandler content (RIP) Point
— > « AA - Attribute Authority
B, attribute 8. attribute © PA-F) = POI'Cy Authorlty
i Point
TG re-suuroe_
1. palicy atiributes
7b. environment
atiributes
Ta. subject
attributes
PAP | environment l
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GAAAPI dataflow diagram (implements

* L I
! Res/Env Response |
PEF Parser : (ASM) | ( Generator FDP Parser |:
(Y &
I

‘ T I—Q. Decision + | | I
(14) (15)

]

L] E T

L]

. |

obligations
sernvice

16a. Obligations

dCCess 16. DECiSion s 10-11. Resource Env I"-"h II
reguester |
(application 1. Access == = = -22.Requesi Context= === == |
request - , ||
] = == .12 Response Docision s o e POP |
PEP {local) ||
(PEPapi) ) |
L4 AAAReq L5 AAAReq - ||
) 13. AAMAResp/ 12 response — }
testPEPapi 1a. access o - AMATSG | \ 7 |I
{consol) request + | |
Request - |
Sender r PHFF'FMHQLD' Policy ||
2 (@ (SOAP) . P L
 Remote PDP/GAA :
________ S Lo
—— est SOAP
Request Requ |I ’
Generator e 12, Res5ponse SOAP _|JI_
g
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GAAAPI implementation —
XACML Request message format

rsﬁﬂ,};}gp—e - _| <?xm version="1.0" encodi ng="UTF-8"?>
| S— <AAA: AAARequest
| SubjectD | xg1 B’S AAA="ht t p: / / waw. AAA. or g/ ns/ AAA
......... 0
| ﬁ“ﬂ'e\?r I fs} : slcmaléogat i on="http://ww. AAA. 0
- rg/ ns 0
Sublect B{ = 0 | http: /1 146. 50, 22. 64/ CNLdemol, xsd"
| -1:;:1?!1]5:__: versi on="0.1" type="CNLdenpl">
| = | <Subj ect >
a | <Subj ect | D>
WHO740@user s. col | abor at ory. nl </ Subj e
ctl D>
<Token>

2SeDFGVHYTY83ZXx Edswe OP8I ok) y GHx Vf Ho
m0 </ Token>

<Jobl D>Jobl D- XPS1- 212</ Jobl D>
| i <Rol e>Anal yst @obl D</ Rol e>
_________ ] </ Subj ect >
|A—m‘:ﬂw—e — — — <Resour ce>

- <Resour cel D>

|
H,Action EH{—e=—] | http://resources. col | aboratory.nl/Ph
. | — illips_XPS1

</ Resour cel D>
- <
— /Re;ource>
<Acti on>

AAARequest [ ==

L.+ Environment EJ-@E} - EnvironmentAttribute :

<Acti onl D>Control | nstrunment </ Attri bu

___________________ ey
!_ 0. ] tel D>
_________ </ Acti on>
</ AAA: AAARequest >
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GAAAPI implementation —
XACML Response message format

e —— — — — —— s e s s e e s e

:Decision

(AAAHesponseTmre = ==

<?xm version="1.0" encodi ng="UTF- 8" ?>

<AAA: AAAResponse xml ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchemalLocat i on="aaa-cnl - response- 00. xsd" versi on="0.0">

<Result Resourcel d="http://resources.collaboratory.nl/Phillips_XPS1">
<Deci si on>Per m t </ Deci si on>
<St at us>
<St at usCode Val ue=""/ >
<St at usMessage>Request successful </ St at usMessage>
</ St at us>
</ Resul t >
</ AAA: AAAResponse>
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CNLAuthzTicket example — 1011 bytes

<cnl : CNLAut hzTi cket xm ns: AAA="ht t p: / / www. AAAar ch. or g/ ns/ AAA BoD"
xm ns: cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL"
| ssuer="http://ww. AAAar ch. or g/ servers/ AAA" Pol i cyURI s="CNLpolicy01"
Sessi onl ndex="JobXPS1- 2005- 001" Ti cket | D="c24d2c7dba476041b7853e63689193ad" >

<l-- Mandatory el enments -->

<cnl : Deci si on
Resourcel D="http://resources. col | aboratory. nl/Philips_ XPS1">Pernit</cnl: Decision>

<cnl : Validity NotBefore="2005-02-13T01: 26: 42. 699Z" Not OnOr Af t er =" 2005- 02-
14TO1: 26: 42. 699Z"/ >

<!-- Additional elenments -->
<cnl : Subj ect |d="subject">
<cnl : Subj ect | D>WHO740@iser s. col | aborat ory. nl </ cnl : Subj ect | D>
<cnl : Subj ect Conf i r mat i onDat a>SeDFGVHYTY83ZXxEdsweOP8I ok</ cnl : Subj ect Confi r mat i onDat a>
<cnl : Jobl D>CNL2- XPS1- 2005- 02- 02</ cnl : Jobl D>
<cnl : Rol e>anal yst @obl D; expert @obl D</ cnl : Rol e>
</ cnl : Subj ect >
<cnl : Resource>http://resources. col | aboratory. nl/Philips XPS1</cnl: Resource>
<cnl : Acti ons>
<cnl : Action>cnl:actions: Ctrllnstr</cnl:Action>
<cnl : Acti on>cnl : actions: Ctrl Exper</cnl: Acti on>
</cnl: Actions>
<ds: Si gnature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"> ... </ds: Si gnature>
</ cnl : CNLAut hzTi cket >
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CNLAuthzTicket XML Signature element —
957 bytes (total signed ticket 1968 bytes)

<ds: Si gnature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedI nf 0>
<ds: Canoni cal i zati onMet hod Al gorithnm="http://ww. w3. org/ TR/ 2001/ REC- xm - c14n- 20010315"/ >
<ds: Si gnat ureMet hod Al gorithm="htt p://wwmv. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence URI ="">
<ds: Tr ansf or ns>
<ds: Transform Al gorithnm="http://ww. w3. or g/ 2000/ 09/ xml dsi g#envel oped- si gnature"/ >
<ds: Transform Al gorit hnm="http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n- 20010315#W t hCorment s"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>nr Nr ZZDi w 2aDnKXFEHSeoi xnsc=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
Ol Zt 9WsJT6an+t | xhhTPt i zt DpZ+i ynx7K7X2Cxd2i BWCUTQn61Szv81DKI | Wq751 sHf usnnb6
zT3f hKUlzEUsob7p6oM_M7hb42+vj f vNeJu2r oknhl Dzr uM r 6hVDs | f aot URepu7QCTOs ADnDI f
X89Et 55Ek SE90E9qBD8=
</ ds: Si gnat ur eVal ue>

<ds: Keylnfo> << ... snip ... >> </ds: Keyl nf o>

</ds:Signature>
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RSA <ds:Keylnfo> element — 1010 bytes
(total signed ticket with Keylnfo - 3078 bytes)

<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>
M | CADCCAVK CBEGX/ FYWDQYJKoZI hvc NAQEEBQAWRz EL MAk GA1UEBhMCTkwx GTAXBgNVBAO TEENV
bGxhYmBy YXRv cnkubmax HTAbBgNVBAMIFEFBQXV0aHJ I YWNol FNI Y3Vy aXR5MB4 XDTAOMIEx NTAw
NDYx NFOXDTALNMDI x Mz AMNDYx NFowRz EL VAk GAL1UEBh MCTkwx GTAXBgNVBAO TEENV bGch YmBy YXRv
cnkubmax HTAb BgNVBAMTFEFBQXV0aHIJl YWNol FNI Y3VWaXR5M Gf MAOGCSqGSI b3 DQEBAQUAAAGN
ADCBi QKBgQDbdDr BhVnr 1nD9eqi 7U7mdyj | Rxf vj AKv33Epuaj vTKHpKUgLj bcBC3j NJ4F7a0G XQ
cVbuF/ aDx/ ydl UIXQkt vFXKOSn77W/eSel OcLc1hYf USAg4nudt f sB7r Aj +CzNnVdr 6RLFpS9YFE
| v5pt GaNGShwHj U02HnAr EGL2K+0AWM DAQABMAOGCSqGSI b3 DQEBBAUAAA GBADHKgk OMmPODv O
bM/f 40gXTt h7yv803Zol 7+nql BOTqgf / bVNLM8vNo5f WRHbpnHI FFgTk31nr Jf 8k EZEof vwAeVWs
19Q Yf sloxvs MPKHxFj JDi ZI LkHRVi JI / sl z5a7pkLqgl XLRsPFRzi TksenRXB/ f TBKDzML4pz QZg
H cO
</ ds: X509Certificate>
</ ds: X509Dat a>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Mbdul us>

3QBWYVZg9ZwW XqoulOsuMoy Ec X74wWCr 99xKbrmp70yh6S| | C423AQ 4zSeBe2t Bol OHFW hf 2g8f 8
nSFCVOJLbxcSt Epu+1l XknpdHC3NYWHLEgI QJr nbX7AebwW / gszZ1Xa+k SxalvV\BRIb+abRnj Rkm
8B41NNh5wWKxBi 9i vt AM=

</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
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CNLAuthzToken example — 293 bytes

<cnl : CNLAut hzToken Tokenl D="ed9d969e1262bald3a7f 33dbd670dd94" >
<cnl : TokenVal ue>

Ol Zt OWsJT6an+t | xhhTPti zt DpZ+i ynx7K7X2Cxd2i BWCUTQON61Szv81DKI | Wsq 751 s Hf
usnnb6

zT3f hKUlzEUsob7p6oM_M7hb42+vj f vNeJu2r oknhl Dzr uM r 6hMDs | f aot URepu7QCTOs
ADnDI f

X89Et 55EKSE90E9gBD8=
</ cnl : TokenVal ue>
</ cnl : CNLAut hzToken>

CNLAuthzToken is constructed of the CNLAuthzTicket TicketlD and
SignatureValue

CNLAuthzToken use suggests caching CNLAuthzTicket's
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CNLSAMLAuUthzTIicket example — 2254
bytes

<Assertion xnl ns="urn:oasis:names:tc: SAM.: 1. 0: assertion" xnm ns:sam ="urn: oasi s: names: tc: SAML: 1. 0: asserti on"
xm ns: sam p="urn: oasi s: names: tc: SAML: 1. 0: protocol " Asserti onl D="c236b047d62db5cecec6b240996bcb90" | ssuel nst ant =" 2005- 02-
15T14: 53: 23. 5427" | ssuer="cnl : subj ect : CNLAAAaut hority" Version="1.1">

<Condi t i ons Not Bef or e="2005- 02- 16T14: 32: 12. 506Z" Not OnOr Af t er =" 2005- 02- 17T14: 32: 12. 506Z" >
<Condi tion xsi:type="typens:cnl:session-id">JobXPSl-2005-001</ Conditi on>
<Condi tion xsi:type="typens:cnl:policy-uri">CNLpolicy01l</Condition>
</ Condi ti ons>
<Aut hori zat i onDeci si onSt at ement Deci si on="Perm t" Resource="http://resources. col | aboratory.nl/Philips_XPS1">
<Action Nanmespace="urn: oasi s: nanes:tc: SAM.: 1. 0: action:cnl:action">cnl:actions: Ctrllnstr</Action>
<Action Nanmespace="urn: oasi s: names:tc: SAM.: 1. 0: action: cnl : acti on">cnl : actions: G rl Exper </ Acti on>
<Evi dence>

<Assertion Assertionl D="f3a7ea74e515ffe776bl0a7eef 0119d7" | ssuel nst ant ="2005- 02- 15T14: 53: 23. 5422"
| ssuer ="cnl : subj ect : CNLAAAaut hori ty" Maj or Versi on="1" M nor Ver si on="1">

<Condi ti ons Not Bef or e="2005- 02- 15T14: 53: 11. 745Z" Not OnOr Af t er =" 2005- 02- 16T14: 53: 11. 7452"/ >
<AttributeStatenent >
<Subj ect >
<Nanel denti fier Format="urn:oasis: nanes:tc: SAM.: 1. 1: nanei d- f or mat : enui | Addr ess"
NameQual i fi er="cnl : subj ect " >WHO740@user s. col | abor at ory. nl </ Nanel denti fi er >
<Subj ect Confi r mat i on>
<Confi r mati onMet hod>si gned- subj ect - i d</ Conf i r mat i onMet hod> ====» noved to attr in SAM 2.0
<Confirmati onDat a>
PBLI R0OaZRt dZng979l j 8eDpJ5VT6BXxx Bt SApC5BPNI sf HRUc OOpWQowXBw2 TnDZdJ GNz FWhM nz
XU3/ wsdLj v+si QRIG yZ7U9eqkMGgY8Vi zM SuRuUAsr r 7Al Hv9/ DP1ksJMNDZ5DnCos Me+Zy gn
Kogf MjhK+DKgPwf HF6U=</ Conf i r mat i onDat a>
</ Subj ect Confi rmati on>
</ Subj ect >

<Attribute xnml ns:typens="urn:cnl" xm ns:xsd="http://wwm. w3. or g/ 2001/ XM_Schena"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" Attri buteName="Attri buteSubject" AttributeNanmespace="urn:cnl">

<AttributeVal ue xsi:type="typens:cnl:job-id">CNL2- XPS1-2005-02-02</ Attri buteVal ue> ====» | evel 5

el ement
<AttributeVal ue xsi:type="typens:cnl:rol e">anal yst @obl D; expert @obl D</ Attri but eVal ue>

</Attribute>
</ AttributeStatenment>
</ Assertion>
</ Evi dence>
</ Aut hori zat i onDeci si onSt at emrent >
</Assertion>
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CNLAuthnTicket example — 1752 bytes

<cnl : CNLAut hnTi cket xm ns: AAA="ht t p: / / ww. AAAar ch. or g/ ns/ AAA BoD"
xm ns: cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL"
| ssuer="http://ww. AAAar ch. or g/ server s/ AAA"
Ti cket | D="f 35585df b51edec48deOc7eadbllcl7e" >

<l-- Mandatory elenents -->

<cnl :Validity NotBefore="2005-02-15T14: 33: 10. 548Z" Not OnOr Af t er =" 2005- 02-
16T14: 33: 10. 548Z"/ >

<cnl : Subj ect |d="subject">
<cnl : Subj ect | D>WHO740@ser s. col | aborat ory. nl </ cnl : Subj ect | D>
<cnl : Subj ect Confir mati onDat a>
0+qONAVUZWIt xM 8DHBDFYy 7e LMGx Sf KDJY6ZnYA4UWSDt O0JFt at | Epr Ut gnj Ckzr JUMVK9Qt Uzna
sDdUG+P4zY7dgab+PH U91C usZbzt u/ ZI j NgCnwbsulBQLTumC8ZTt YKKJi 4 WA +bMvb P8nNQm
+M/F4bJl PBf Lcxf Obk4=
</ cnl : Subj ect Confi rmat i onDat a>
<lI--Optional elenents -->
<cnl : Subj ect Attri bute attrnane="urn:cnl:subject:attribute:job-id">
CNL2- XPS1- 2005- 02- 02
</cnl: Subj ect Attri bute>
<cnl : Subj ect Attri bute attrnanme="urn:cnl:subject:attribute:role">
anal yst @obl D; expert @obl D
</cnl : Subj ect Attri bute>
</ cnl : Subj ect >
</ cnl : CNLAut hnTi cket >
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CNLAuthnToken signed/encrypted —
401/269 bytes

<cnl : CNLAut hnToken xm ns: cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL"
Tokenl D="f 35585df b51edec48deOc7eadbllcl7e" >

<cnl : Subj ect | D>WHO740@ser s. col | aborat ory. nl </ cnl : Subj ect | D>
<cnl : TokenVal ue>
0+qONAVUZWIt xM 8DHEDFy 7e LMGx Sf KDIY6ZnY4AUWSDt OJFt at | Epr Ut gnj Ckzr JUM/VK9qt Uzna

sDdUG+P4zY7dgab+PHi U91Cl usZbzt u/ ZI j NgCnwssulBQLTumC8ZTt YKKJi 4WAs +bMvb P8 mFNQmM
+M/FAbJ| PBf Lcxf Obk4=</cnl : TokenVal ue>
</ cnl : CNLAut hnToken>

CNLAuthnToken is constructed of the CNLAuthnTicket TicketlD and
SubjectConfirmationData which is encrypted SubjectID value

CNLAuthzToken must be self-sufficient and doesn’t require caching
CNLAuthnTicket's

<cnl : CNLAut hnToken xm ns: cnl ="htt p://ww. aaaut hr each. or g/ ns/ #CNL"
Tokenl D="a392a20157698d201d77b2c6e8e444ef " >

<cnl : Subj ect | D>WHO740@user s. col | aboratory. nl </ cnl : Subj ect | D>

<cnl : TokenVal ue>qi j 92JgKZp9R JXYNLQIANOvhj LISMGVLD doQ nCsk=</cnl : TokenVal ue>
</ cnl : CNLAut hnToken>
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